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DEPARTMENT OF HOMELAND SECURITY
APPROPRIATIONS FOR 2009

WEDNESDAY, FEBRUARY 13, 2008.

MANAGEMENT CHALLENGES—INSPECTOR GENERAL
AND GAO

WITNESSES

DAVID M. WALKER, COMPTROLLER GENERAL OF THE UNITED STATES

RICHARD L. SKINNER, INSPECTOR GENERAL, U.S. DEPARTMENT OF
HOMELAND SECURITY

OPENING STATEMENT OF CHAIRMAN PRICE

Mr. PRICE. The subcommittee will come to order. Good morning,
everyone. I would like to welcome you to our first hearing of cal-
endar year 2008 as we look toward the fiscal year 2009 budget.

Over the coming months we plan to have 16 hearings focusing
on every aspect of the Department of Homeland Security, culmi-
nating with an appearance by Secretary Chertoff in April.

The Department of Homeland Security will be five years old in
three weeks. Even though we all knew that this reorganization
forming the Department would be the most ambitious govern-
mental reorganization of our lifetimes, I am not sure anyone fully
anticipated the difficulties the Department has faced, especially the
numerous changes in Departmental leadership.

We have had two Secretaries, three Deputy Secretaries, numer-
ous changes in agency heads and on and on. This Department
needed stability and leadership, and it has not had the kind of sta-
bility that would have ensured superior performance.

Too often we hear about a breakdown in the Department that ap-
pears to stem from flawed judgment. We have heard about a staged
FEMA press conference and an ICE Halloween party that was at
best distasteful. We also heard about TSA leaders informing
screeners about when they were going to be tested, messing up in
essence the premise of the test.

I could go on, but I do not really need to. There has been some
questionable judgment on the part of leadership in the Depart-
ment, and that has affected performance, it has affected morale,
and it needs to be corrected. Employee morale at DHS is the lowest
in the federal government.

The Department has poor procurement practices and poor finan-
cial management, as many of the Inspector General and GAO re-
ports issued in the past year have demonstrated. We know the De-
partment has weak computer security controls.
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We know from reports that today’s witnesses have issued that
there are numerous security problems on our northern border.
Again, the list is long, and the witnesses this morning have con-
tributed greatly to our understanding of the challenges that the
Department faces.

Last year GAO issued its high risk list, which included the
Homeland Security Department. Just last month the Inspector
General issued a report on what he sees as major management
challenges facing the Department. These include catastrophic dis-
aster response, acquisition, grants and financial management, in-
frastructure protection, border security, transportation security, in-
formation technology management and trade operations.

Now, our subcommittee is not seeking daily headlines. We want
to acknowledge and encourage areas of progress where they have
occurred, and we will have some of that this morning as well from
our witnesses.

We also want to point out and correct, or at least get on the path
to correction, deficiencies. We want to see problems fixed, and we
want to see the Department operating in the best manner to secure
our homeland. We are getting somewhat impatient. I hope our two
witnesses today can help us direct our impatience into constructive
efforts to change things for the better.

I have asked our two witnesses to offer what they view as the
top eight management and performance improvements that the De-
partment can make between now and September or within seven
months, the kind of short-term improvements we might look for
that would give an indication of broader improvements to come. I
hope you will talk about those in your opening statements, and of
course we will explore them in the questions.

Comptroller General David Walker and DHS Inspector General
Richard Skinner are in the business of uncovering federal agency
problems and recommending solutions, so it is fitting that we begin
this year’s hearing season with them.

Before I ask them to briefly summarize their written statements
I want to ask our distinguished Ranking Member, Hal Rogers, for
any statement he would like to make.

OPENING STATEMENT OF RANKING MEMBER ROGERS

Mr. ROGERS. Thank you, Mr. Chairman. We want to welcome our
guests from the Department and the GAO.

Since its creation almost five years ago, DHS has labored
through the largest reorganization of the federal government in
more than a half century. This task, creating the third largest Cab-
inet agency with the mission of protecting our country and re-
sponding to threats and catastrophes, while also facilitating legiti-
mate immigration travel and trade, has certainly presented chal-
lenges to both the Administration and to the Congress.

So as I look down the list of major management challenges facing
the Department of Homeland Security identified by the Inspector
General just over a month ago, a list that includes acquisition man-
agement, branch management, financial management, border secu-
rity, transportation security and so on, I have to remind myself
that the Department is in fact only five years old.
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But I am the last person to make excuses for DHS. After all, I
have repeatedly stressed that failure is not an option when we are
talking about homeland security. The Department’s weaknesses
and missteps are well documented, and I for one am not tolerant
of mismanagement, waste, fraud, or abuse.

Since this committee was formed, we have stressed results, and
that mantra has continued under Chairman Price’s leadership.
Challenges are to be expected. No one ever claimed that securing
the homeland would be easy, and indeed when 22 agencies were
cobbled together five years ago and when this subcommittee was
established challenges were all that existed.

But now programs like TWIC and Secure Flight, programs that
were honestly going nowhere just a few years ago, are finally gain-
ing some traction. Over 67 TWIC enrollment centers are now open,
and Secure Flight is finally on track to assume all watchlist match-
ing from air carriers in early fiscal year 2010.

And there are other notable signs of progress at DHS such as
ending the practice of catch and release on the border, integrating
the IDENT and IAFIS databases and establishing a 10 print ID
standard at our ports of entry.

So I believe we have met our challenges head on. Through ag-
gressive oversight, constant vigilance, a steady flow of robust fund-
ing from this subcommittee and the Congress, we have given DHS
both the impetus and resources to continually improve its progress
towards securing the homeland.

While DHS has not always performed as well as expected, I am
proud to see that through the storm of challenges we are seeing
some measures of success, so it is for this reason, among many oth-
ers, that I firmly believe we are unquestionably safer today than
we were before 9-11.

Now as we transition into the final year of this Administration
a new set of challenges await: Following through on the promise
to rebuild FEMA'’s operational capability so that it is capable of re-
sponding to the most devastating of disasters, implementing the
Secure Border Initiative by combining the necessary personnel and
infrastructure with the most advanced technology to control our
borders and stem the flow of illegal immigration, overcoming the
hurdles of major acquisitions over the Department and ensuring
the Department’s continuity during the Administration’s turnover.

The challenges confronting this subcommittee are continuing as
we debate how much is the right amount to spend on homeland se-
curity. I have always said that we should spend as much as needed
on security, but not a penny more.

These challenges are not easy, but nothing worthwhile ever is.
Our witnesses have the duty to objectively analyze and report on
the Department’s ability to overcome its challenges and perform its
vital mission. I look forward to hearing their views and conversa-
tions.

Thank you, Mr. Chairman.

Mr. PrICE. Thank you.

Mr. Walker, we will begin with you. We will ask each of you to
provide us a five minute summary of your testimony. We have had
advance copies of the written testimony, and then that will leave
plenty of time for our discussion.



Mr. Walker.

STATEMENT OF DAVID M. WALKER, COMPTROLLER GENERAL OF THE
UNITED STATES, U.S. GOVERNMENT ACCOUNTABILITY OFFICE

Mr. WALKER. Thank you, Mr. Chairman, and Ranking Member
Rogers. It is good to be back before this subcommittee to discuss
the Department of Homeland Security’s efforts to implement its
management and mission functions.

As all of you know, in 2003 the GAO designated the implementa-
tion and transformation of the Department of Homeland Security
as high risk because it represented an enormous undertaking that
would require time to achieve in an effective and efficient manner.

To put things in context, Mr. Rogers, the Defense Department
was created in 1947, and it has more high risk areas than any
other department in government, and I am confident DHS can do
better and faster than DOD has done in that regard.

Given our nation’s current fiscal condition, it is critically impor-
tant that federal departments, including DHS, operate as effi-
ciently as possible in carrying out their missions. Next year we are
expected to have a $410 billion and we spend all the social security
surplus, which is about another $175 billion.

In August 2007, we reported on the progress that DHS has made
since its inception in implementing its management and mission
functions. We also identified a number of specific actions that they
needed to take. Let me provide the highlights, if I can.

I do think it is important to note where progress has been made
rather than just focus on what remains to be done. DHS has made
progress in implementing its management and mission functions.

For example, in the management areas DHS has made progress
in implementing a strategic sourcing program, in preparing correc-
tive action plans for its internal control weaknesses and issuing
plans for its human capital system, in establishing and institu-
tionalizing information technology management controls and in de-
veloping an asset management plan for its real property.

On the mission side, DHS has made progress in refining the
screening of foreign visitors to the United States and providing
training for border personnel, strengthening passenger, baggage
and air cargo screening at airports, establishing security standards
and conducting assessments and inspections of surface transpor-
tation modes, developing programs for collecting information on in-
coming ships; enhancing emergency preparedness and response ca-
pabilities such as issuing a new national response framework just
last month, and identifying and assessing critical infrastructure
threats and vulnerabilities and, last but not least; improving its co-
ordination with federal, state, local and private sector entities on
homeland security technologies.

While progress has been made, challenges remain. Some of the
key challenges are as follows: Providing appropriate oversight of
contractors, improving financial management controls and cor-
recting internal control weaknesses, implementing a performance-
based human capital management system, refining and imple-
menting controls for information technology management;

Improving the regulation of commercial trade while ensuring pro-
tection against the entry of illegal goods and dangerous visitors at
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U.S. ports of entry, improving enforcement of immigration laws,
fully integrating risk-based decision making in the transportation
security programs and further improving coordination with states
and first responders as they train and practice under the national
response framework.

There are a number of cross-cutting issues affecting the Depart-
ment of Homeland Security that I would touch on briefly that I
think this subcommittee would be interested in. Moving forward, it
will be particularly important for DHS to develop comprehensive
plans for managing the upcoming Presidential transition, to ensure
continuity in operations and to minimize vulnerabilities as required
by existing legislation.

I might note I was personally briefed on what DHS has done
with regard to their human capital transformation framework, and
I was very impressed with it. I know that the Department is taking
this transition plan seriously. They have a statutory requirement
to complete it by December of this year, but I know they are mak-
ing progress. It is not just a matter of having a plan. It is a matter
of having effective implementation of that plan.

Although the Secretary of Homeland Security has identified risk-
based decision making as a cornerstone of Departmental policy, we
have reported that DHS needs to strengthen its efforts to actually
apply risk-based principles in support of its investment decisions.

I might note, Mr. Chairman, that the Congress does too. The
Congress needs to provide reasonable flexibility for the Department
to be able to allocate its resources based on threat and risk.

We designated information sharing for Homeland Security as
high risk in part because the nation lacked an implemented set of
governmentwide policies and processes for sharing terrorism re-
lated information. It has now been issued, but there is more that
needs to be done to effectively implement it.

DHS has faced some challenges in developing effective partner-
ships with federal, state, local, private and not-for-profit sector en-
tities, as well as international stakeholders, and there needs to be
additional clarification of various roles and responsibilities for
these players.

Last, but certainly not least, accountability and transparency are
critical to the Department effectively integrating its management
functions and implementing its mission responsibilities.

We have in the past encountered delays at DHS in obtaining ac-
cess to needed information. Over the past year we have discussed
ways to try to resolve these access issues with DHS, and our access
has improved in recent months. However, we continue to believe
that DHS needs to make systemic and systematic changes to its
policies and procedures for providing GAO with access to informa-
tion and to individuals in a more timely manner.

As you know, Mr. Chairman, legislation enacted in December of
2007 reinforces this position by restricting a portion of funds appro-
priated to DHS’s Office of the Secretary and Executive Manage-
ment until DHS certifies and reports that it has revised its Depart-
mental guidance for working with GAO and the DHS Inspector
General.
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We are currently working with DHS in this regard, and we look
forward to collaborating with the Department on the proposed revi-
sions.

Thank you very much, Mr. Chairman. I would be happy to an-
swer your questions after Mr. Skinner has a chance to testify.

[The information follows:]
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include preventing terrorist attacks
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from attacks that oceur, and
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DEPARTMENT OF HOMELAND SECURITY

Progress Made in Implementation of Management and
Mission Functions, but More Work Remains

What GAO Found

Since its establishment, DHS has made progress in implementing its
management and mission functions in the areas of acquisition, financial,
human capital, information technology, and real property management;
border security; immigration enforcement and services; aviation, surface
transportation, and maritime security; emergency preparedness and response;
critical infrastructure protection; and science and technology. In general, DHS
has made more progress in its mission areas than in its management areas,
reflecting an initial focus on protecting the homeland. While DHS has made
progress in implementing its functions in each management and mission area,
we identified challenges remaining in each of these areas. These challenges
include providing appropriate oversight for contractors; improving financial

and that the size, complexity, and
importance of the effort make the
challenge especially daunting and
critical to the nation’s security.
GAO’s prior work on mergers and
acquisitions found that successful
transformations of large
organizations, even those faced
with less strenuous reorganizations
than DHS, can take at least 5 to 7
years to achieve. This testimony is
based on GAO’s August 2007 report
evaluating DHS's progress between
March 2003 and July 2007, selected
reports issued since July 2007, and
our institutional knowledge of
homeland security issues.

What GAO Recommends

While this testimony contains no
new recornmendations, GAO has
made approximately 900
recommendations to DHS over the
past 5 years to strengthen
departmental operations. DHS has
implemented some of these
recommendations and is in the
process of implementing others.

To view the full product, including the scope
and methodology, ciick on GAC-0B-457T,

For more information, contact Norm Rabkin at
{202} 512-8777 or rabkinn@gao.gov.

ma and controls; implemnenting a performance-based human capital
management system; implementing information technology management
controls; balancing trade facilitation and border security; improving
enforcement of immigration laws, enhancing transportation security; and
effectively coordinating the mitigation and response to all hazards.

Key issues that have affected DHS's implementation efforts are agency
transformation, strategic ptanning and results ma risk 1t
information sharing, partnerships and coordination, and accountability and
transparency. For example, GAO d ed DHS's imp! tation and
transformation as high-risk. While DHS has made progress in transforming its
component agencies into a fully functioning department, it has not yet
addressed key elements of the transformation process, such as developing a
comprehensive transformation strategy. The Homeland Security Act of 2002,
as amended, requires DHS to develop a transition and succession plan to
guide the transition of management functions to a new Administration; DHS is
working to develop and implement its approach for managing the transition.
DHS has begun to develop performance goals and measures in some areas in
an effort to strengthen its ability to measure its progress in key areas. We
commend DHS's efforts and have agreed to work with the department to
provide input to help strengthen established measures. DHS also has not yet
fully adopted and applied a risk management approach in implementing its
mission functions, Although some DHS components have taken steps to do S0,
this approach has not yet been implemented departmentwide.

DHS's 5-year anniversary provides an opportunity for the department to
review how it has matured as an organization. As part of our broad range of
work reviewing DHS's management and mission programs, GAQ will continue
to assess DHS's progress in addressing high-risk issues. In particular, GAO
will continue to assess the progress made by the department in its
transformation and information sharing efforts,

United States A

y Office



Mr. Chairman and Members of the Subcommittee:

1 appreciate the opportunity to appear today to discuss the Department of
Homeland Security's (DHS) efforts to irnpiement its management and
mission functions. DHS began operations in March 2003 with missions that
include preventing terrorist attacks from occurring within the United
States, reducing U.S. vulnerability to terrorism, minimizing damages from
attacks that occur, and helping the nation recover from any attacks. The
department has initiated and continued the implementation of various
policies and programs to address these missions as well as its
nonhoineland security functions.’ DHS has also taken a number of actions
designed to integrate its management functions and to transform its
component agencies into an effective cabinet-level department. Prior to
the creation of DHS, we testified on whether the reorganization of
government agencies might better address the nation’s homeland security
needs.’ At that time, we identified that the nation had a unique opportunity
to create an effective and performance-based organization to strengthen
the nation’s ability to protect its borders and citizens. We noted that the
magnitude of the chalienges that the new department would face would
require substantial time and effort to overcome and that the
implementation of the new department would be extremely complex.

In 2003 we designated the implementation and transformation of DHS as
high-risk because it represented an enormous undertaking that would
require time to achieve in an effective ard efficient manner.* We further
identified that the components that became part of the department already
faced a wide array of existing challenges, and any failure to effectively
carty out its mission would expose the nation to potentially serious
consequences. In designating the implementation and transformation of
DHS as high-risk, we noted that building an effective department would
require consistent and sustained leadership from top management to
ensure the needed transformation of disparate agencies, programs, and
missions into an integrated organization. Our prior work on mergers and
acquisitions, undertaken before the creation of DHS, found that successful
transformations of large organizations, even those faced with less

'Exampies of nonhomeland security functions include Coast Guard search and rescue and
naturalization services.

*GAO, Homeland Security: Critical Design and. Implementation Issues, GAD-02-957T
(Washington, D.C.: July 17, 2002).

*GAO, High-Risk Series: An Update, GAO-03-119 (Washington, D.C.: January 2003).

GAO-08-457T
Page 1
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strenuous reorganizations than DHS, can take at least 5 to 7 years to
achieve.

Given our nation’s current fiscal condition, it is critically important for
federal departments—including DHS——to operate as efficiently as possible
in carrying out their missions. I have spoken extensively about the fiscal
crisis our nation faces with the coming retirement of the baby boom
generation and the related growth in entitlement spending. The current
financial condition in the United States is worse than is widely understood
and is not sustainable. Meeting the long-term fiscal challenge will require
(1) significant entitlement reform; (2) reprioritizing, restructuring, and
constraining other spending programs; and (3) additional revenues—such
as through a reformed tax system. These efforts will require bipartisan
cooperation and compromise.

In August 2007, we reported on the progress DHS had made since its
inception in implementing its management and mission functions.’ We
identified specific actions that DHS was to achieve based on legislation,
homeland security presidential directives, DHS strategic planning
documents, and other sources, and reported on the progress the
department inade in implementing these actions.

My testimony addresses the progress made by DHS in implementing its
management and mission functions in the areas of acquisition, financial,
human capital, information technology, and real property management;
border security; immigration enforcement; immigration services; aviation,
surface transportation, and maritime security; emergency preparedness
and response; critical infrastructure and key resources protection; and
science and technology. My testimony also addresses key issues that have
affected the departmnent’s implementation efforts. These key issues
include agency transformation, strategic planning and results
management, risk managemnent, information sharing, partnerships and
coordination, and accountability and transparency. My statement is based
on the results of our August 2007 report evaluating the extent to which
DHS has achieved congressional and Administration expectations set out
for DHS in its management and mission areas; selected products we issued
on DHS since July 2007; and our institutional knowledge of homeland
security and various government organizational and management issues.

*GAO, Department of Homeland Security: Progress Report on Implementaiion of Mission
and Management Functions, GAO-07454 (Washington, D.C.: August 17, 2007).

GAO-08-457T
Page 2
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For our August 2007 report on DHS progress, we conducted our work
from September 2006 to July 2007. We updated this work with selected
reports in February 2008. We conducted our work in accordance with
generally accepted government anditing standards, Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives., We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our
audit objectives.

Summary

DHS has made progress in implementing its management and mission
functions. For example, in its management areas DHS has made
progress in:

= implementing a strategic sourcing program to increase the
effectiveness of its buying power;

s taking steps to prepare corrective action plans for its intermal
control weaknesses; ’

» issuing plans for its human capital systerm;

+ taking actions to establish and institutionalize information
technology management controls; and :

+ developing an asset managernent plan for its real property.

In its mission areas, DHS has made progress in:

¢ refining the screening of foreign visitors to the United States and
providing training for border personnel;

« conducting immigration enforcement actions at worksites and
reducing its backlog of immigration benefit applications;

¢ strengthening passenger, baggage, and air cargo screening at
airports;

+ establishing security standards and conducting assessments and
inspections of surface transportation modes;

« developing programs for collecting information on incoming ships
and working with the private sector to improve and validate supply
chain security;

« enhancing emergency preparedness and response capabilities,
such as issuing a revised National Response Framework;

« identifying and assessing critical infrastructure threats and
vulnerabilities; and

GAO-08-457T
Page 3
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« coordinating with federal, state, local, and private sector enfities
on homeland security technologies,

However, we identified challenges remaining in each of these areas. These
challenges include:

« providing appropriate oversight for contractors;

« improving financial management controls and correcting interal
control weaknesses;

» implementing a performance-based human capital management
system;

» refining and implerenting controls for information technology
management;

« improving the reguiation of commercial trade while ensuring
protection against the entry of illegal goods and dangerous visitors
at U.S. ports of entry;

= improving enforcement of irnmigration laws, including worksite
immigration laws, and the provision of immigration services;

s fully integrating risk-based decision-making into some
transportation security programs; and

s coordinating with states and first responders as they train and
practice under a revised National Response Framework.

A variety of cross-cutting issues have affected DHS’s efforts to implement
its management and mission functions. These key issues are agency
transformation, strategic planning and results management, risk
management, information sharing, parinerships and coordination, and
accountability and transparency.

» We initially designated the implementation and transformation of DHS
as a high-risk area because it represented an enormous undertaking
that would require time to achieve and the components that were
merged into DHS already faced a wide array of existing challenges. We
continued this designation in 2005 and 2007 in part because DHS’s
management systerms and functions were not yet fully integrated and
wholly operational.” We have recoramended, among other things, that
agencies on the high-risk list produce a corrective action plan that
defines the root causes of identified problems, identifies effective
solutions to those problems, and provides for substantially corapleting

+
* GAO, High-RiskSeries: An Update, GA0-05-207 (Washington, D.C.; January 2005) and
GAQ, High-Risk Series: An Update, GAO-V7-310 (Washington, D.C.: January 2007),
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corrective measures in the near term. As of February 2008, DHS had
not yet completed such a corrective action plan. Moving forward, it will
also be important for DHS to develop comprehensive plans for
managing the upcoming transition between administrations to ensure
continuity in operations and minimize vulnerabilities, as required by
iegislation.

« DHS has not always implemented effective strategic planning efforts
and has not yet fully developed performance measures or put in place
structures to help ensure that the agency is managing for resuits. For
example, we have reported that some DHS component agencies have
encountered challenges in developing outcome-based goals and
measures to assess the performance of its programs, Since issuance of
our August 2007 report, DHS has begun to develop performance goals
and measures for some areas in an effort to strengthen its ability to
measures its progress in key management and mission areas, We
commend DHS's efforts to measure its progress in these areas and have
agreed to work with the department to provide input to help strengthen
established measures.

« Although the Secretary of Homeland Security has identified risk-based
decision making as a comerstone of departmental policy, we have
reported that DHS can strengthen its efforts in applying risk-based
principles in support of its investment decisions. Some DHS
component agencies, such as the Coast Guard, have taken steps to
apply risk-based decision making in implementing some of its mission
functions. However, other components have not utilized such an
approach or could strengthen risk management efforts. To help support
the application of risk-based principles in homeland security
investment decisions, I convened an expert forum on risk management
in October 2007 to discuss effective risk management practices,
challenges in implementing risk management in homeland security, anc
solutions to address existing challenges. We expect to share the results
of this forum over the next few months.

o We designated information sharing for homeland security as high-risk
in part because the nation lacked an impiemented set of
governmentwide policies and processes for sharing terrorism-related
information. The federal government has issued a strategy for how it
will put in place the overall framework and policies for sharing
information with critical partners and an implementation plan for the
“information sharing environment” required by the Intelligence Reform
and Terrorism Prevention Act of 2004, as amended. However, this
environment remains in the planning stage, and we have noted that

s
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completing the environment is a complex task that will take multiple
years and long-term administration and congressional support and
oversight and will pose cultural, operational, and technical challenges
that will require a collaborated response. DHS has taken some steps to
implement its information sharing responsibilities, such as providing
support for information “fusion” centers.®

¢ DHS has faced some challenges in developing effective partnerships
with other federal, state, local, private and nonprofit sector, and
international stakeholders, and in clarifying the roles and
responsibilities of these various partners. The National Strategy for
Homeland Security underscores the importance of DHS partnering
with other stakeholders. DHS has taken action to strengthen
partnerships and coordination efforts with public and private sector
entities, such as partnering with the Department of Transportation to
strengthen the security of surface modes of transportation, airlines to
improve aviation passenger and cargo screening, and the maritime
shipping industry to facilitate containerized cargo inspections.
However, more work remains as DHS seeks to form effective
partnerships to leverage resource and effectively carry out its
homeland security responsibilities.

« Accountability and transparency are critical to the department
effectively integrating its management functions and implementing its
mission responsibilities. We have reported that it is important that DHS
make its management or operational decisions transparent enough so
that Congress can be sure that it is effectively, efficiently, and
economically using the funding it receives annually.” We have
encountered delays at DHS in obtaining access to needed information.
Over the past year, we have discussed ways to resolve access issues
with DHS, and our access has improved in certain areas. For example,
TSA has worked with us to improve their process for providing us
access to documentation. However, we continue to believe that DHS
needs to make systematic changes to its policies and procedures for
providing information to GAO to increase the transparency of its
efforts. Legislation enacted in December 2007 reinforces this position

“In general, a fusion centec is a collaborative effort to detect, prevent, investigate, and
respond to criminal and terrorist activity. GAO, Homeland Security: Federal Efforts Are
Helping to Alleviate Some Challenges Encountered by State and Local Information
Fusion Centers, GAG-08-35 (Washington, D.C.: Oct. 30, 2007).

T GAODT-454.
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by restricting a portion of funds appropriated to the DHS Office of
Secretary and Executive Management until DHS certifies and reports
that it has revised its departrental guidance for working with GAO and
the DHS Office of Inspector General (1G) and directing DHS to make
these revisions in consultation with GAO and the DHS 1G.* We look
forward to collaborating with the department on proposed revisions to
its guidance.

Background

In July 2002 President Bush issued the National Strategy for Homeland
Security. The strategy set forth overall objectives to prevent terrorist
attacks within the United States, reduce America's vulnerability to
terrorism, and minimize the damage and assist in the recovery from
attacks that occur. The strategy further identified a plan to strengthen
homeland security through the cooperation and partnering of federal,
state, local, and private sector organizations on an array of functions. It
also specified a number of federal departments, as well as nonfederal
organizations, that have important roles in securing the homeland, with
DHS having key responsibilities in implementing established homeland
security mission areas. This strategy was updated and reissued in October
2007.

In November 2002 the Homeland Security Act of 2002 was enacted into
law, creating DHS. The act defined the department’s missions to include
preventing terrorist attacks within the United States; reducing U.S.
vulnerability to terrorism; and minimizing the damages and assisting in the
recovery from attacks that occur within the United States. The act further
specified major responsibilities for the department, including the analysis
of information and protection of infrastructure; development of
countermeasures against chemical, biological, radiological, and nuclear,
and other emerging terrorist threats; securing U.S. borders and
transportation systems; and organizing emergency preparedness and
response efforts. DHS began operations in March 2003. Its establishment
represented a fusion of 22 federal agencies to coordinate and centralize

® Consolidated Appropriations Act, 2008, Pub. L. No. 110-161, Div. E, 121 Stat. 1844 (2007).
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the leadership of many homeland security activities under a single
department.”

We have evaluated many of DHS's management functions and programs
since the department’s establishment and have issued over 400 related
products. In particular, in August 2007 we reported on the progress DHS
had made since its inception in implementing its management and mission
functions." We also reported on broad themes that have underpinned
DHS'’s implementation efforts, such as agency transformation, strategic
planning, and risk management. Over the past 5 years, we have made
approximately 900 recommendations to DHS on ways to improve
operations and address key themes, such as to develop performance
measures and set milestones for key programs and iraplement internal
controls to help ensure program effectiveness, DHS has implemented
some of these recommendations, taken actions to address others, and
taken other steps to strengthen its mission activities and facilitate
management integration.

? These 22 agencies, offices, and programs were U.S. Customs Service; U.S. Immigration
and Naturalization Service; Federal Protective Service; Transportation Security
Administration; Federal Law Enforcement Training Center; Animal and Plant Health
Inspection Service; Office for Domestic Preparedness; Federal Emergency Management
Agency; Strategic National Stockpile and the National Disaster Medjcal System; Nuclear
Incident Response Team; Domestic Emergency Support Team; National Domestic
Preparedness Office; Chemical, Biological, Radiolagical, and Nuclear Countermeasures
Program; Environmental Measures Laboratory; National BW Defense Analysis Center;
Plum Island Animal Disease Center; Federal Computer Incident Response Center; National
Communications System; National Infrastructure Protection Center; Energy Security and
Assurance Program; Secret Service; and U.8. Coast Guard.

© GAQ07-454.
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DHS Has Made
Progress in
Implementing Its
Management and
Mission Functions but
Has Faced Challenges
in Its Implementation
Efforts

DHS has made progress in implementing its management and mission
functions in the areas of acquisition, financial, human capital, information
technology, and real property management; border security; immigration
enforcement; immigration services; aviation, surface transportation, and
maritime security; emergency preparedness and response; critical
infrastructure and key resources protection; and science and technology.
Overall, DHS made more progress in implementing its mission functions
than its managernent functions, reflecting an initial focus on implementing
efforts to secure the homeland. DHS has had to undertake these critical
missions while also working to transform itself into a fully functioning
cabinet department--a difficult undertaking for any organization and one
that can take, at a minimum, 5 to 7 years to complete even under less
daunting circumstances. As DHS continues to mature as an organization,
we have reported that it will be important that it works to strengthen its
management areas since the effectiveness of these functions will
ultimately impact its ability to fulfill its mission to protect the homeland.

Management Areas

Acquisition Management. DHS's acquisition management efforts
include managing the use of contracts to acquire goods and services
needed to fulfill or support the agency's missions, such as information
systerns, new technologies, aircraft, ships, and professional services.
Overall, DHS has made progress in implementing a strategic sourcing
program to increase the effectiveness of its buying power and in creating a
small business program. However, DHS’s progress toward creating a
unified acquisition organization has been hampered by various policy
decisions. In September 2007 we reported on continued acquisition
oversight issues at DHS, identifying that the department had not fully
ensured proper oversight of its contractors providing services closely
supporting inherently government functions.” For example, we found that
DHS program officials did not assess the risk that government decisions
may be influenced by, rather than independent from, contractor
Jjudgments. Federal acquisitions policy requires enhanced oversight of
contractors providing professional and management support services that
can affect government decision making, support or influence policy
developraent, or affect program management. However, most of the DHS
program officials and contracting officers we spoke with were unaware of
this requirement, and, in general, did not believe that their professional

" GAO, Department of Homeland Security: Improved Assessment and Oversight Needed
10 Manage Risk of Contracting for Selected Services, GAU07-490 (Washington, D.C.:
Sept. 17, 2007).

®
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and management support service contracts required enhanced oversight.
We made several recommendations to DHS to address these issues,
including that DHS establish strategic-level guidance for determining the
appropriate mix of government and contractor employees to meet mission
needs; assess program office staff and expertise necessary to provide
sufficient oversight of selected contractor services; and review contracts
for selected services as part of the acquisition oversight program.

Financial Management. DHS's financial management efforts include
consolidating or integrating component agencies’ financial management
systems. In general, since its establishment, DHS has been unable to
obtain an unqualified or “clean” audit opinion on its financial statements.
For fiscal year 2007, the independent auditor issued a disclaimer on DHS's
financial statements and identified eight significant deficiencies in DHS's
internal controls over financial reporting, seven of which were so serious
that they qualified as material weaknesses. DHS has taken steps to prepare
corrective action plans for its internal control weaknesses by, for example,
developing and issuing a departmentwide strategic plan for the corrective
action plan process and holding workshops on corrective action plans.
Until these weaknesses are resolved, DHS will ot be in a position to
provide reliable, timely, and useful financial data to support day-to-day
decision making.

Human Capital Management. DHS's key human capital managemerit
areas include pay, performance management, classification, labor
relations, adverse actions, emplioyee appeals, and diversity management.
Congress provided DHS with significant flexibility to design a modern
human capital management system, and in October 2004 DHS issued its
human capital strategic plan, DHS and the Office of Personnel
Management jointly released the final regulations on DHS's new human
capital system in February 2005. Although DHS intended to irnplement the
new personnel system in the summer of 2005, court decisions enjoined the
department from implementing certain labor management portions of the
system. DHS has since taken actions to implement its human capital
system. In July 2005 DHS issued its first departmental training pian, and in
April 2007, it issued its Fiscal Year 2007 and 2008 Human Capital
Operational Plan. However, more work remains for DHS to fully
implement its human capital system, including developing a inarket-based
and performance-oriented pay system.

Information Technology Management. DHS’s information technology
management efforts should include developing and using an enterprise
architecture, or corporate blueprint, as an authoritative frame of reference
to guide and constrain system investments; defining and following a
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corporate process for informed decision making by senior leadership
about competing information technology investment options; applying
system and software development and acquisition discipline and rigor
when defining, designing, developing, testing, deploying, and maintaining
systems; establishing a comprehensive, departmentwide information
security program to protect information and systems; having sufficient
people with the right knowledge, skills, and abilities to execute each of
these areas now and in the future; and centralizing leadership for
extending these disciplines throughout the organization with an
empowered Chief Information Officer. DHS has undertaken efforts to
establish and institutionalize the range of information techmology
management controls and capabilities noted above that our research and
past work have shown are fundamental to any organization's ability to use
technology effectively to transform itself and accomplish mission goals.
However, the department has significantly more to do before each of its
management controls and capabilities is fully in place and is integral to
how each system investment is managed. For example, in September 2007
we reported on our assessment of DHS's information technology human
capital plan.” We found that DHS’s plan was largely consistent with federal
guidance and associated best practices. In particular, the plan fully
addressed 15 and partiaily addressed 12 of 27 practices set forth in the
Office of Personnel Management's human capital frammework. However, we
reported that DHS's overall progress in implementing the plan had been
limited. We recommended, among other things, that roles and
responsibilities for implementing the information technology human
capital plan and all supporting plans be clearly defined and understood.
Moreover, DHS has not fully impiemented a comprehensive information
security program. While it has taken actions to ensure that its certification
and accreditation activities are completed, the department has not shown
the extent to which it has strengthened incident detection, analysis, and
reporting and testing activities,

Real Property Management. DHS's responsibilities for real property
management are specified in Executive Order 13327, “Federal Real
Property Asset Management,” and include the establishment of a Senior
Real Property Officer, development of an asset inventory, and
development and implementation of an asset management plan and
performance measures. In June 2006, the Office of Management and
Budget (OMB) upgraded DHS's Real Property Asset Management Score

" GAO, Information Technology: DHS's Human Capital Plan Is Largely Consistent with
R Guide but Impr ents and fmpl tion Steps Are Still Needed,
GAQ-07-425 (Washington, D.C.: Sept. 10, 2007).
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from red to yellow after DHS developed an Asset Management Plan,
developed a generally complete real property data inventory, submitted
this inventory for inclusion in the governmentwide real property inventory
database, and established performance measures consistent with Federal
Real Property Council standards.” DHS also designated a Senjor Real
Property Officer.

Mission Areas

Border Security. DHS's border security mission includes detecting and
preventing terrorists and terrorist weapons from entering the United
States; facilitating the orderly and efficient flow of legitimate trade and
travel; interdicting illegal drugs and other contraband; apprehending
individuals who are attempting to enter the United States illegally;
inspecting inbound and outbound people, vehicles, and cargo; and
enforcing laws of the United States at the border. DHS has made some
progress in, for example, refining the screening of foreign visitors to the
United States and providing training and personnel necessary to fulfill
border security missions. In particular, as of December 2006 DHS had a
pre-entry screening capability in place in overseas visa issuance offices
and an entry identification capability at 115 airports, 14 seaports, and 154
of 170 land ports of entry." Furthermore, in November 2007 we reported
on traveler inspections at ports of entry and found that U.S. Customs and
Border Protection (CBP) had some success in identifying inadmissible
aliens and other violators.'* However, we also identified weaknesses in
CBP’s operations at ports of entry and have reported on challenges DHS
faced in implementing its comprehensive border protection system, called
SBlnet, and in leveraging technology, personnel, and information to secure
the border. For example, in our November 2007 report on traveler
inspections, we identified weaknesses in CBP’s operations, including not
verifying the nationality and admissibility of each traveler, which could
increase the potential that terrorists and inadmissible travelers could enter
the United States. In July 2007, CBP issued detailed procedures for
conducting inspections, including requiring field office managers to assess

'3 The Administration's agency scorecard for real property management was established in
fiscal year 2004 to measure each agency's progress in implementing Executive Order 13327
on “Federal Real Property Asset Management.”

" A port of entry is generally a physical location, such as a pedestrian walkway and/or a
vehicle plaza with booths, and associated inspection and administration buildings, at a fand
border crossing point, or a resiricted area inside an airport or seaport, where entry into the
country by persons and cargo arriving by air, land, or sea is controlled by U.S. Customs and
Border Protection.

® GAO, Border Security; Despile Progress, Weaknesses in Traveler Inspections Ezist at
Our Nation’s Ports of Entry, GAO-N8-218 (Washington, D.C.: Nov. 5, 2007).
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compliance with these procedures. However, CBP had not established
internal controls to ensure that field office managers share their
assessments with CBP headquarters to help ensure that the new
procedures were consistently implemented across all ports of entry and
reduced the risk of failed traveler inspections. We recommended that DHS
implement internal controls to help ensure that field office directors
communicate to agency management the results of their monitoring and
assessment efforts and formalize a performance measure for the traveler
inspection program that identifies CBP's effectiveness in apprehending
inadmissible aliens and other violators.

Immigration Enforcement. DHS's immigration enforcement mission
includes apprehending, detaining, and removing criminal and illegal aliens;
disrupting and dismantling organized smuggling of humans and
contraband as well as hurnan trafficking; investigating and prosecuting
those who engage in benefit and document fraud; blocking and removing
employers’ access to undocumented workers; and enforcing compliance
with programs to monitor visitors. Over the past several years, DHS has
strengthened some aspects of immigration enforcement. For example,
since fiscal year 2004 U.S. Immigration and Customs Enforcement (ICE)
has reported increases in the number of criminal arrests and indictments
for worksite enforcement violations. ICE also has begun to introduce
principles of risk management into the allocation of its investigative
resources. However, ICE has faced challenges in ensuring the removal of
criminal aliens from the United States. The agency has also lacked
outcome-based performance goals and measures for some its programs,
making it difficuit for the agency and others to fully determine whether its
programs are achieving their desired outcomes.

Immigration Services. DHS’s immigration services mission includes
adrainistering immigration benefits and working to reduce immigration
benefit fraud. Although DHS has made progress in reducing its backlog of
immigration benefit applications, improverments are still needed in the
provision of immigration services, particularly by strengthening internal
controls to prevent fraud and inaccuracy. U.S. Citizenship and
Immigration Services (USCIS) has established a focal point for
immigration fraud, outlined a fraud control strategy that relies on the use
of automation to detect fraud, and has performed some fraud assessments
to identify the extent and nature of fraud for certain benefits. However,
USCIS has faced challenges in establishing a case management system to
manage applications and provide management information and making
other technological enhancements to its application and adjudication
processes, such as collecting and storing biometric information on
applicants and expanding its online application filing capabilities. In July
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2007, we reported on USCIS'’s transformation efforts, noting that USCIS's
transformation plans partially or fully addressed most key practices for
organizational transformations. " For example, USCIS had taken initial
steps in addressing problems identified during past efforts to modernize by
establishing a Transformation Program Office that reports directly to the
USCIS Deputy Director to ensure leadership commitment; dedicating
people and resources to the transformation; establishing a mission, vision,
and integrated strategic goals; focusing on a key set of priorities and
defining core values; and involving employees. However, we found that
more attention was needed in the areas of performance management,
strategic human capital management, communications, and information
technology management. We recommended that DHS document specific
performance measures and targets, increase focus on strategic human
capital management, complete a comprehensive communications strategy,
and continue developing sufficient information technology management
practices.

Aviation Security, DHS's aviation security mission includes
strengthening airport security; providing and training a screening
workforce; prescreening passengers against terrorist watch lists; and
screening passengers, baggage, and cargo. Since the Transportation
Security Administration (TSA) was established in 2001, it has focused
much of its effort on aviation security and has developed and implemented
a variety of programs and procedures to secure commercial aviation. For
example, TSA has undertaken efforts to strengthen airport security; hire
and train a screening workforce; prescreen passengers against terrorist
watch lists; and screen passengers, baggage, and cargo. TSA has
implemented these efforts in part to meet numerous mandates for
strengthening aviation security placed on the agency following the
September 11, 2001, terrorist attacks. However, DHS has faced challenges
in developing and implementing a program to match domestic airline
passenger information against terrorist watch lists; fielding needed
technologies to screen airline passengers for explosives; and fully
integrating risk-based decision making into some of its programs. In
November 2007, we reported that TSA continued to face challenges in
preventing unauthorized items from being taken through airport
checkpoints.” Our independent testing identified that while in most cases

' GAO, USICS Transformation: Improvements o Performance, Human Capital, and
Information Technology Management Needed as Modernization Proceeds, GAO-07-1013R
(Washington, D.C.: July 17, 2007).

" GAO, Aviation Security: Vulnerabilities Exposed through Covert Testing of TSA's
Passenger Screening Process, GAD-08-18T (Washington, D.C.: Nov. 15, 2007).
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transportation security officers appeared to follow TSA's procedures and
used technology appropriately, weaknesses and other vulnerabilities
existed in TSA’s screening procedures.

Surface Transportation Security. DHS'’s surface transportation security
1ission includes establishing security standards and conducting
assessments and inspections of surface transportation modes, including
passenger and freight rail, mass transit, highways, commercial vehicles,
and pipelines. Although TSA initially focused much of its effort and
resources on meeting legislative mandates to strengthen commnercial
aviation security after Septerber 11, 2001, TSA has more recently placed
additional focus on securing surface modes of transportation, including
establishing security standards and conducting assessments and
inspections of surface transportation modes such as passenger and freight
rail, However, more work rernains for DHS in developing and issuing
security standards for all surface transportation modes and in more fully
defining the roles and missions of its inspectors in enforcing security
requirements.

Maritime Security. DHS’s maritime security responsibilities inciude port
and vessel security, maritime intelligence, and maritime supply chain
security. DHS has developed national and regional plans for maritime
security and response and a national plan for recovery, and it has ensured
the completion of vulnerability assessments and security plans for port
facilities and vessels. DHS has also developed programs for collecting
information on incoming ships and working with the private sector to
improve and validate supply chain security. However, DHS has faced
challenges in implementing certain maritime security responsibilities i
including, for example, a program to control access to port secure areas
and to screen incoming cargo for radiation. In October 2007, we testified
on DHS's overall maritime security efforts as they related to the Security
and Accountability for Every (SAFE) Port Act of 2006." In that testimony
we noted that DHS had improved security efforts by establishing
committees to share information with local port stakeholders and taking
steps to establish interagency operations centers to monitor port activities,
conducting operations such as harbor patrols and vessel escorts, writing
port-level plans to prevent and respond to terrorist attacks, testing such
plans through exercises, and assessing security at foreign ports, We
further reported that DHS had strengthened the security of cargo
containers through enhancements to its system for identifying high-risk

*® GAD, Maritime Security: The SAFE Port Act: Status and Implementation One Year
Later, GAO-08-126T (Washington, D.C.: Oct. 30, 2007).
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cargo and expanding partnerships with other countries to screen
containers before they are shipped to the United States. However, we
reported on challenges faced by DHS in its cargo security efforts, such as
CBP’s requirement to test and implement a new program to screen 100
percent of all incoming containers overseas—a departure from its existing
risk-based programs. Among our recommendations were that DHS
develop strategic plans, better plan the use of its human capital, establish
performance measures, and otherwise improve program operations.

Emergency Preparedness and Response. DHS's emergency
management mission, now primarily consolidated in the Federal
Emergency Management Agency (FEMA), includes prevention, mitigation,
preparedness for, response to, and immediate recovery from major
disasters and emergencies of all types, whether the result of nature or acts
of man. The goal is to minimize damage from major disasters and
emergencies by working with other federal agencies, state and local
governments, nongovernment organizations, and the private sector to
plan, equip, train, and practice needed skills and capabilities to build a
national, coordinated system of emergency management. The Post-Katrina
Emergency Management Reform Act of 2006 specifies a number of
responsibilities for FEMA and DHS in the area of emergency preparedness
and response designed to address many of the problems identified in the
various assessments of the preparation for and response to Hurricane
Katrina. It addresses such issues as roles and responsibilities, operational
planning, capabilities assessments, and exercises to test needed
capabilities. DHS has taken some actions intended to improve readiness
and response based on our work and the work of congressional
comuuittees and the Administration. For example, in January 2008 DHS
issued a revised National Response Framework intended to further clarify
federal roles and responsibilities and relationships among federal, state,
and local governments and responders, among others. However, these
revisions have not yet been tested. DHS has also made structural changes
in response to the Post-Katrina Emergency Management Reform Act that,
among other things, are designed to strengthen FEMA. DHS has also
announced a number of other actions to improve readiness and response.
However, until states and first responders have an opportunity to train and
practice under sore of these changes, it is unclear what impact, if any,
they will have on strengthening DHS’s emergency preparedness and
response capabilities.

Critical Infrastructure and Key Resources Protection. DHS's critical
infrastructure and key resources protection activities include developing
and coordinating implementation of a comprehensive national plan for
critical infrastructure protection, developing partnerships with
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stakeholders and information sharing and warning capabilities, and
identifying and reducing threats and vulnerabilities. DHS has developed a
national plan for critical infrastructure and key resources protection and
undertaken efforts to develop partnerships and to coordinate with other
federal, state, local and private sector stakeholders. DHS has also made
progress in identifying and assessing critical infrastructure threats and
vulnerabilities. For example, in July and October 2007 we reported on
critical infrastructure sectors’ sector-specific plans.” We reported that
although nine of the sector-specific plans we reviewed generally met
National Infrastructure Protection Plan requirements and DHS's sectog-
specific plan guidance, eight plans did not address incentives the sectors
would use to encourage owners to conduct risk assessments, and some
plans were more comprehensive than others when discussing their
physical, human, and cyber assets, systems, and functions. We
recommended that DHS better (1) define its critical infrastructure
information needs and (2) explain how the information will be used to
attract more users. We also reported that the extent to which the sectors
addressed aspects of cyber security in their sector-specific plans varied
and that none of the plans fully addressed all 30 cyber security-related
criteria, DHS officials said that the variance in the plans can primarily be
attributed to the levels of maturity and cultures of the sectors, with the
more mature sectors—sectors with preexisting relationships and g history
of working together-—generally having more comprehensive and complete
plans than more newly established sectors without similar prior
relationships. Regarding cyber security, we recommended a September
2008 deadline for sector-specific agency plans to fully address cyber-
related criteria. Although DHS has made progress in these areas, it has
faced challenges in sharing information and warnings on attacks, threats,
and vuinerabilities and in providing and coordinating incident response -
and recovery planning efforts. For example, we identified a number of
challenges to DHS's Homeland Security Information Network, including its
coordination with state and local information sharing initiatives.”

Science and Technology. DHS's science and technology efforts include
coordinating the federal government'’s civilian efforts to identify and

® GAQ, Critical Infrastructure Protection: Seclor Plans and Sector Councils Continue to
Evolve, GAO-07-700R (Washington, D.C.: July 10, 2007) and GAO, Critical Infrastructure
Protection: Sector-Specific Plans® Coverage of Key Cyber Security Elements Varies,
GAC-08-113 (Washington, D.C.: Oct. 31, 2007).

# The Homeland Security Information Network is DHS's primary conduit for sharing
information on domestic terrorist threats, suspicious activity reports, and incident
management.
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develop countermeasures to chemical, biological, radiological, nuclear,
and other emerging terrorist threats. DHS has taken steps to coordinate
and share homeland security technologies with federal, state, local, and
private sector entities. However, DHS has faced challenges in assessing
threats and vulnerabilities and developing countermeasures to address
those threats. With regard to nuclear detection capabilities, in September
2007 we reported on DHS's testing of next generation radiation detection
equipment.” In particular, we reported that the Domestic Nuclear
Detection Office (DNDO) used biased test methods that enhanced the
performance of the next generation equipment and that, in general, the
tests did not constitute an objective and rigorous assessment of this
equipment. We recommended that DNDO delay any purchase of this
equipment until al! tests have been completed, evaluated, and validated,

Cross-cutting Issues
Have Hindered DHS’s
Implementation
Efforts

Our work has identified cross-cutting issues that have hindered DHS’s
progress in its management and mission areas, We have reported that
while it is important that DHS continue to work to strengthen each of its
core management and mission functions, it is equally important that these
key issues be addressed from a comprehensive, departmentwide
perspective to help ensure that the department has the structure and
processes in place to effectively address the threats and vulnerabilities
that face the nation. These issues are: (1) transforming and integrating
DHS's management functions; (2) engaging in effective strategic and
transition planning efforts and establishing baseline performance goals
and measures; (3) applying and improving a risk management approach
for implementing missions and making resource allocation decisions; (4)
sharing information with key stakeholders; and (5) coordinating and
partnering with federal, state, local, and private sector agencies entities. In
addition, accountability and transparency are critical to the department
effectively integrating its management functions and implementing its
mission responsibilities.

Agency Transformation

DHS has faced an enormous management challenge in its transforrmation
efforts as it works to integrate 22 component agencies. Each component
agency brought differing missions, cultures, systerus, and procedures that
the new department had to efficiently and effectively integrate into a
single, functioning unit. At the same time it has weathered these growing
pains, DHS has had to fulfill its various homeland security and other

2 GAOQ, Combating Nuclear S ling: Additional Actions Needed to Ensure Adegquate
Testing of Next Generation Radiation D ion Equip , GAO07-1247T (Washington,
D.C.: Sept. 18, 2007).
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missions. DHS has developed a strategic plan, is working to integrate some
management functions, and has continued to form necessary partrerships
to achieve mission success. Nevertheless, in 2007 we reported that DHS's
implementation and transformation remained high-risk because DHS had
not yet developed a comprehensive management integration strategy and
its management systems and functions—especially related to acquisition,
financial, human capital, and information management—were not yet fully
integrated and wholly operational. We identified that this array of
management and programmatic challenges continued to limit DHS's ability
to carry out its roles under the National Strategy for Homeland Security
in an effective, risk-based way.

We have recornmended, among other things, that agencies on the high-risk
list produce a corrective action pian that defines the root causes of
identified problems, identifies effective solutions to those problems, and
provides for substantially completing corrective measures in the near
term. Such a pian should include performance metrics and milestones, as
well as mechanisms to monitor progress. OMB has stressed to agencies
the need for corrective action plans for individual high-risk areas to
include specific goals and milestones. GAO has said that such a concerted
effort is critical and that our experience has shown that perseverance is
critical to resolving high-risk issues. In the spring of 2006, DHS provided
us with a draft corrective action plan that did not contain key elements we
have identified as necessary for an effective corrective action plan,
including specific actions to address identified objectives. As of February
2008, DHS had not yet completed a corrective action plan. According to
DHS, the department plans to use its revised strategic plan, which is at
OMB for final review, as the basis for its corrective action plan.

The significant challenges DHS has experienced in integrating its disparat¢
organizational cultures and multiple management processes and systems
make it an appropriate candidate for a Chief Operating Officer/Chief
Management Officer (COO/CMO) as a second deputy position or
alternatively as a principal undersecrctary for management position,
Designating the Undersecretary for Management at DHS as the CMO at an
Executive Level Il is a step in the right direction, but this change does not
go far enough. A COO/CMO for DHS with a limited term that does not
transition across administrations will not heip to ensure the continuity of
focus and attention needed to protect the security of our nation. A
COO/CMO at the appropriate organizational level at DHS, with a term
appointment, would provide the elevated senior leadership and concerted
and long-term attention required to marshal its transformation efforts.

GAO-08-457T
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As part of its transformation efforts, it will be especially important for the
department to effectively manage the approaching transition between
administrations and sustain its transformation through this transition
period. Due to its mission’s criticality and the increased risk of terror
attacks during changes in administration as witnessed in the United States
and other countries, it is important that DHS take steps to help ensure a
smooth transition to new leadership. According to the Homeland Security
Act of 2002, as amended, DHS is required to develop a transition and
succession plan to guide the transition of management functions to a new
Administration by December 2008.* DHS is working to develop and
implement plans and initiatives for managing the transition. Moreover, the
Homeland Security Advisory Council issued a report in January 2008 on
the pending transition, making recommendations in the broad categories
of threat awareness, leadership, congressional oversight/action, policy,
operations, succession, and training. DHS is taking action to address some
challenges of the approaching transition period, including filling some
leadership positions traditionally held by political appointees with career
professionals, The department is also undertaking training and cross-
training of senior career personnel that would address the council’s
concerns for leadership and operational continuity. However, some other
Homeland Security Advisory Council recommendations, such as building a
consensus among current DHS officers regarding priority policy issues,
could prove more difficult for DHS to implement, particularly in light of
the need to clarify roles and responsibilities across the department and its
ongoing transformation efforts.

Strategic Planning and
Results Management

Strategic planning is one of the critical factors necessary for the success of
new organizations. This is particularly true for DIIS, given the breadth of
its responsibility and the need to clearly identify how stakeholders’
responsibilities and activities align to address homeland security efforts.
However, DHS has not always implemented effective strategic planning
efforts and has not yet fully developed performance measures or put into
place structures to help ensure that the agency is managing for results.
DHS has developed performance goals and measures for some of its
programs and reports on these goals and measures in its Annual
Performance Report. However, some of DHS’s components have not
developed adequate outcome-based performance measures or
comprehensive plans to monitor, assess, and independently evaluate the

* See 6 U.S.C. § 341(a)@)(B).
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Risk Management

effectiveness of their plans and performance. Since the issuance of our
August 2007 report, DHS has begun to develop performance goals and
measures for some areas in an effort to strengthen its ability to measures
its progress in key management and mission areas. We commend DHS's
efforts to measure its progress in these areas and have agreed to work
with the department to provide input to help strengthen established
measures.

DHS cannot afford to protect everything against all possible threats. As a
result, the department must make choices about how to allocate its
resources to most effectively manage risk. Risk management has been
widely supported by the President and Congress as a management
approach for homeland security, and the Secretary of Homeland Security
has made it the centerpiece of departmental policy. A risk management
approach can help DHS make decisions more systematically and is
consistent with the National Strategy for Homeland Security and DHS's
strategic plan, which have all called for the use of risk-based decisions to
prioritize DHS’s resource investments regarding homeland security-related
programs. DHS and several of its component agencies have taken steps
toward integrating risk-based principles into their decision-making
processes. On a component agency level, the Coast Guard, for example,
has developed security plans for seaports, facilities, and vessels based on
risk assessments, TSA has also incorporated risk-based decision making
into a number of its programs, such as programs for securing air cargo, but
has not yet completed these efforts.

In October 2007, I convened an expert forum on risk management to assist .
Congress and federal agencies, including DHS, by advancing the national ~
dialogue on risk management challenges in homeland security and by
helping to identify potential solutions to these coniplex challenges. The
forum brought together a diverse array of experts, including
representatives from DHS, other government agencies, nonprofit
organizations, industry, and academia. The purpose of the forum was to
identify: (1) lessons learned from leading organizations regarding the
effective use of risk management practices; (2) key challenges faced by
public and private organizations in adopting and implementing a risk-
based approach for homeland security; and (3) actions that should be
taken in the near- and long-term to address the most pressing of these
challenges. Several themes emerged from the discussion, including the
idea of creating a chief risk officer for government, the need to improve
risk communication, and overcoming political obstacles to risk
management. The plurality of the participants agreed that improving risk
communication was the single greatest challenge in applying principles of
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risk management to homeland security and suggested a number of ways to
use risk communication practices to better educate and inform the public.
The participants also proposed a number of steps that could be taken in
the near future to strengthen risk management practices and to stimulate
public discussion and awareness of risk management concepts. We are
working with the department to share ideas raised at the forum to assist
them as they work to strengthen their risk-based efforts. We will be issuing
a summary of this forum in the coming months.

In 2005, we designated information sharing for homeland security as high-
risk and continued that designation in 2007. In doing so, we reported that
the nation had not implemented a set of governmentwide policies and
processes for sharing terrorism-related information but had issued a
strategy on how it would put in place the overall framework, policies, and
architecture for sharing with all critical partners—actions that we and
others have recommended. The Intelligence Reform and Terrorism
Prevention Act of 2004, as amended, requires that the President create an
“information sharing environment” to facilitate the sharing of terrorism-
related information, yet this environment remains in the planning stage.
An implementation plan for the environment, which was released in
November 2008, defines key tasks and milestones for developing the
information sharing environment, including identifying barriers and ways
to resolve them, as we recommended. We have noted that completing the
information sharing environment is a complex task that will take mulitiple
years and long-term administration and congressional support and
oversight and will pose cultural, operational, and technical challenges that
will require a collaborated response.

DHS has taken some steps to implement its information sharing
responsibilities and support other information sharing efforts. For
example, states and localities are creating their own information fusion
centers, some with DHS support. In October 2007 we reported that some
state and local fusion centers had DHS personnel assigned to them; access
to DHS's unclassified information networks or systems, such as the
Homeland Security Information Network; and support from DHS grant
programs.” However, some state and local fusion centers reported
challenges to accessing DHS’s information systeras and identified issues in
understanding and using federal grant funds. To improve efforts to create
a national network of fusion centers, we recommended that the federal

B GAO-08-35.
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government determine and articulate its role in, and whether it expects to
provide resources to, fusion centers over the long term to help ensure
their sustainability.

Partnerships and
Coordination

To secure the nation, DHS realizes it must form effective and sustained
partnerships among its component agencies and with a range of other
entities, including other federal agencies, state and local governments,
private and nonprofit sectors, and international partners. The National
Strategy for Homeland Security recognizes the importance of
partnerships as the foundation for establishing a shared responsibility for
homeland security among stakeholders. We have reported on difficulties
faced by DHS in its coordination efforts. For example, in September 2005
we reported that TSA did not effectively involve private sector
stakeholders in its decision-making process for developing security
standards for passenger rail assets. We recommended that DHS develop
security standards that reflect industry best practices and can be
measured, monitored, and enforced by TSA rail inspectors and, if
appropriate, rail asset owners. DHS agreed with these recommendations.
DHS has worked to strengthen partnerships and has undertaken a number
of coordination efforts with public and private-sector entities. These
include, for example, partnering with the Department of Transportation to
strengthen the security of surface modes of transportation, airlines to
improve aviation passenger and cargo screening, the maritime shipping
industry to facilitate containerized cargo inspection, and the chemical
industry to enhance critical infrastructure protection at such facilities. In
addition, FEMA has worked with other federal, state, and local entities to
improve planning for disaster response and recovery. Although DHS has
faken action to strengthen partnerships and improve coordmation, we
found that more work remains to support the leveraging of resources and
the effective implementation of its homeland security responsibilities.

Accountability and
Transparency

Accountability and transparency are critical to the department effectively
integrating its management functions and implementing its mission
responsibilities. We have reported that it is immportant that DHS make its
management and operational decisions transparent enough so that
Congress can be sure that it is effectively, efficiently, and economically
using the billions of dollars in funding it receives annually.* We have
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encountered delays at DHS in obtaining access to needed information,
which has impacted our ability to conduct our work in a timely manner.
Since we highlighted this issue last year to this subcommittee, our access
to information at DHS has improved. For example, TSA has worked with
us to improve their process for providing us with access to
documentation. DHS also provided us with access to its national level
preparedness exercise. However, we continue to experience some delays
in obtaining information from DHS, and we continue to believe that DHS
needs to make systematic changes to its policies and procedures for how
DHS officials are to interact with GAO. We appreciate the Subcommittee's
assistance in helping us seek improved access to DHS information and
support the provision in the Consolidated Appropriations Act, 2008, that
restricts a portion of DHS's funding until DHS reports on revisions to its
guidance for working with GAO and the DHS IG, We look forward to
collaborating with the department on proposed revisions to its GAO
guidance.

Concluding
Observations

Next month DHS will be 5 years old, a key milestone for the department,
Since its establishment, DHS has had to undertake actions to secure the
border and the transportation sector and defend against, prepare for, and
respond to threats and disasters while simultaneously working to
transform itself into a fully functioning cabinet department. Such a
transformation is a difficult undertaking for any organization and can take,
at a rainimum, 5 to 7 years to complete even under less daunting
circumstances.

Nevertheless, DHS's 5-year anniversary provides an opportunity for the
department to review how it has matured as an organization. As part of
our broad range of work reviewing DHS management and mission
programs, we will continue to assess in the coming months DHS's progress
in addressing high-risk issues. In particular, we will continue to assess the
progress made by the department in its transformation and information
sharing efforts. Further, as DHS continues to evolve and transform, we will
review its progress and performance and provide information to Congress
and the public on its efforts.

This concludes my prepared statement. I would be pleased to answer any
questions you and the Subcommittee Members may have.
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Mr. PRrICE. Thank you.

Mr. Skinner.

Mr. SKINNER. Thank you, Mr. Chairman and members of the
subcommittee. Thank you for the opportunity to participate in this
very important hearing.

Last year at this time I testified before this subcommittee about
four critical management challenges facing the Department of
Homeland Security; that is, financial management, information
technology management, acquisition management and grants man-
agement.

Today I would like to update the subcommittee on the progress
that the Department has made to address those challenges. Also,
time permitting, I would like to briefly touch upon a few program
challenges that I believe need special attention during the upcom-
ing year as the Department prepares to transition into a new Ad-
ministration.

First with regard to the four management challenges, I think it
is important to understand that when the Department was stood
up in March 2003 it not only inherited preexisting problems and
material weaknesses from its legacy agencies; it also did not re-
ceive the funds or people needed to address those problems and
weaknesses or otherwise adequately support the vast number of
Departmental programs and operations.

Yet I must say in spite of these what seemed at that time as in-
surmountable obstacles, the Department’s progress to date has
been somewhat impressive. I do not mean to imply the challenges
do not remain. They do. The Department still has a long, long way
to go before it can say that it is operating in an efficient, effective
and economical manner.

In the area of financial management, for example, although the
Department was again unable to obtain an opinion on its financial
statements in 2007, every component in the Department except
FEMA and the Coast Guard showed measurable progress in its
ability to produce accurate, reliable financial statements.

Many of the material weaknesses associated with FEMA can be
traced to the events surrounding Hurricane Katrina and the re-
alignment of grant programs as a result of the mandates of the
post-Katrina Emergency Management Reform Act of 2006.

The Department’s CFO and the FEMA CFO both have identified
the underlying cause for FEMA’s material weaknesses and have
developed management action plans—very aggressive, robust
plans—with milestones to remediate them as early as this year.

The Coast Guard, on the other hand, has been and continues to
be an area of particular concern. The Coast Guard has shown no
discernable progress in its ability to produce reliable financial
statements or correct its material weaknesses since the inception
of the Department in 2003.

To remediate its material weaknesses, the Coast Guard must
first develop a corrective action plan that contains detailed mile-
stones showing how it will get from its current state to its desired
state. To date, the Coast Guard has not provided such details.

Lacking a fully developed plan, the Coast Guard is unlikely to re-
mediate any of its material weaknesses this year. Consequently,
because the majority of the Department’s material weaknesses are
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directly attributable to the conditions existing at the Coast Guard,
we will be unable to offer an opinion again on the Department’s fi-
nancial statements in 2008.

With regards to information technology management, integrating
the systems, networks and capabilities of the legacy agencies to
form a single infrastructure for effective communications and infor-
{nation exchange remains one of the Department’s biggest chal-
enges.

During the past year, the Department has implemented a per-
formance plan to measure each component’s progress towards full
compliance with its Information Security Program. Despite this
oversight, however, components have been slow in executing fully
the Department’s policies, procedures and practices.

At the component level, we have identified outdated or stovepipe
systems, at times supporting inefficient business processes; plans
to modernize IT systems were unfocused, often with inadequate re-
quirements; identification, analysis and testing to support acquisi-
tion and deployment of the systems and other technologies needed
to improve operations.

With regards to acquisition management, the urgency and com-
plexity of the Department’s missions continues to demand rapid
pursuit of major investments. In 2007, the Department spent near-
ly 39 percent or around $14 billion on contracts.

During this past year, we published the first of what will be a
series of scorecards identifying the progress made in five acquisi-
tion activities in the Department: Organizational alignment and
leadership, policies and processes, financial accountability, acquisi-
tion work force, and knowledge management and information sys-
tems. While the scorecards showed some progress in selective
areas, we determined that deficiencies persist and improvements
were needed in all five elements measured.

In the area of grants management, the Department has taken
giant steps to improve its business and administrative processes for
its grant programs. During the past year, the Department has suc-
cessfully migrated its multitude of grant programs under one agen-
cy, FEMA, and implemented a risk-based grant allocation process
for such programs as the Homeland Security Grant Program, Tran-
sit Security Grant Program, Port Security Grant Program and
Buffer Zone Protection Program.

Nevertheless, there is much work that needs to be done. Our re-
ports over the past year have pointed out that the Department
needs to do a better job of monitoring grantee expenditures and
grantee adherence to the terms and conditions of the awards.
Given the billions of dollars appropriated annually for grant pro-
grams, it is imperative that the internal controls are in place and
adhered to and successful outcomes are achieved.

Finally, I would like to talk briefly about just a few other critical
program challenges that we believe will require special attention
during the upcoming year as the Department prepares to transition
to a new Administration. This list most certainly is not all-inclu-
sive.

These are the Secure Border Initiative, FEMA’s Disaster Pre-
paredness Initiatives, the Coast Guard’s Deep Water Program,
TSA’s Cargo Screening Program, and CIS’ backlog of immigrant ap-
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plications. These initiatives are in a critical stage of their develop-
ment and therefore require unwavering management attention.

The Department is making a good faith effort to formulate and
execute meaningful performance plans to address the management
challenges associated with these initiatives. However, the ability of
the Department to sustain these efforts is fragile at this point in
time because of the early stage they are in and the disruptions that
may accompany the transition to a new Administration in less than
a year.

It is imperative that the Department formulates comprehensive
performance plans with unambiguous milestones and metrics to
gauge or measure progress, ensure transparency and account-
ability, and help guide program execution.

Mr. Chairman, that concludes my remarks. I will be pleased to
answer any questions you or the subcommittee members may have.

[The information follows:]
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Good morning, Mr. Chairman and Members of the Subcommittee. [ am
Richard L. Skinner, Inspector General for the Department of Homeland Security (DHS).
Thank you for the opportunity to discuss the major management challenges facing DHS.

Since its inception in 2003, DHS has worked to accomplish the largest reorganization of
the federal government in more than half a century. This task, creating the third largest
Cabinet agency with the missions of protecting the country against another terrorist
attack, responding to threats and hazards, ensuring safe and secure borders, welcoming
lawful immigrants and visitors, and promoting the free flow of commerce, has presented
many challenges to its managers and employees. While DHS has made progress, it stiil
has much to do to establish a cohesive, efficient, and effective organization.

The major management challenges that we identify facing DHS represent risk areas that
we use in setting our priorities for audits, inspections, and evaluations of DHS programs
and operations. These challenges are included in the department’s Annual Financial
Statement Report (AFR), which was issued on November 15, 2007. As required by the
Reports Consolidation Act of 2000, we update our assessment of management challenges
annually. Our latest major management challenges report covers a broad range of issues,
including both program and administrative challenges. In total, we identified nine
categories of challenges including:

Catastrophic Disaster Response and Recovery,
Acquisition Management,

Grants Management,

Financial Management,

Information Technology Management,
Infrastructure Protection,

Border Security,

Transportation Security, and

Trade Operations and Security.

A copy of that report is provided for the record. 1 believe the department recognizes the
significance of these challenges and understands that addressing them will take a sustained
and focused effort.

Today, [ would like to highlight four specific management challenges facing the
department:

¢ Financial Management,
= Information Technology Management,
* Acquisition Management, and

Grants Management.

Also, [ would like to address briefly certain critical programs challenges that need special
attention during the upcoming year. These are:
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Border Security and the SBI Program,

Coast Guard’s Deepwater Acquisition Program,

Cargo on Passenger Planes and the Known Shipper Program,
CIS’ Backliog of Immigrant Applications, and

FEMA Preparedness.

Financial management, information technology management, acquisition management,
and grants management, are the backbone of the department and provide the structure and
information to support the accomplishment of DHS” mission. Some aspects of these
challenges were inherited by the department from their legacy agencies.” However, the
complexity and urgency of DHS’ mission have exacerbated the challenge in many areas.

These management challenges significantly affect the department’s ability to carry out its
operational programs and provide the services necessary to protect our homeland. The
department’s senior officials are well aware of these issues and are making progress in
resolving them. Our oversight in these areas is intended to facilitate solutions. For
example, in our Semiannual Report to Congress, October 1, 2006 ~ March 31, 2007, we
included a scorecard identifying the progress made in selected acquisition functions and
activities within DHS. Also, during the past year, we issued a series of audits assessing
the department’s corrective action plans related to financial management improvements.
We will continue our intense oversight of these management areas to ensure that
solutions and corrective measures are identified and acted upon.

FINANCIAL MANAGEMENT

Financial management has been a major challenge for DHS since its creation in 2003. In
2007, DHS was again unable to obtain an opinion on its financial statements, and
numerous material internal control weaknesses continued to be reported. KPMG, LLP,
under contract with the Office of Inspector General (OIG), has consistently issued a
disclaimer of opinion on DHS’ financial statements. There has been continued
improvement at Customs and Border Protection (CBP) and significant improvement at
Immigration and Customs Enforcement (ICE). However, the majority of the
department’s material weaknesses in internal control are attributable to conditions
existing at the U.S. Coast Guard (Coast Guard), which has contributed to all of the
department’s material weaknesses in both FY 2007 and FY 2006.

Table | below presents a summary of the internal control findings, by component, for the
Independent Auditors’ Report on DHS” fiscal year 2007 Financial Statements. [n all,
there were seven material weaknesses at the department level in 2007, down from ten
reported in 2006. While the DHS civilian components have made substantial progress in
correcting control deficiencies, the reduction in material weaknesses at the department
level in 2007 is due to a consolidation of findings into fewer, but broader categories for
reporting purposes.
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Table 1. SUMMARIZED DUHS FY 2007 INTERNAL CONTROL FINDINGS

RMaterial Weaknesses

Financial Management & ELC
Financial Reporting

Financial Systems Security

H

us -
cap FEMA ICE Visit TSA

Exhibit i

Fund Balance With Treasury

Capital Assets and Supplies

Actuarial and Other Liabilities

Budyetary Accounting

Exhibit il

Custodial Revenue and Drawback

Material Weakness {individually, or when bined with other findi resuit in depar fovel

Some of the conditions contributing to the Coast Guard’s material weaknesses were
identified in the Department of Transportation’s OIG audit of the Coast Guard Financial
statement for the year ending September 30, 1994, Although, in FY 2007, the Coast
Guard implemented the Financial Strategy for Transformation and Audit Readiness
(FSTAR) as the corrective action plan to remediate the material weaknesses, the plan did
not contain detailed milestones showing how the Coast Guard would get from the current
to the desired state, Additionally, the FSTAR submission for the FY 2008 remediation
does not contain detailed milestones showing how the Coast Guard will be able to
remediate targeted weaknesses in FY 2008, Also, the targeted remediation milestone is
December 31, 2008. As a result, the Coast Guard is not projected to remediate any
material weaknesses during the FY 2008 DHS financial statement audit, FSTAR is
currently under a performance audit, which should be completed during the second
quarter of FY 2008.

Additionally, in FY 2007, conditions at the Federal Emergency Management Agency
(FEMA) deteriorated with FEMA now contributing to six material weaknesses instead of
two material weaknesses as in FY 2006. FEMA has submitted Management Action Plans
(MAP) with milestones to remediate the material weaknesses in 2008. These plans are
currently under a performance audit, which should be compieted during the second
quarter of FY 2008.

DHS' material internal control weaknesses ranged from financial management reporting
at the department level to financial management and controls surrounding the recording
of individual account balances within DHS components. These control weaknesses, due
to their materiality, are impediments to obtaining a clean opinion and providing positive
assurance over internal controls at the department level. Achieving these departmental
goals is highly dependent on internal control improvements at the Coast Guard, FEMA,
the Transportation Security Administration (TSA), and the Office of the Chief Financial
Officer (CFO).
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To move forward, DHS must develop a comprehensive, financial management strategy
that addresses organizational resources and capabilities, inconsistent and flawed business
processes, and unreliable financial systems. In 2006, DHS took the initial step in this
process by preparing comprehensive corrective action plans to address known internal
control weaknesses. The corrective action plans from each component were incorporated
into a single management strategy document identified as the Internal Control Over
Financial Reporting (ICOFR) playbook. The DHS CFQ, with the support of executive
leadership and the involvement of component financial management, has aggressively
pursued corrective actions throughout FY 2007. As a result, with the exception of
FEMA, the corrective action plans for DHS’ nonmilitary components have started to
show results in improving financial reporting during FY 2007, although overall, the
department still has much work remaining.

During fiscal year 2008, we anticipate progress in addressing some internal control
deficiencies. We will perform a series of performance audits later this year, which are
intended to assess the extent of progress and the status of planned corrective actions.
These audits will be completed and available in the second quarter of FY 2008. Further,
conditions reported as material weaknesses in internal controls in previous independent
auditor reports will be updated and reported in the FY 2008 Consolidated Financial
Statement Audit Report on or before November 15, 2008.

In addition, FEMA issued approximately 2,700 mission assignments totaling about
$7.2 billion to federal agencies to help with the response to Hurricane Katrina. FEMA
historically has had significant problems issuing, tracking, monitoring, and closing
mission assignments. FEMA guidance on mission assignments is often vague, and
agencies’ accounting practices vary significantly, causing problems with reconciling
agencies’ records to FEMA records. FEMA has developed a number of new, predefined
mission assignments to streamline some of the initial recurring response activities. In
addition, FEMA’s Disaster Finance Center is working to find a consensus among other
federal agencies on appropriate supporting documentation for billings. We are
conducting a review of mission assignments to DHS agencies and other Inspectors
General are reviewing mission assignments to their respective agencies.

INFORMATION TECHNOLOGY MANAGEMENT

One of DHS’ biggest challenges remains integrating the information technology (IT)
systems, networks, and capabilities of the various legacy agencies to form a single
infrastructure for effective communications and information exchange. There are
multiple aspects to achieving such an IT infrastructure, as outlined below.

Security of Information Technology Infrastructure

The security of the IT infrastructure is a major management challenge. As we reported in
September 2007, based on its annual Federal Information Security Management Act
evaluation, and excluding its intelligence systems, DHS continues to improve and
strengthen its security program. DHS implemented a performance plan to measure each
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component’s progress toward full compliance with its information security program. The
performance plan tracks key elements indicative of a strong, functioning security
program. Despite this oversight, components again are not executing fully the
department’s policies, procedures, and practices. Issues remain with component system
certification and accreditation, Plans of Action and Milestones, and system baseline
configurations. Other information security program areas where weaknesses exist
include security configuration management, incident detection and analysis, and security
training. Management oversight of the component’s implementation of the department’s
policies and procedures needs to be improved to ensure the quality of the certification and
accreditation process, and that all information security weaknesses are tracked and
remediated.

In addition to our Federal Information Security Management Act (FISMA) evaluations,
during the past year we conducted information security audits of DHS laptop computers,
and performed technical security evaluations at Ronald Reagan Washington National
Airport and Dulles International Airport. We assessed protective measures for personally
identifiable information, and evaluated physical and system security at Plum Island. We
also reviewed major programs and applications, such as DHS* implementation of
Homeland Security Presidential Directive (HSPD-12) and the Automated Targeting
System.

Based on the results of these audits, as well as our FISMA evaluation, and despite
continued improvements in DHS” information security program, we determined that DHS
organizational components are not executing all of the department’s policies, procedures,
and practices. For example:

o All operational systems have not been adequately certified and accredited;

e All components’ information security weaknesses are not included in a Plan of
Action and Milestones; and

¢ Standard configurations have not been fully implemented.

Further, while DHS has issued substantial guidance designed to create and maintain
secure systems, there exist areas where agency-wide information security procedures
require strengthening:

e Certification and accreditation;

s Vulnerability testing and remediation;

» Contingency plan testing;

« Incident detection, analysis, and reporting;
» Security configurations; and

« Specialized security training.

To address these issues, the CIO must identify ways to improve the review process and
increase the accountability of DHS component organizations.
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Additionally, DHS is required to protect its intelligence systems. We reported that DHS
should grant the Office of Intelligence and Analysis (OI&A) the comprehensive authority
to support the management, operation, and security of the department’s Sensitive
Compartmented Information systems. This authority will strengthen OI&A’s oversight
of component compliance with FISMA requirements for the data and the information
systems that support its intelligence operations and assets. Later this year we will report
on the results of our audit of the department’s security program and practices affecting IT
intelligence operations and assets.

Department-wide IT Infrastructure

Creating an adequate disaster recovery capability for DHS’ information systems is a
major concern. DHS’ IT infrastructure remains a collection of legacy networks, systems,
and data centers. Several elements of this IT infrastructure do not have the ability to
relocate to an alternate site that can be used if their primary facility suffers an extended
outage or becomes inaccessible. This inability to restore the functionality of DHS’
critical IT systems following a service disruption or disaster could negatively affect
accomplishment of a number of essential DHS missions, including passenger screening,
grants processing, and controlling the flow of goods across U.S. borders.

DHS has focused on this issue by establishing the National Center for Critical
Information Processing and Storage (NCCIPS). The NCCIPS is to provide hosting of
departmental applications, network connectivity, and critical data storage under the
direction of DHS’ Chief Information Officer (CIO). In FY 2007, DHS awarded a
contract for a second data center to supplement NCCIPS. DHS listed the second data
center as a large, redundant, secure, scalable capability that will provide DHS with
sufficient backup, disaster recovery, and continuity of operations in an emergency. The
NCCIPS and the second data center are to have “active-active” processing capability to
ensure each mission-critical system has a complete disaster recovery capability. DHS
plans to close 16 existing data centers by moving their processing to the new active-
active processing data centers.

Due to a lack of identified funding for migration of systems, DHS has been hindered in
its efforts to establish the NCCIPS as an alternate processing facility. Specifically, DHS
has stated that migration of systems to NCCIPS will be based on availability of funding,
not on criticality of the system. Ensuring that the initial funds provided are spent
effectively and will enable DHS to achieve the desired disaster recovery capability in a
timely fashion will involve significant resources, oversight, and senior management
attention.

Similarly, upgrading the DHS data communications infrastructure and consolidating the
various organizations that provide data communications support are major undertakings
for DHS. Coordinating these related communications upgrade efforts would require
significant resources and oversight. Further, DHS will need to demonstrate how it will
achieve the envisioned cost savings. Ensuring that DHS data communications activities
remain effective and secure during the upgrade and transition also is a major concern.
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DHS Component IT Management

Although improvements have been made, IT management at the subcomponent level
remains a major challenge, as demonstrated by our audits and subsequent reports on the
IT programs and initiatives of selected DHS directorates and organizations. We
continued to identify problems with outdated or stove-piped systems, at times supporting
inefficient business processes. Planning to modernize IT was unfocused, often with
inadequate requirements identification, analysis, and testing to support acquisition and
deployment of the systems and other technologies needed to improve operations. We
also found consideration of privacy matters to be lacking for some IT programs.

For example, in November 2006, we reported as part of a followup review that U.S.
Citizenship and Immigration Services (USCIS) had made some progress by placing
priority on business transformation. USCIS was taking steps to centralize authority for
IT personnel, initiating business process reengineering activities, and upgrading desktops
and servers at key field locations.! However, we found that USCIS would benefit from
improvements in centralizing IT operations and refining IT management practices. To be
successful, USCIS also must continue to ensure that its transformation strategy, as
defined, is clearly executed. We concluded that until USCIS addresses these issues, the
bureau would not be in a position to manage existing workloads or handle the potentially
dramatic increase in immigration benefits processing workloads that could result from
proposed immigration reform legislation.

Similarly, our December 2006 followup assessment of FEMAs efforts to upgrade its
principal disaster management system showed that although the agency has made short-
term progress in addressing problems in each of these areas, more remains to be done to
address long-term planning and systems integration needs. These improvements
primarily included increasing the National Emergency Management Information
System’s (NEMIS) capacity and online access and registration. In addition, FEMA and
its program offices specifically addressed our previous report’s recommendations by
documenting training resources, developing a plan to implement its enterprise
architecture, gathering requirements for new business tools, and improving configuration
management.

Despite these positive steps, FEMA had not documented or communicated a strategic
direction to guide long-term IT investment and system development efforts. FEMA also
had not performed crosscutting requirements gathering to determine business needs,
which would allow its Information Technology Services Division (ITSD) personnel to
analyze alternatives to continued development of the complex, custom NEMIS system.
FEMA has challenges to accomplishing these tasks, including personnel needs, time
limitations, and funding constraints. Therefore, constrained by limited resources, FEMA
focused its efforts on preparing for the 2007 hurricane season and made little progress in
addressing long-term needs, such as updating strategic plans, defining cross-cutting
requirements, and evaluating systems alternatives.

' DHS-0IG, U.S. Citizenship and Immigration Services' Progress in Modernizing Information Technology,
OIG-07-11, November 2006.
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Our reviews of major IT programs and initiatives of various components’ management
indicate similar problems. For example, in June 2007, we reported that a key Science and
Technology (S&T) data mining program, Analysis, Dissemination, Visualization, Insight,
and Semantic Enhancement (ADVISE) was at risk, due to a number of factors.?
Specifically, S&T program managers did not develop a formal business case for the
research and development project, in part because they were unaware of requirements to
do so. In addition, program managers did not address privacy impacts before
implementing three pilot initiatives to support ADVISE. Further, due to inadequate data
access and system usability, OI&A analysts did not use the ADVISE pilot. Finally,
because S&T did not effectively communicate and coordinate with DHS leadership about
the benefits of ADVISE, departmental components have been unwilling to adopt
ADVISE to support their intelligence analysis operations. DHS discontinued the three
ADVISE pilots due to privacy concerns and ultimately announced the termination of the
ADVISE program in September 2007.

In July 2007, we reported that the National Bio-Surveillance Integration System (NBIS)
program was falling short of its objectives.> Specifically, DHS did not provide consistent
leadership and staff support to ensure successful execution of the NBIS program. For
various reasons, NBIS ownership shifted among department organizations numerous
times, with corresponding fluctuations in the program approach, priority, and
accomplishments. NBIS also struggled since its inception to secure the staff needed to
manage program activities effectively. As a result of the repeated transitions and staffing
shortfalls, planning documents needed to guide IT development were not finalized.
Program management did not effectively communicate and coordinate with stakeholders
to secure the data, personnel, and information sharing agreements needed to support
system development. Additionally, program management did not provide the contractor
with adequate guidance, requirements input, or data sources to deliver a fully functional
system. As such, the contractor may not fulfill NBIS capability and schedule
requirements, which potentially could result in cost increases to the program.

Information Sharing

The Homeland Security Act of 2002* makes coordination of homeland security
communication with state and local government authorities, the private sector, and the
public a key DHS responsibility. Due to time pressures, DHS did not complete a number
of the steps essential to effective planning and implementation of the Homeland Security
Information Network (HSIN)—the sensitive but unclassified system it instituted to help
carry out this mission.

As we reported in June 2006, DHS did not clearly define HSIN's relationship to existing
collaboration systems and also did not obtain and address requirements from ali HSIN

* DHS-OIG, ADVISE Could Support Intelligence Analysis More Effectively, 01G-07-56, June 2007,

* DHS-OIG, Betier Management Needed for the National Bio-Surveillance Integration System Program,
01G-07-61, July 2007.

“P.L.107-296,
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user communities in developing the system.” Further, DHS did not provide adequate user
guidance, including clear information sharing processes, training, and reference
materials. Without establishing a baseline and developing specific performance
measures, DHS had no effective way to track or assess information sharing using HSIN.
As of June 2007, DHS’ Office of Operations Coordination had taken steps to address our
report’s recommendations. Specifically, to remedy communication, coordination, and
system guidance shortfalls, program management has created an HSIN Joint Program
Office to develop training initiatives. Also, a Stakeholder Relationship Management
team was tasked to focus on engagement of stakeholders and communicating the mission
and vision of HSIN. In addition, the Homeland Security Information Network Work
Group was engaged in aligning business processes, coordinating requirements, and
creating cross-functional governances for HSIN. Lastly, the HSIN Program Manager
was working to ensure that performance metrics were established, instituted, and used to
determine system and information sharing effectiveness.

On a broader scale, DHS is challenged with incorporating data mining into its overall
strategy for sharing information to help detect and prevent terrorism. Data mining aids
agents, investigators, and analysts in the discovery of patterns and relationships from vast
quantities of data. The Homeland Security Act authorizes DHS to use data mining and
other tools to access, receive, and analyze information. Our August 2006 report on DHS
data mining activities identified various stove-piped activities that use limited data
mining features.® For example, CBP performs matching in order to target high-risk
cargo. The U.S. Secret Service automates the evaluation of counterfeit documents. TSA
coltects tactical information on suspicious activities. ICE detects and links anomalies
indicative of criminal activity to discover relationships. However, without department-
wide planning, coordination, and direction, the potential for integrating advanced data
mining functionality and capabilities to address homeland security issues remains
untapped.

ACQUISITION MANAGEMENT
Balancing Urgency and Good Business Practices

With DHS annually spending about 39 % of its budget through contracts, effective
acquisition management is fundamental to DHS" ability to accomplish its missions. Due
to our current homeland security vulnerabilities, DHS tends to focus its acquisition
strategies on the urgency of meeting mission needs, rather than balancing urgency with
good business practices. Excessive attention to urgency without good business practices
leaves DHS and the taxpayers vulnerable to spending millions of dollars on unproductive
homeland security investments. Acquisitions must provide good value, because funds
spent ineffectively are not available for other, more beneficial uses.

* DHS-OIG, Homeland Security Information Network Could Support Information Sharing More
Effectively, O1G-06-38, June 2006.
¢ DHS-OIG, Survey of DHS Data Mining Activities, O1G-06-56, August 2006.
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We have conducted audits and reviews of individual DHS contracts, such as the Coast
Guard’s Deepwater program and CBP Secure Border Initiative Network. Common
themes and risks emerged from these audits, primarily the dominant influence of
expediency, poorly defined requirements, and inadequate oversight that contributed to
ineffective or inefficient results and increased costs. Numerous opportunities exist for
DHS to make better use of good business practices, such as well-defined operational
requirements and effective monitoring tools, that would have preserved the government’s
ability to hold poorly performing contractors accountable.

Suspension and debarment are the most serious methods available to hold government
contractors accountable for failed performance and to protect the government’s interests
in future procurements. To ensure the government has the option of using these methods,
along with other tools to hold contractors accountable, the government must lay the
groundwork from the very beginning of the acquisition process. That is, contracts must
specify precisely expected outcomes and performance measures, and the government
must properly oversee contractor performance. Without these basic provisions, the
government will have no basis to assert that a contractor failed to perform, and thus, no
basis to pursue suspension and debarment to protect the taxpayers in future procurements.

The urgency and complexity of DHS’ mission will continue to demand rapid pursuit of
major acquisition programs. As DHS builds its acquisition management capabilities in
the components and department-wide, the business of DHS goes on and major
procurements continue to move. Acquisition is not just awarding a contract, but an entire
process that begins with identifying a mission need and developing a strategy to fulfill
that need through a thoughtful, balanced approach that considers cost, schedule, and
performance. Urgent acquisitions need more discipline, not less, because the
consequences of failure are higher. DHS needs to distinguish between truly urgent needs
and less urgent needs,

Programs developed at top speed sometimes overlook key issues during program
planning and development of mission requirements. Also, an over-emphasis on
expedient contract awards may hinder competition, which frequently results in increased
costs. Finally, expediting program scheduies and contract awards limits time available
for adequate procurement planning and development of technical requirements,
acceptance criteria, and performance measures. This can lead to higher costs, schedule
delays, and systems that do not meet mission objectives.

One procurement method DHS uses is performance-based contracting. While this
method has certain advantages over traditional, specifications-based contracting, it also
introduces risks that, unless properly managed, threaten achievement of cost, schedule,
performance, and, ultimately, mission objectives.

Sound business practice is a performance-based acquisition strategy to address the
challenges of DHS’ programs. Partnering with the private sector adds fresh perspective,
insight, creative energy, and innovation. It shifts the focus from traditional acquisition
models, i.e., strict contract compliance, to one of collaborative, performance-oriented
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teamwork with a focus on performance, improvement, and innovation. Nevertheless,
using this type of approach does not come without risks. To ensure that this partnership
is successful, DHS must lay the foundation to oversee and assess contractor performance,
and control costs and schedules. This requires more effort and smarter processes to
administer and oversee the contractors’ work. Therein lies the critical importance of
describing mission needs, and the yardsticks by which to measure achievement,
completely and precisely. Without clear agreement between the government and the
contractor about what the procurement is to achieve, the government is vulnerable to cost
overruns, delays, and, in the end, not receiving a good or service that meets its needs.

Performance-based contracting may have additional risks, but with forethought and
vigorous oversight, the risks can be managed. “[R]isk management is the art and science
of planning, assessing, and handling future events to ensure favorable outcomes. The
alternative to risk management is crisis management, a resource-intensive process...”
with generaily more limited options.” While no one has yet formulated the perfect risk
management solution, risks can be controlled, avoided, assumed, or transferred. For
example, programs can develop alternative designs that use lower risk approaches,
competing systems that meet the same performance requirements, or extensive testing
and prototyping that demonstrates performance. Risk mitigation measures usually are
specific to each procurement. The nature of the goods and services procured, the delivery
schedule, and dollars involved determine what mitigation is appropriate.

A balanced approach is more likely to result in obtaining the right products and services
at the right times for the right prices. Little disagreement exists about the need for our
Nation to protect itself immediately against the range of threats, both natural and
manmade, that we face. At the same time, the urgency and complexity of the
department’s mission create an environment in which many programs have acquisitions
with a high risk of cost overruns, mismanagement, or failure. Adopting lower risk
acquisition approaches that better protect the government’s interests enhance the
department’s ability to take action against bad actors.

An Efficient, Effective, and Accountable Acquisition Function

We published the first of what will be a series of scorecards identifying the progress
made in selected acquisition functions and activities within DHS.? The data included in
the scorecards reflect our audits and inspections reports issued through March 2007, as
well as additional fieldwork conducted in February 2007 and March 2007. We used
GAOQO’s Framework for Assessing the Acquisition Function at Federal Agencies
(September 2005) and DHS’ Acquisition Oversight Program Guidebook (July 2005) as a
baseline.

7 Department of Defense, Defense Acquisition University, Risk Management Guide for DoD Acquisition,
Fifth Edition (Version 2.0), June 2003.

§ DHS Office of Inspector General, Semiannual Report to the Congress, October 1, 2006 — March 31, 2007,
pages 59 —78.

11
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These references identify the following five interrelated elements essential to an efficient,
effective, and accountable acquisition process:

e Organizational alignment and leadership;

Policies and processes;

Financial accountability;

Acquisition workforce; and

Knowledge management and information systems.

The Office of the Chief Procurement Officer is the DHS organization with responsibility
for all department acquisition activities and services. This includes management,
administration and oversight, financial assistance, and strategic and competitive sourcing.
Responsibilities also include the development and publication of department-wide
acquisition and financial assistance regulations, directives, policies, and procedures.
Each component head shares responsibility for the acquisition function with the DHS
Chief Procurement Officer. Therefore, the Chief Procurement Officer has used
collaboration and cooperation with the components as the primary means of managing
DHS-wide acquisition oversight. Specifically, some collaborative methods include
integrating departmental components through common policies and procedures, meeting
monthly with component procurement managers, and providing input on component new
hires and procurement employees’ performances.

Our audits and reviews during the past year confinue to indicate that deficiencies persist.
For example, there is still: :

s Lack of strong acquisition authority in the Office of the Chief Procurement
Officer and less than full partnership with other departmental functions;
Lack of comprehensive program management policies and processes;
Ineffective internai control over financial reporting;

Insufficient program management staffing; and

Unreliable information systems that are not integrated and do not provide
useful reports and analysis.

DHS acquisition leaders identified some progress, but previously reported deficiencies
remain largely uncorrected. Many remaining acquisition challenges fall outside the
Office of the Chief Procurement Officer’s control. A brief summary of each element
follows.

Organizational Alignment and Leadership. DHS executive leadership has made modest
progress in ensuring that the acquisition function achieves the organizational alignment
needed to perform. Strong executive leadership is needed to ensure that the importance
of the acquisition function is acknowledged and integrated with all other functions
involved in, or affected by, procurement activities. One area of improvement is the
increased communication by acquisition leadership to inform staff about the role and
importance of their mission to DHS. The atmosphere for coilaboration between DHS and
its components on acquisition matters has improved. However, many still view the

12
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acquisition function as a support activity, i.e., a contract processing office, rather than as
a partner. Acquisition has begun to receive more resources for staffing and training.

Policies and Processes. DHS has made modest progress in developing policies and
processes to ensure that components comply with regulations, policies, and processes to
achieve department-wide goals. In 2005, DHS issued a management directive and
guidebook that established policies and procedures for oversight of DHS acquisitions,
with the common goal of delivering mission results while maintaining compliance with
applicable laws, regulations, policies, and procedures. An acquisition manual and
additional acquisition regulations for DHS have also been developed. According to GAO
and our recent reports and interviews with DHS officials, the need still remains for a
comprehensive DHS approach to program management standards.

Financial Accountability. DHS has made limited progress in ensuring financial
oversight and accountability within the acquisition function. DHS financial information
is generally unreliable, and financial systems do not have the internal controls and
integration that acquisition personnel require. Also, the acquisition and finance offices
have not successfully partnered on acquisition planning and strategic decision-making.
DHS has numerous and persistent issues with inadequate internal controls and data
verification. Improper payments have been made, and there are few checks on data once
it is recorded in the system. This problem is exacerbated by the use of multiple,
nonintegrated information technology systems across the department. Without a reliable
data system, it has been very difficult for the financial office to make an impact in the
broader acquisition process.

Acquisition Workforce. The capabilities of DHS” acquisition workforce will determine,
to a great extent, whether major acquisitions fulfill DHS’ urgent and complex mission
needs. Contracting officers, program managers, and Contracting Officer Technical
Representatives (COTRs) make critical decisions on a nearly daily basis that increase or
decrease an acquisition’s likelihood of success. DHS has made modest progress in
building a skilled acquisition workforce. However, until a fully trained acquisition
workforce is developed, it will be difficult to achieve further progress needed for an
efficient, effective, and accountable acquisition function.

Both our office and the GAO have reported that the Office of the Chief Procurement
Officer needs more staff and authority to carry out its oversight responsibilities. GAO
recommended that DHS provide the Office of the Chief Procurement Officer sufficient
resources and enforcement authority to enable effective, department-wide oversight of
acquisition policies and procedures. We made a similar recommendation. An increase in
the personnel budget has allowed DHS to fill many needed acquisition staff positions.
Also, the number of oversight specialists in the Acquisition Oversight Division is
authorized to expand to 40 during fiscal year 2008. However, the division has fewer than
10 staff on-board. Competition with other departments for acquisition personnel is
intense. The Office of the Chief Procurement Office has undertaken an outreach program
to involve DHS component staff to manage effectively and assist in acquisition oversight.
In previous reports, our office and GAO identified the need for additional certified
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program managers. The Office of the Chief Procurement Officer subsequently created a
training program that likely will increase the pool of certified program managers.

Office of Personnel Management data indicates that more than 40 % of DHS’ contracting
officers will be eligible to retire within the next 5 years. To mitigate this circumstance,
DHS plans to use additional appropriations to hire more personnel and implement an
acquisition internship program that will bring in junior staff.

Knowledge Management and Information Systems. DHS has made limited progress
since its creation in developing and deploying information systems to track and analyze
acquisition data and improve user efficiency. Current systems are not fully integrated,
contain unreliable input, and do not have internal controls to verify data. As a result, the
acquisition program cannot effectively provide information to its stakeholders and does
not have the tools necessary for planning or monitoring its transactions. Many DHS
components still maintain their legacy contract writing systems and DHS lacks
integration between contract writing and contract management systems. DHS has
selected PRISM as its standard contract writing system, but the department-wide rollout
is behind schedule. Integration and data accuracy problems will continue to exist until all
components migrate to the same contract writing system.

U.S. Coast Guard Deepwater Acquisition

The Integrated Deepwater System Program (Deepwater) is a $24 billion, 25-year
acquisition program designed to replace, modernize, and sustain the Coast Guard’s aging
and deteriorating fleet of ships and aircraft, providing a deepwater capable fleet for

40 years.” The Deepwater acquisition strategy is a nontraditional systems-of-systems
approach by which private industry was asked to not only develop and propose an
optimal mix of assets, infrastructure, information systems, and people-based solution
designed to accomplish all of the Coast Guard’s Deepwater missions, but also to provide
the assets, the systems integration, integrated logistics support, and the program
management. Under a more traditional acquisition strategy, the government would
contract separately for each major activity or asset involved, such as cutters and aircraft,
and their logistics support, communications equipment, systems integration, and program
management operations.

Audits and other reviews of the Coast Guard’s Deepwater Program have identified a
number of management challenges and risks that raise fundamental questions about the
viability of the Coast Guard’s “System of System” strategy for recapitalizing and
upgrading its Deepwater fleet of small boats, patrol boats, cutters, helicopters, and fixed-
wing aircraft.

* The Deepwater area of operations is typically defined as beyond the normal operating range,
approximately 50 miles from shore.
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These challenges and risks include:

A Deepwater acquisition work force that lacks the requisite training, experience,
certification, and structure to acquire assets and systems of significant scope and
complexity;

A contract structure that did not easily adapt to the environment of changing
missions and requirements, and major systems integration;

The reliance on a lead systems integrator to manage day-to-day issues associated
with the Deepwater Program;

The Coast Guard’s reticence to enforce contract performance requirements; and

The Coast Guard’s acceptance of contractor self-certification of technical
standards in lieu of independent third-party certification.

To its credit, Coast Guard has acknowledged these problems and taken aggressive action
to resolve them. Specifically, the Coast Guard has:

e}

Initiated action to consolidate all Coast Guard acquisition functions under one
directorate;

Reasserted its technical authority over Deepwater acquisitions;
Increased its use of independent, third party assessments; and

Redefined the Deepwater contract terms and conditions.

Coast Guard has also acted aggressively to improve its contract and technical oversight of
the Deepwater Program by:

Reinstituting its role as technical authority as opposed to the contractor when making
decisions.

Assuming the role of the decision-making authority as lead integrator and Integrated
Product Team leader, a role Coast Guard had previously been delegated to the
contractor.

Initiating a process for reviewing engineering changes to improve control over the
changes and associated costs.

Contracting for an independent third-party review to validate proposed technical
solutions for the National Security Cutters.
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o Initiating a comprehensive independent third-party analysis of the entire Integrated
Deepwater System to identify and document the most resource efficient method of
satisfying an identified mission capability gap, including life cycle cost estimates and
a cost-benefit analysis.

The Coast Guard and ICGS also renegotiated the 2002 Deepwater contract cost, schedule,
and performance baselines of National Security Cutters 1, 2, and 3 in August 2007. The
purpose of which was to address the terms and conditions that the Department and the
Coast Guard considered to be unfavorable to the U.S. Government. As a result of the
negotiations, the contracts for National Security Cutters #2 and #3 were changed from
firm-fixed price to cost-plus-incentive fee, and there are now cost control incentives for
the contractor. Additionally, the action incorporates a Navy best practice that requires
the contractor to provide, on a quarterly basis, a release and notification of any conduct or
action the contractor considers to be a potential change to the contract. Additionaily, the
Coast Guard cancelled the acquisition of the Vertical Unmanned Aerial Vehicle and the
Short Range Prosecutor due to technical concerns and is working on developing cost-
effective alternatives.

Overall, we believe the Coast Guard has made significant progress to improve the
accountability of Integrated Coast Guard Systems and other Deepwater contractors. We
will continue to exercise oversight over this very important and mission critical
acquisition.

FEMA Acquisitions

In the aftermath of Hurricane Katrina, FEMA was not prepared to provide the kind of
acquisition support needed for a catastrophic disaster. Specifically, FEMA lacked:

« Sufficient acquisition planning and preparation for many crucial acquisitions
needed immediately after the disaster;

e Clearly communicated acquisition responsibilities among FEMA, other federal
agencies, and state and local governments; and

e Sufficient numbers of acquisition personnel to manage and oversee contracts.
Pursuant to the Post-Katrina Emergency Management Reform Act of 2006 (Post-Katrina
Act), FEMA has undergone significant reorganization, including in its acquisition
function. Major concerns for the acquisition program included the need for:

» An integrated acquisition system;

» Comprehensive program management policies and processes;

e Appropriate staffing levels and trained personnel;
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¢ Reliable and integrated financial and information systems; and

e Timely corrective actions in response to many OIG and GAO report
recommendations,

FEMA has recognized the need to improve acquisition outcomes and has taken positive
steps that include:

Using a hurricane gap analysis tool to identify potential disaster response gaps;
Executing prenegotiated or “readiness” contracts in advance of disasters;

Working with DHS’ Disaster Response/Recovery Internal Control Oversight
Board to address response problems; and

Increasing from 35 contracting staff when Hurricane Katrina struck to the 130
FEMA now has on-board.

However, challenges remain. FEMA needs to continue its progress in (1) hiring and
training qualified acquisition staff, and (2) developing a fully integrated and sustainable
acquisition management system, before it gains full control over its acquisition
management program.

Outlook and OIG Oversight

DHS can protect the public interest in major acquisitions. The long-run solutions
include:

Strong program and procurement offices;

Clearly articulated program goals;

Defined program technical requirements, performance measures, and acceptance
terms,

Well-structured contracts; and

Thorough cost and performance oversight.

In the near term, DHS can mitigate risks and limit government’s exposure through such
actions as the following:

Writing shorter-term contracts with smaller, incremental tasks;

Using contract vehicles that better share risk between government and vendor;
and

Ensuring that the government retains negotiating power with decision points and
options. :

We will continue a vigorous audit and investigation program to uncover DHS acquisition
vulnerabilities and recommend swift, cost-effective improvements. Acquisition
management is and will continue to be a priority for my office and an area where we

17
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focus considerable resources. QOur plan is to continue examining such crosscutting
acquisition issues as workforce qualifications, competition, small and disadvantaged
business utilization, and corporate compliance, in addition to individual programs, such
as Deepwater and the Secure Border Initiative,

GRANTS MANAGEMENT

In conjunction with the realignment efforts being undertaken pursuant to the Post-Katrina
Act, the grant programs administered by the Office of Grants and Training transferred to
FEMA, effective April 1, 2007. Grants and Training grant management activities were
absorbed within two new FEMA Directorates. Grants and Training's grant business and
administrative management functions will be centralized in the Grant Programs
Directorate, while program management functions will become a part of the National
Preparedness Directorate.

Grants and Training's financial management activities, which were previously provided
by Grants and Training's legacy organization at the Department of Justice, will be
absorbed by FEMA's Office of the Chief Financial Officer (OCFO) during FY 2008. The
OCFO will be responsible for all financial grants management functions within the new
FEMA. Financial grants management encompasses al! financial activities necessary to
manage the grant funds, from appropriation through closeout of the grant award. Asa
result, FEMA directly oversees more than 80 % of all grant resources awarded by DHS.
This includes not only mitigation programs, but also preparedness granis valued at nearly
$4 biltion in FY 2007.

Recognizing that this was a mid-year transition, the processes in place to announce Grants and
Training grant guidance, receive and review applications, and announce awards remained
unchanged in FY 2007. The relationship between Grants and Training grantees and
Preparedness Officers in providing grant guidance and other services also remained
unchanged. The Grants Management System (GMS) supports the grant management process
involving the receipt of grant applications and grant processing activities.

For the short-term, FEMA will run two financial systems: (1) FEMA GMS, and

(2) Grants and Training GMS. This will allow FEMA to incorporate all Grants and
Training financial data, including grants data, within the new FEMA. Grants and
Training GMS includes grantee payment functionality and financial status reporting
capabilities. In FY 2008, Grants and Training GMS data will migrate to FEMA GMS to
form a unified system.

Managing the multitude of grant programs within DHS poses a significant challenge.
The grant programs of other federal agencies that assist states and local governments in
improving their abilities to prepare for, respond to, and recover from acts of terrorism or
natural disasters compound this challenge. The Congress continues to authorize and
appropriate funding for individual grant programs within and outside of DHS for similar,
if not identical, purposes. In total, DHS manages more than 80 disaster and nondisaster
grant programs. For disaster response and recovery efforts, we have identified 36 federal
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assistance programs that have the potential for duplicating DHS grant programs. In
addition, the internal DHS reorganization has compounded these issues, as overlapping
Jjurisdictions and systems must be reconciled. DHS must do more to coordinate and
manage grants that are stove-piped for specific, but often related purposes, to ensure that
they are contributing to our highest national preparedness and disaster recovery goals,
rather than duplicating one another and being wasted on low-priority capabilities.

The administration has authorized more than $132 billion to support recovery efforts in
the nation's Gulf Coast as a consequence of hurricanes Katrina, Wilma, and Rita. In the
Gulf Coast states affected by these hurricanes, numerous federal grants from different
agencies and components of DHS arc going to state and local governments, private
organizations, and individuals for response and recovery from these hurricanes, as well as
for the next disaster or terrorist attack. We are currently reviewing disaster grant
activities throughout the Gulf Coast and will continue to give special emphasis to Gulf
Coast disaster response and recovery grant spending.

In FY 2008, DHS is expecting to award approximately $3.2 billion for state and local
preparedness expenditures, as well as assistance to firefighters. Of this amount, $2.2
billion is requested for DHS to fund grant, training, and exercise programs under
FEMA. In addition, in coordination with the state preparedness grant program, FEMA
will be administering the $1 billion Public Safety Interoperable Communications grant
program in partnership with the Department of Commerce.

We are reviewing individual state’s management of first responder grants and the
effectiveness of DHS’ system for collecting data on state and local governments’ risk,
vulnerability, and needs assessments. Our audits have reported on the states” inability to
effectively manage and monitor thesc funds, and demonstrate and measure
improvements in domestic security. Our reports also pointed out the need for DHS to
monitor the preparedness of state and local governments, grant expenditures, and
grantee adherence to the financial terms and conditions of the awards."’

" DHS OIG: The State of Georgia’s Management of State Homeland Security Grants Awarded During
Fiscal Years 2002 through 2004, O1G-08-22, January 2008, The State of Florida’s Management of State
Homeland Security Grants Awarded During Fiscal Years 2002 through 2004, O1G-08-20, December 2007,
The Commonwealth of Pennsylvania’s Management of State Flomeland Security Grants Awarded During
Fiscal Years 2002 through 2004, O1G-08-03, October 2007, The State of New Jersey 's Management of
State Homeland Security Grants Awarded During Fiscal Years 2002 through 2004, O1G-07-58, July 2007,
Audit of State Homeland Security Grants Awarded to the American Samoa Government, O1G-07-42, May
2007; The State of North Carolina’s Management of State Homeland Security Grants Awarded During
Fiscal Years 2002 and 2003, 01G-07-02, October 2006; Audit of Emergency Management Performance
Grant Funds Awarded to the Virgin [slands Territorial Emergency Management Agency, DA-07-01,
October 2006; The Commonwealth of Virginia's Management of State Homeland Security Grants Awarded
During Fiscal Years 2002 and 2003, O1G-06-45, July 2006; Audit of Grant 2004-TK-TX-003 and 2005-
GH-T5-0001 Awarded to the National Domestic Preparedness Coalition of Orlando, Florida, O1G-06-34,
May 2006; and The State of Indiana's Management of State Homeland Security Grants Awarded During
Fiscal Years 2002 and 2003, 01G-06-19, December 2005.
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Given the billions of dollars appropriated annually for disaster and nondisaster grant
programs, DHS needs to ensure that internal controls are in place and adhered to, and
grants are sufficiently monitored to achieve successful outcomes. DHS must ensure that,
to the maximum extent possible, disaster and homeland security assistance go to those
states, local governments, private organizations, or individuals eligible to receive such
assistance and that grantees adhere to the terms and conditions of the grant awards. DHS
needs to continue refining its risk-based approach to awarding first responder grants to
ensure that areas and assets that represent the greatest vulnerability to the public are as
secure as possible. It must incorporate sound risk management principles and
methodologies to successfully prepare for, respond to, recover from, and mitigate acts of
terrorism and natural disasters.

DHS management recognizes these challenges. DHS is planning a study to provide a
single grants management system for all nondisaster-related grants. In addition, a risk-
based grant allocation process was completed in FY 2006. DHS risk analysis was a
critical component of the process by which allocations were determined for such
programs as the Homeland Security Grant Program, Transit Security Grant Program, Port
Security Grant Program, and the Buffer Zone Protection Program.

Finally, Mr. Chairman, I would like to highlight briefly other critical challenges that the
department needs to keep a close eye on over the next twelve months as the country
prepares for a national election and transitions to a new administration.

Border Security and the SBI Program,

Coast Guard’s Deepwater Acquisition Program,
Security Over Cargo on Passenger Planes,

CIS’ Backiog of Immigrant Applications, and
FEMA Preparedness.

These initiatives are in a critical stage of their development and, therefore, require
unwavering management attention. Although the department is making a good faith
effort to formulate and execute meaningful performance plans to address the management
challenges associated with these initiatives, the ability of the department to sustain these
efforts is fragile at this point in time because of the early stage they are in and the
disruptions that may accompany the transition to the new administration in less than a
year. It is imperative that the department formulate comprehensible performance plans
with unambiguous milestones and metrics to gauge or measure progress, ensure
transparency and accountability, and help guide program execution.

Border Security and the SBI Program

A principal DHS challenge is reducing America’s vulnerability to terrorism by
controlling the borders of the United States. To this end, DHS is implementing the
Secure Border Initiative (SBI), a comprehensive multi-year activity to secure the borders
and reduce illegal immigration. CBP, ICE, CIS, and the Coast Guard all have key roles
in the SBI program. To ensure SBI success, it is critical that the program is thoroughly
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planned. DHS also must institute an approach to coordinating the SBI functions and
activities of the participating DHS components with the related efforts of other agencies
as well. We are currently conducting a series of audits to evaluate whether the SBI
program initiatives are being accomplished in an economical, efficient, and effective
manner.

Coast Guard’s Deepwater Acquisition Program

The aged and deteriorating condition of the Coast Guard’s aircrafi, boats, and cutters is
impacting the Coast Guard’s readiness to perform its missions. Recent reports of hull
and mechanical failures involving the Coast Guard’s largest and oldest cutters clearly
demonstrate that urgent action is needed. The Deepwater Acquisition program, designed
to recapitalize Coast Guard’s fleet of assets, has not met cost, schedule, and performance
expectations.

To help placc the Deepwater Acquisition on sound footing, Congress mandated that no
funds should be available for Deepwater procurements until an independent third party
completed an Alternatives Analysis to identify and document the most resource-efficient
method of resolving mission capability gaps. The Analysis, which to be completed by
February 28, 2008, is critical in determining the number and mix of assets to be procured
under the revised Deepwater Implementation Plan. Coast Guard’s implementation of the
revised Decpwater Implementation Plan is critical to Coast Guard’s ability to effectively
carry out its missions.

Security Over Cargo on Passenger Planes

H.R.1: Implementing Recommendations of the 9/11 Commission Act of 2007, requires
DHS to establish a system to screen 100 percent of cargo transported on passenger
aircraft by August 2010. Current TSA regulations require air carriers to screen 30
percent of cargo that has not been exempted from screening, which can be accomplished
through physical examinations or non-intrusive methods, such as x-ray systems,
explosives detection systems, and certified canine inspection teams. Regulations also
require that cargo to be transported on passenger aircraft come from known shippers
although therc are exceptions where cargo from unknown shippers may be transported.

Our audits, as well as prior GAO work, have identified a number of weaknesses in TSA’s
multi-fayered approach to oversee and ensure air carrier compliance with cargo screening
requirements. For example, our review of TSA’s air cargo security program found that a
large percentage of cargo is entirely exempt from screening, TSA has limited resources to
conduct inspections, and its inspectors rely primarily on reviewing air carrier
documentation only after cargo has been transported to verify compliance with federal
security regulations.

Moving to 100 percent screening of air cargo on passenger plans presents a huge

challenge for TSA. TSA is currently piloting a voluntary program to permit cargo
screening by certified entities at additional points along the supply chain. TSA will
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continue to utilize the Known Shipper Program, which provides a systematic approach to
assess risk and determine the legitimacy of shippers. Congress has asked GAO to review
the agency’s efforts to comply with requirements of the 9/11 Act by conducting a review
of the Certified Cargo Screening Program, and has requested that we conduct a review
the Known Shipper Program to determine the extent to which cargo from unknown
shippers is being transported on passenger aircraft.

CIS’ Backlog of Immigrant Applications

A key factor in this effort will be the progress CIS makes in modemizing its information
technology systems. CIS has developed a number of plans to modernize its systems, but
none of them have been implemented fully. As noted earlier in this testimony, we
reported in November 2006 that until USCIS improves IT management and operations,
the bureau will not be in a position to either effectively manage existing workloads or
handle the potentially dramatic increase in immigration benefits processing workloads
that could result from proposed immigration reform legislation.

FEMA Preparedness

We are currently reviewing and evaluating FEMA’s preparedness for effective disaster
response, including any catastrophic events. This review is the second in a planned series
of scorecard assessments to determine the extent of progress made and the status for
selected functions and activities within the Department of Homeland Security (DHS).

For this scorecard review, we identified nine key program functions critical to successful
preparedness efforts: Overall Planning; Coordination and Support; Interoperable
Communications; Logistics; Evacuations; Housing; Disaster (Surge) Workforce; Mission
Assignments; and Acquisition Management. Within each of these functions, we are
assessing FEMA’s progress and identified improvements needed in two to five critical
action areas.

kR R R K E KK k£ K

Mr. Chairman, this concludes my prepared statement. [ have highlighted four specific
management challenges facing the department—financial management, information
technology management, acquisition management, and grants management—that are the
backbone of the department and provide the structure and information to support the
accomplishment of DHS’ mission. While some aspects of these challenges were
inherited by the department from their legacy agencies, the complexity and urgency of
DHS’ mission has exacerbated the challenge in many areas.

While the department’s senior officials are well aware of these problems and are making
progress in resolving these issues, we must continue to keep the department focused on
these challenges. Our continued oversight in these areas is intended to facilitate solutions
in order to significantly improve the department’s ability to carry out its operational
programs.

[ will be pleased to answer any questions you or the Members may have.
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Mr. PRICE. Thank you.

We do have a vote on the floor, and perhaps I am told a series
of votes, so we are going to have to ask for your indulgence and
come back and forth as required on the House floor.

COOPERATION FROM DHS

There is one focused area that is of concern that perhaps we can
ask you to respond to before we break to go to the floor, and that
has to do with the matter Mr. Walker has already brought up brief-
ly; that is, the question of your own access to the information that
you need to do your jobs at DHS.

As you probably remember, at last year’s hearing about this time
this was a major theme, the poor cooperation you were getting from
DHS. Mr. Walker said, and I am quoting, “DHS has been one of
our persistent access challenges.” You suggested that we think
about conditioning appropriations on DHS taking certain actions
regarding GAO and GAO access.

The Inspector General talked about problems he was having with
the Coast Guard in particular.

Well, we did hear those reports, and the omnibus bill, as Mr.
Walker noted, does include bill language withholding $15 million
from the Office of the Secretary and Executive Management until
the Secretary revises Departmental guidance with respect to rela-
tions with both the GAO and the IG, including expediting time-
frames for documents requested and for interviews.

So I would like to ask you to update us on the status of this ef-
fort. Mr. Walker, you began to talk about this. Maybe you could
elaborate. What is the status of the revised Departmental guid-
ance? Have you seen it? Have relations with the Department im-
proved since last year in ways that you can measure and indicate?
Thirdly, are there any new problem areas?

Mr. WALKER. Mr. Chairman, we have not seen the draft revised
guidance yet. We know the Department is working on it.

Our relations have improved since last year. The number of
delays and the extent of the delays have decreased, but we still
have an issue. A lot of the issue has to do with the fact that one
has to take a more risk-based approach in determining how many
people need to be involved before GAO gains access to certain infor-
mation and individuals.

As T have said in the past, the Department historically has had
too many people involved, too many players, too many layers and
that by itself leads to delays and too many times in which the law-
yers had to be involved.

I am confident we can work something out, but unless and until
I end up seeing a document and we start interacting on it it would
be premature to say much more.

Mr. PRrICE. Mr. Skinner.

Mr. SKINNER. I must say since last year at this time when I testi-
fied the cooperation that I am receiving from the Department has
improved very noticeably. As a matter of fact, with one exception,
in one component, it has been outstanding.

We are still experiencing some cooperation issues with FEMA,
particularly since Hurricane Katrina struck. I am working very
closely and am engaged in conversations with the FEMA Director
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and Deputy Director and DHS counsel to work out problems that
we are currently experiencing and to establish some protocols to
ensure that we can move forward. All in all, on a Departmental
level it has really improved and it has been outstanding.

With regards to the Secretary’s letter to the Department, that
has been shared with us in draft. We are working with the Depart-
ment, and hopefully by working with them we can get a letter out
to the employees throughout the Department sometime in the very
near future.

Mr. PrRICE. On the FEMA matter, I wonder if you could elaborate
a bit.

I understand this, among other things perhaps, involves re-
stricted IG access to financial management reports. These were re-
ports that I think were routinely given to the IG until a short time
ago. Could you elaborate what the remaining difficulty there is?

Mr. SKINNER. That is something that I, as a matter of fact, just
as late as yesterday, was talking about with the Deputy Director.

It is a series of reports, very important reports. They tie together
program performance and financial performance of FEMA’s dis-
aster programs. It is a tool that was developed I think, in the late
1990s. The OIG always had access to the reports up until approxi-
mately a year or two ago.

We have been asking for access for the past year, and that is one
of the things that has delayed a lot of our work and has caused a
lot of consternation not only on my staff, but also on FEMA’s staff
because now they have to produce these reports for us, when in the
past we were able to get direct access.

It is my understanding that beginning this week we will get ac-
cess to those reports again, based on the conversations that I had
yesterday with the FEMA Deputy Director. We will continue our
dialogue on other issues that we think we need access to as well.

Mr. Price. All right. We are going to have to go to the floor. We
hope it will not be for too long. We will be in recess until we re-
turn.

[Recess.]

Mr. PrICE. The subcommittee will resume.

To both of you, thank you for your answer on the question of ac-
cess to the information that you need. Obviously we will be watch-
ing this along with you. We will appreciate being updated if any-
thing materially changes about the kind of report you have given
today.

We especially want to follow this FEMA matter and make sure
that that gets resolved. Of course, we will have a decision to make
about when the compliance has been sufficient to warrant the re-
lease of appropriated funds.

Mr. Rogers.

Mr. ROGERS. Thank you.

MANAGEMENT PERSONNEL

Mr. Skinner, in your report you talk about the shortage of per-
sonnel in management, and in the 2009 budget request they are
asking for almost $50 million to support 77 additional FTEs to en-
hance an array of Departmental functions, including policy, plan-
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ning, communications, financial management, project management
and compliance with privacy and civil rights laws.

In addition, there are notable requests for additional staff for
grants management and evaluation, 10 FTEs, and expansion of
counterintelligence efforts, six FTEs. Those are directly related to
many of the items that you identified as management challenges
in your January 2008 report.

Their ability to hire and retain qualified staff in critical positions
has been a persistent issue with us over the years. How do you
judge their budget requests in these areas relative to what you
think ought to be done?

Mr. SKINNER. I am pleased that the Department has recognized
that they need to invest in its management support functions, par-
ticularly in the areas that I just addressed, because we were short-
changed when we stood up in 2003, and each year—the first two
or three years, I believe—we were spinning our wheels.

In these past two to three years, in 2007, 2008 and now in its
budget request for 2009, the department has recognized the impor-
tance of investing in these activities.

What would be the magic number in terms of what ought to be
done? We do not have that, but they most certainly could use addi-
tional resources in all these management support areas, particu-
larly in grants management, in IT management and acquisition
management. In grants management, for example, the department
is in a good position right now, using a risk-based approach, to allo-
cate its funds. It is organized under a single umbrella—operating
right now under two systems that will be integrated in 2008 under
one system—so we are good in advertising, receiving and reviewing
applications, and awarding grant funds.

Where we are very weak, and where we could use additional re-
sources, and 20 or 30 people will not do it, is in the area of over-
sight, after funds are awarded, from both a financial performance
perspective.

Mr. ROGERS. Do you think——

Mr. SKINNER. But I believe this is a good sign we are headed in
the right direction.

Mr. ROGERS. But you are unwilling to say that it is enough?

Mr. SKINNER. In grants management? Quite frankly, I do not be-
lieve——

Mr. ROGERS. No. I mean overall.

Mr. SKINNER. Overall?

Mr. ROGERS. Yes.

Mr. SKINNER. I think we could in fact use additional resources,
particularly in the area of acquisition management. That is some-
thing that we are very, very weak in.

The problems that we are encountering in that arena is problems
that the government as a whole is encountering. We are competing
with other departments. There is just not enough qualified people
out there right now.

Mr. RoGERS. Well, DHS has always had hiring problems and
problems in retaining quality staff in what we call core competency
positions—financial management, project management and the
like. How come?
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Mr. SKINNER. In acquisition management, again I believe there
is a history here. We could take you back to the 1990s when we
downsized in government as a whole. The people that we targeted
were the people in the area of acquisition management, financial
management, IT management. These are the areas that were
downsized.

Now we are realizing that we have a greater dependence on con-
tractors to get our work done, just not in DHS, but across the gov-
ernment. We now have a responsibility to provide and produce reli-
able, accurate financial information not only to the Secretary, but
the Congress and to the public.

It is a core competency. It just was not there inside the Beltway.
That is now being rebuilt, and that will take time. I do not believe
the Department of Homeland Security is any worse off than any of
the other departments in this arena, in this area.

Mr. ROGERS. Mr. Walker.

Mr. WALKER. In some of the areas that you talked about, Mr.
Rogers—you talked about information technology, financial man-
agement, some of these areas—there is a supply and demand im-
balance, in general, with regard to being able to attract and retain
an adequate number of people in government in those areas.

However, I do think that the Department of Homeland Security
has some other elements that complicate their situation. First, they
have a lot of leadership positions that are open. They have a lot
of turnover. In addition, their employee morale has not been very
good and so these factors tend to complicate an already difficult
supply and demand situation for these type of skills.

When you have other places you can go, you may rather go to
a place that you are going to have more continuity of leadership
and a better morale situation, so that is why it is important that
they start dealing with some of these underlying challenges.

Mr. ROGERS. Do you have an opinion about the personnel re-
quests in the 2009 budget?

Mr. WALKER. Mr. Rogers, I have not studied it, nor have we, but
the numbers that you gave me that you mentioned before were, as
I recall, $50 million for how many positions?

Mr. ROGERs. Well, 77.

Mr. WALKER. That is almost $600,000 per position, so something
Ls Wé"ong. I know you cannot make that much in government first-

and.

Mr. RoGERS. Well, the $50 million is not just for the personnel.
It is for a number of other things.

Mr. WALKER. Right. It sounds——

Mr. ROGERS. But it includes 77 additional FTEs.

Mr. WALKER. Yes. I do not know what all it includes, Mr. Rogers.
There is little doubt in my mind that they need to enhance capacity
in certain critical areas like financial management, acquisitions.

Whether or not that proposed plan and the amounts are reason-
able, we have not looked at it so I really could not opine on it.

FEMA

Mr. RoGERS. Well, the first concern identified by the IG in the
January 2008 report on management challenges was catastrophic
disaster response and recovery, i.e., FEMA.
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The 2009 request includes $213.5 million for an additional 357
FTEs for FEMA specifically to modernize IT systems, improve crit-
ical infrastructure within FEMA, enhance field personnel for dis-
aster operations and logistics management. In short, it is part of
the FEMA Vision Initiative and part of the efforts to rebuild and
reshape the agency since Katrina.

How do you see those increases, Mr. IG?

Mr. SKINNER. I believe that again these are needed resources. I
believe that FEMA has done an excellent job in identifying where
those needs are and how funds need to be allocated, as well as re-
sources.

I would like to point out, however, when we are talking about
catastrophic disasters that FEMA and the federal government was
never, ever prepared to deal with a catastrophic disaster. These are
new initiatives.

I believe Katrina taught us a lesson that we need to start invest-
ing in our infrastructure to ensure that we do not repeat our per-
formance after a catastrophic disaster such as Katrina.

You mentioned 300 plus. Let us not forget the 500 plus that we
hired during 2008 as well, particularly in the areas of acquisition
management and other areas of preparedness, so this is in addition
to.

You cannot do it all within a 10 month or 12 month period. It
has to be done incrementally. It has to be done in a very dis-
ciplined way, and I think that is the approach FEMA is taking.

Mr. ROGERS. Mr. Walker.

Mr. WALKER. Mr. Rogers, the only thing that I would suggest
that this subcommittee may want to take a look at is what is their
plan for the number of permanent staff who will be focused on this
versus their contingency plan because by definition you do not
want to staff up for more than you can use on a recurring basis.

You want to have enough staff to be able to get your job done
in normal circumstances, and then you want to be able to have a
contingency plan such that you can mobilize and activate other
staff to bring to bear for a major disaster, which will occur from
time to time, but that is not the norm. You do not want to build
that into your base.

I do not know how they have gone about doing that, but that is
an area that I would encourage you to take a look at.

Mr. ROGERS. Thank you.

INFORMATION SHARING CAPABILITIES

Ms. ROYBAL-ALLARD [presiding]. Mr. Walker, in January 2007
GAO stated that, and this is a quote, “The federal government still
lacks an implemented set of policies and processes for sharing ter-
rorism information.” Then it goes on calling poor information shar-
ing, and again a quote, “a major vulnerability exposed by the 9-—
11 attacks.”

Several of my local first responder agencies support this finding
and have expressed concern that the Department limits the ability
of a state to fully utilize the Fusion Centers as a means to improve
information sharing. They specifically cite a bulletin, 1B-235,
which limits the time an Information Sharing Analyst can serve in
the center as a cause of the understaffing of Fusion Centers.
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Has the Department implemented a set of policies and processes
to improve its information sharing capabilities, and do you agree
that the Department policies have led to an understaffing at Fu-
sion Centers?

Mr. WALKER. I cannot speak directly to the Fusion Centers be-
cause I have not been given information relating thereto. Unless
my staff passes me something, I will have to provide something for
the record on that.

I do know that progress has been made with regard to informa-
tion sharing, but, as you know, that is not just an issue with DHS.
That is a governmentwide high risk area of which DHS is one of
a number of players who are on the field with regard to that.

Additional progress has to be made. I will be happy to look into
that specific issue and provide something for the record.

I think it is also not just an issue of trying to make sure we have
the right type of information that relates to actionable intelligence
in order to try to prevent a problem. We also need to be concerned
with privacy.

One of the things that we have recommended as well is that each
of the major components need to have privacy officers, in our view,
to help achieve that balance.

INVOLVING STATE AND LOCAL GOVERNMENTS IN DETERMINING
INVESTMENT PRIORITIES

Ms. ROYBAL-ALLARD. Mr. Skinner, in many cases state and local
governments really are in the best position to identify threats and
vulnerabilities in their transit systems. Therefore, there is concern
that the Transportation Security Agency, in cooperation with
FEMA, are not sufficiently involving state and local governments
in determining investment priorities.

What has been done to address that concern, if anything, and do
you believe that the current level of cooperation between state and
local officials is sufficient to identify top investment priorities?

Mr. SKINNER. First let me say I do not believe that, right now,
the type of cooperation and collaboration and partnerships that the
department has with state and local governments is in fact suffi-
cient. I do not think it is. We have a long way to go to improve
our relationships with state and local governments.

I believe that we are headed in the right direction, or I believe
FEMA is headed in the right direction. The recent national frame-
work for disasters, the response framework, is a step forward or a
step in the right direction. It recognizes the role state and local
governments have to play in a federal response and recovery or dis-
aster response and recovery operation.

We have a long way to go. I believe FEMA recognizes that it has
a long way to go, and I think there are initiatives underway now
to do a better job of engaging state and local governments. Time
will tell how successful we are.

Ms. ROYBAL-ALLARD. Okay. I know that you wanted to add some-
thing, but I only have about three minutes to get to a vote. If you
could just add that to the record or perhaps respond when the
Chairman returns?

Mr. WALKER. I would be happy to.
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Ms. ROYBAL-ALLARD. I apologize. I have three hearings going on
at the same time, so I will not be back to hear an answer.

Mr. WALKER. I will say it later in the hearing. Thank you.

[Recess.]

Mr. PRICE [presiding]. The subcommittee will resume. I hope you
gentlemen are impressed with our efficiency around here. We are
making the best of a problematic situation, you might say.

Mr. WALKER. It is a tag team, Mr. Chairman.

Mr. PRICE. A tag team. That is right.

I understand there is an answer pending for Ms. Roybal-Allard,
so please go ahead and do that, and then I will have some ques-
tions of my own.

FUSION CENTERS

Mr. WALKER. Mr. Chairman, Ms. Roybal-Allard asked about Fu-
sion Centers, and I noted that we have recommended that the gov-
ernment needs to clarify its role in connection with Fusion Centers.

You know, one of the most fundamental things is how do you de-
fine what a Fusion Center is because to the extent that that is not
well defined and if the government plans to have more involvement
then it is critical that that be done sooner rather than later.

Furthermore, especially if the Department plans to provide some
resources to support these Fusion Centers, whether they be intel-
ligence analysts, financial resources or whatever else, one has to
guard against the tendency that when state and local governments
find out that the federal government may have some money to
spend that all of a sudden things become whatever the federal gov-
ernment is willing to fund, like Fusion Centers.

So we need to clarify what they are, what one is trying to accom-
plish, whether and to what extent the federal government is going
to play a role and provide resources and provide safeguards to
make sure that they result in a desired outcome rather than just
traditional flows of funds.

Mr. Skinner’s, I think, operation may actually be doing work on
that issue.

Mr. SKINNER. That is correct. We are in the middle of doing a
review of Fusion Centers around the country as we speak, and
hopefully later this year we will be able to provide a report on ex-
actly what is a Fusion Center and what is the federal government’s
role in participating in these state and local initiatives.

FINANCIAL MANAGEMENT

Mr. PrICE. Thank you. Mr. Skinner, let me continue with you on
the question of financial management, which you touched on, but
I want to ask you to elaborate.

As you recall, you told the subcommittee that if the Department
stayed focused and hired the right people and implemented correc-
tive action plans for its financial management systems then maybe
in 2009 they could achieve an unqualified financial audit.

You briefly updated us in your statement about the uneven
progress across the agency in reaching this state. I gather that
your answer is this is not possible by 2009 mainly because of the
Coast Guard problems that you cited, but I would ask if I could ask
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you to elaborate on that in light of the broader conditions you laid
down and the broader assertion that you made this morning.

Your testimony states that FEMA’s financial management has
deteriorated in the past year as well, so I wonder if you could
elaborate on what the major problems are that you see and what
can be done to fix them and how do we get to the status that we
would like to see in terms of an audit?

Mr. SKINNER. Yes. Right now with the conditions that we have
at the Coast Guard and the lack of progress we are having at the
Coast Guard, at the earliest, the Coast Guard does not believe that
they will be in a position to offer reliable financial statements until
the year 2011.

They are an integral part of the Departmental’s overall financial
statements, the preparation, and our audit of the financial state-
ments. Without the Coast Guard, we are not going to be able to
give an unqualified or a qualified opinion to the Department until,
at the earliest, 2011.

With regards to FEMA, there has been some backsliding, and I
attribute it to two things. One is Hurricane Katrina and, secondly,
the reorganization or the realignment of the grant programs under
FEMA.

FEMA recognizes its problems. The Department, the Office of the
CFO, has also recognized the problem and is helping FEMA work
through them. FEMA has developed corrective action plans, and if
they stay focused this year, we are comfortable that FEMA will be
able to produce auditable financial statements next year. The plan
is at this point in time to correct these problems this year.

One of the things, if you look at DHS as a whole, if you take the
military out, i.e., the Coast Guard, the civilian side of the house
has made tremendous progress. FEMA has backslided, but we
think we can get them back on track.

You have CBP preparing full statements that are unqualified.
You have FLETC preparing full statements that are unqualified.
You have ICE, who in 2003 was in the worst condition of everyone,
including the Coast Guard, and they have now brought themselves
up to where we believe we can give them a qualified opinion this
year on their balance sheet.

You have TSA, who has experienced some problems, and most re-
cently their problems are associated with the Coast Guard because
they have transitioned onto the Coast Guard platform. As a result,
the Coast Guard has written certain what they call scripts, and
they did not leave an adequate audit trail.

Once we identify those scripts and determine the impact they
will have on the financial statements, we think we will have a
qualified opinion or an unqualified opinion in a year or so on full
statements for TSA.

Everything on the civilian side of the house is starting to look
up. The Office of the CFO, under the leadership of David Norquist,
has done what I think is just a yeoman’s job of pulling things to-
gether.

Our frustration is over at the Coast Guard. No progress in three
years. The current outline—I cannot even call it a plan, but their
current outline—suggests that they will not be able to address or
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correct their problems until the year 2011. That will have a major
impact on the Department as a whole.

Mr. PrICE. What can you give as an explanation for this or ad-
vice about how this process can be moved along?

You know, there have been multiple challenges at the Coast
Guard. Some of them, such as contract management, they have
made very obvious efforts to correct. It is distressing to hear that
you use the words no progress on an area of financial management.

2011 is a long time. That is a long timeline to get these matters
corrected. What would you suggest to the committee in terms of
our approach?

Mr. SKINNER. I believe before the Coast Guard can do anything,
they have to develop a detailed performance plan with milestones
to clearly show where they are today, where do they expect to be
in six months, where will they be in nine months, where will they
be a year from now. That does not exist, so we cannot really hold
them accountable as to what progress they are making.

We need to understand that these are longstanding problems. We
have gone back as early as 1994 and pulled an OIG report when
they were with the Department of Transportation, and identified
these exact same problems. These are not new problems.

It is the first time the spotlight has been shined on their finan-
cial management capabilities. They were always able to operate
under the radar screen with regard to their financial capabilities.
Now that they are with the Department they have become an inte-
gral part of its financial statements.

One of our frustrations is just the turnover that they continue to
have in the Coast Guard because the financial management func-
tion is actually led by military types, not civilians. Every three
years there is a turnover.

I have been here now going on five years, and I have gone
through three CFOs. I am about to be introduced to the third CFO
at the Coast Guard. There is a tendency to come on board, look at
the situation, blame your predecessor, develop some PowerPoint
slides of what you are going to do, and, then, Step 3: is prepare
for your next assignment.

These people are military people. There is no continuity there.
Their goal is to move on to what they can do best, and that is in
th; operational side of the house, not the financial management
side.

Mr. PrICE. That does raise the question. On what are you basing
the 2011 prediction? I mean, what reason is there to think that
things will get better? Of course, the other question is what would
be a reasonable timeline for expecting some of these improvements
to be implemented?

Mr. SKINNER. Therein lies our frustration. In 2005 we thought
2009 was a reasonable period of time to pull all this together, but
there has been no progress. Each year it is just pushed out another
year. Last year it was pushed out to 2010, and this year it is now
pushed out to 2011.

Some of the things that we believe that can be done to help them
move along is to approach it in an incremental fashion; that is, to
pick out two to three material weaknesses and develop
workarounds and fix those problems while we are fixing the bigger
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system problem. We can do workarounds in several areas, such as
fund balances with Treasury.

Something that simple you would think would be something you
would be able to do in one year, as opposed to trying to do it all
at once, then turn on the light and pray that it works.

Mr. PrICE. Mr. Walker.

CIVILIAN CFO FOR U.S. COAST GUARD

Mr. WALKER. Mr. Chairman, one of the things the Coast Guard
may need to consider is whether or not they should have a civilian
CFO. I mean, it is one thing if you have military billets by defini-
tion and you are going to have two to three year rotations built in.

Merely because it is a civilian CFO who may have the requisite
qualifications does not guarantee that they are going to stay long-
term, but at least they are not preprogrammed to leave.

Mr. ROGERS. Mr. Chairman.

Mr. PRICE. Yes?

Mr. ROGERS. This is no new problem. I remember raising it when
Secretary Ridge was involved at the Department. It is not a new
problem.

Mr. PRICE. That is correct.

Mr. ROGERS. It should have been corrected many years ago, and
I think the only answer really is a civilian tenured CFO.

Mr. PrICE. Well, particularly if the use of Coast Guard personnel
does lock the Coast Guard into this kind of inevitable rotation if
that cannot somehow be qualified or an exception made.

ABILITY TO IDENTIFY AND DEPORT CRIMINAL ALIENS

Let me ask you both about an ICE matter, that is the deporta-
tion of criminal and other high risk aliens. I appreciate you both
chiming in on this. Mr. Skinner, I am referencing, though, your
identification in 2006 of significant gaps in ICE’s ability to identify
and deport criminal aliens.

You recommended that the Department “develop a detailed plan
to provide ICE with the capacity to detain, process and remove ille-
galsaliens that pose a national security or public safety risk to the
Uu.s.”

In spite of that recommendation, between 2005 and 2007 depor-
tations of noncriminal aliens increased 59 percent, while deporta-
tion of criminal aliens increased only seven percent, and this de-
spite the fact that criminal aliens are generally already in custody
at a prison or jail.

As you know, this committee took this on in our 2008 appropria-
tions bill. We provided $200 million and a mandate for ICE to cre-
ate a plan specifically focusing on comprehensive identification and
removal of aliens convicted of dangerous crimes, held in prison and
judged deportable. Whatever else the agency is doing in the realm
of deportation, this surely should be at the top of the list.

I wonder how you would design such a strategy? What should we
look for when reviewing the plans that ICE delivers? We frankly
do not fully understand why ICE has not been able to do more to
identify and remove criminal aliens, even though it has dramati-
cally expanded its deportation of noncriminals.
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It would seem that whatever differences we have on immigration
in this country, and of course we have many, this is not something
that we ought to be having a lot of arguments about. This is some-
thing that presumably would receive almost unanimous agreement.

It is not totally understandable why more has not been done. We
hope that what we have done will move the process along. Anyway,
we would appreciate your views at this point about what DHS
could be doing, should be doing to identify criminal aliens, put
them on the top of the list for deportation, that relative to other
immigration enforcement issues.

Mr. SKINNER. I can assure you, you are not going to get an agree-
ment from ICE that this is something that should be done. I be-
hieve that they will agree that this is something that needs to be

one.

Currently, and we have not looked at this, so I want to be careful
that I do not send the wrong signal, but I am aware that ICE is
developing a strategy, and it involves outreach, identifying the de-
tention facilities at state levels, at the local levels, and develop
MOUs with these facilities so that we can do a better job of identi-
fying who these folks are so that, when they are subject to release,
we can be there waiting for them and escort them to the nearest
airport so that they can be deported.

There is a long way to go with this program, and a lot of it deals
with outreach, and every state and every local is going to be dif-
ferent, every agreement is going to be different, and to get coopera-
tion and participation at the state and local level is probably one
of the biggest hurdles that ICE is going to be faced with. But I do
not think it is something that they object to; it is just a matter of
resources, and it is a matter of focusing on this particular issue.

Mr. PRrICE. Focusing and having a workable plan. It is not a sim-
ple matter, I suppose, to establish a liaison with prisons at various
levels across the country. Nonetheless, it is a challenge, a logistical
challenge, presumably, one they have not recognized and met in
the past. We hope it now happens. I understand, too, that the
agency is not, in principle, opposed to this kind of priority, but they
certainly have not acted on it very effectively either.

Mr. Walker.

Mr. WALKER. Obviously, this is a very important topic. There are
three basic elements that they have to achieve. One is they have
to identify the relevant players, and that has got to be done in con-
junction with state and local law enforcement authorities.

Secondly, after they identify the players, they have to be able to
be notified by the state and local authorities when the terms or the
sentences are up for the applicable individuals.

Thirdly, they have to further coordinate with state and local au-
thorities to make sure that somebody escorts them across the bor-
der or out of the country at the appropriate point in time.

Now, there are a lot of incarceration facilities in this country at
the state and local level, and so part of the question is, what can
be done to coordinate, either at the state level, or what can be done
to coordinate through various associations or other entities that
might exist so they can help with this effort, and you have a real
partnership approach because, otherwise, I think you are likely to
have a real resource problem within the Department?
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If they are trying to deal directly with each individual facility,
that is going to be virtually impossible. So the question is, what are
they trying to do, in partnership, to make sure that they are not
having to deal with each individual facility, that it is being coordi-
nated either at the state level or otherwise, to try minimize the re-
lated burden.

Mr. PrIiCE. Thank you. Mr. Rogers.

DHS TRANSITION TO THE NEXT ADMINISTRATION

Mr. ROGERS. Let me talk with you about transition for the next
administration. Many experts are worried about the Department’s
ability to maintain operations during the upcoming transition to
the new administration, especially in view of the fact that we have
had difficulties in the past in hiring and retaining qualified people
for these top positions.

In 2007, early 2007, in response to a Presidential Executive
Order, DHS initiated a transition plan, the bulk of which was to
insert career professionals underneath each and every political ap-
pointee, who would maintain continuity of operations during a
turnover. Have either of you evaluated that plan and determined
how good it is?

Mr. SKINNER. Sir, I have not evaluated it, but the then-Deputy
Secretary, Michael Jackson, did share that with me before his de-
parture. One of his last assignments, so to speak, before he left,
was to ensure that we had a documented succession plan, wherein
all departing politicals would be identified, and who would be next
in line. In every component within the Department, a career person
who would have to take charge has been identified?

I know that transition planning is something that the Secretary
takes very seriously. He has developed a framework. I think Mr.
Walker may be able talk to the contents of that framework as to
where we are proceeding, to ensure that there is a smooth transi-
tion.

Transition planning is important for the government, period, but
I think it is particularly important for DHS. We are a very fragile
organization. We are new, and it is very important that we identify
those programs that we need to keep on track, so to speak.

Mr. ROGERs. Well, it is a matter of national security.

Mr. SKINNER. Exactly.

Mr. ROGERS. During a transition period, under normal cir-
cumstances in some of the Department, there is a period of several
weeks, perhaps months, where that Department is practically in-
capable of making a decision because of holes in the leadership. We
cannot afford that in Homeland Security.

The Secretary tasked the Homeland Security Advisory Council to
establish a task force to recommend best practices for a transition,
and, in January, that task force issued a lot of recommendations
stating obvious things DHS ought to be doing. The question is, are
they doing them? I wonder what you think of the advisory commit-
tee’s report and whether their recommendations are being followed,
both of you.

Mr. WALKER. Well, first, let me note that this will be the first
Presidential transition that DHS will go through. They are in-
volved in safety and security issues, which is most fundamental



73

with regard to the federal government’s role, and, therefore, there
is an increased sense of urgency that they get it right.

To me, the real key is, are they focused primarily on what are
the major mission and management initiatives? Do they have that
laid out? Do they have responsibility and accountability identified?
Do they know who is going to be responsible and accountable who
is a senior career executive, and what type of bench strength do
they have to back up that senior career executive, given the fact
that they can leave, too?

Mr. ROGERS. Those are the questions I had of you.

Mr. WALKER. And the answer is, I have seen a framework that
the Department of Homeland Security has put together in a good-
faith attempt to try to achieve what I am talking about, and I was
impressed with their initial framework, but it was an early draft.

I have not seen the final document, but when you get right down
to it, you need to know what your policies and procedures are, but
the most important thing is, whose belly button do you push? Who
is responsible and accountable, and do they know it, and are they
prepared to execute, and what type of bench strength do they have
to back them up, in the event that something happens to them?

Mr. ROGERS. Well, the task force, in their January report, issued
multiple recommendations, including ensuring for a standardized
approach to threat determination and awareness during transition,
providing presidential nominees with best practices and lessons
learned from other leadership transitions, and working with the
Senate to establish an expedited process for handling new appoint-
ments under the new administration.

Those are fairly obvious things. What do you think?

Mr. WALKER. Let me, if I can, touch on the last one, and I realize
that this body is not involved in the confirmation process, but I am
sure that you have friends on the other end of the Hill.

I think one of the things that we really have to be concerned
about is how long is it going to take to be able to fill these critical
positions that are presidential appointees with Senate confirmation
in order to minimize the amount of time that you have acting play-
ers discharging responsibilities.

There are a lot of great career civil servants, some outstanding
and dedicated professionals, but, by definition, when you are act-
ing, and you are not confirmed, then you are going to do what you
have to do, but you are not going to really do much more than that.
That is just the way that it works. That is called “human nature.”

I think that one of the things that the Congress needs to think
about is to recognize that we have three kinds of presidential ap-
pointees that historically have required Senate confirmation, and
they need to be treated differently.

You have ones that involve policy and, therefore, ought to serve
at the pleasure of the President, be subject to Senate confirmation,
with no statutory qualification requirements.

Secondly, you have ones that are operators that are in key, man-
agement and functional areas like financial management, informa-
tion technology, et cetera, or operators from the standpoint of a
major agency, if you will, component, and for those types of people,
you want statutory qualification requirements. You want to make
sure you are getting people who really can discharge the respon-
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sibilities with Senate confirmation, and, in some circumstances,
you may want a term appointment for those jobs.

And then, last, you have adjudicatory positions, positions like the
inspector general, the controller general, and judges, where you not
only want statutory qualification requirements and a term appoint-
ment, or either a life appointment in the case of a judge, but you
want strict, independence standards.

I have a real concern, Mr. Rogers and Chairman Price, as to
what is going to end up happening when we do have the known
transition to the next administration, whichever administration
that might be, and what is going to be done to try to move things
along expeditiously, on a risk basis, with regard to some of the crit-
ical positions here.

Mr. ROGERS. What do you think of the HSAC’s report?

Mr. WALKER. Mr. Rogers, I have not read that report, but I
would be happy to do it. It just came out, as I recall. Didn’t it just
come out in January? I would be happy to do it, and I would be
happy to provide something for the record on it.

Mr. ROGERS. Well, we are coming up on the transition pretty
quick here.

Mr. WALKER. We are, and I will tell you this, if it makes you feel
any better. We have been having informal meetings at GAO over
the last three months with selected senior officials in the adminis-
tration, including OMB, including Defense, including DHS, includ-
ing the FBI, et cetera, to try to help coordinate efforts and facilitate
communication between the key players in this area because it is
critically important.

Mr. ROGERS. Well, I mean, the report is fairly substantial, and
I would hope that we could get your evaluation of it.

Mr. WALKER. We will take a look at it. It is not as thick as most
GAO reports.

Mr. ROGERS. I am not going to say this.

Mr. WALKER. I probably should not have said that. We have one-
page summaries of ours, the highlights page.

Mr. ROGERS. I know my time has expired, but, Mr. IG, have you
looked at it?

Mr. SKINNER. No, sir, I have not. It is something that I will be
looking at this afternoon, however. But, no, I have not studied that
particular report.

I think it is important to note that, as we transition here, and
we put the right career people in place, that we cannot just put
them in there so that they can just hold the fort down until an ap-
pointee is confirmed. We have a lot of ongoing initiatives here that
can falter or can fall apart. They are in a very fragile state of their
development, and they are just beginning to have traction: the SBI
Initiative, the Deepwater Initiative, and others that I mentioned in
my opening remarks.

It 1s important that we develop performance plans that can guide
the career people to ensure that we do not falter and backslide dur-
ing the transition period, and that is very important as well. It is
a concern of ours that a lot of these things could falter.

Mr. ROGERS. Well, given the Department’s history of not having
people in a lot of these leadership positions, even without a transi-
tion involved, when you have got a transition, we need a patch be-
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tween the old administration and the new so that we do not have
vacancies in critical positions because we would be very vulnerable.
Mr. WALKER. Yes.
Mr. PrICE. Thank you. Mr. Fattah.

HUMAN CAPITAL MANAGEMENT

Mr. FATTAH. Thank you, Mr. Chairman. There was $10 million
appropriated for this human capital management system upgrade,
and then there was a request for another $15 million. This ongoing
problem around personnel in the Department—again, as Ranking
Member Rogers said, not even dealing with a transition—it has
been a challenge, with over a third of the top positions not filled.

Are these positions not needed? Are we not paying enough to hire
competent people? If you could cut to the chase and tell us how we
can cooperate in solving this problem, and I will start with Mr.
Skinner.

Mr. SKINNER. This is the first time I have heard that one-third
of our top positions have not been filled.

Mr. FATTAH. It was a newspaper report.

Mr. SKINNER. I believe we, at least as of September 30th of last
year, had come very close to filling almost all of our positions, or
close to 80 or 90 percent of our positions.

Working in the Department of Homeland Security is not an easy
job. You are under the spotlight every day. Your mission is critical.
It is a very stressful environment in which you work. I think that
is part of the contributing factor to why we see the turnover that
we do see.

Secondly, Homeland Security has become an industry in the pri-
vate sector. A lot of these people who gained experience working
within Homeland Security or within the federal government find
better and greater opportunities outside government, at least from
a financial

Mr. FATTAH. Does that argue for more compensation?

Mr. SKINNER. We cannot compete, and we lose people, quite fre-
quently, just for that very reason.

I think what Mr. Walker hit on earlier is the environment and
the underlying morale issues that we have within the Department,
and we expect to have. You do not expect to stand up an agency
with 22 different agencies and startups and expect morale to be
high. It is something that we need to continue to focus on. I know
that Secretary Chertoff—it is something that he is very concerned
about, and it is something he is keeping a very close eye on and
trying to engage employees and stimulate them so that we can ad-
dress this morale issue.

Mr. FATTAH. Mr. Comptroller.

Mr. WALKER. Mr. Fattah, it is exacerbated by the fact that we
have less than one year left in this administration, and the fact is,
is that it is unlikely that you are going to see the Senate con-
firming players this late in an administration.

It is also unlikely that you are going to see people come from out-
side of government to come into government this late in an admin-
istration, and, therefore, as historically has been the case, to the
extent that you have open positions, you have to pretty much look
from within in order to get those individuals to be able to take the
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jobs; all the more reason why it is critically important that their
transition plan focus on senior career civil servants because we
know they will still be here, unless they decide to retire, or unless
they decide to take a private sector opportunity. That is why the
plan has to be focused on senior career civil servants.

TSA PASSENGER SURCHARGE PROPOSAL

Mr. FATTAH. On a different subject, there is this TSA surcharge
that is in the budget proposal, a new TSA passenger surcharge pro-
posal, and the passenger security fee of 50 cents per emplanement.
Is that in the administration’s proposal for this year’s budget?

Mr. SKINNER. Yes. I believe that was also proposed in prior budg-
ets but was never implemented.

Mr. FATTAH. It did not survive.

Mr. SKINNER. That is correct.

Mr. FATTAH. Okay. Do you have any idea how much that would
generate and where those revenues would go?

Mr. SKINNER. No, I do not, but the revenues would be reinvested
back into TSA’s programs to better secure airports and the pas-
senger screening, cargo screening.

Mr. FATTAH. The budget detail suggests that it would generate
about $400 million or so, which would be used for such a purpose.
There is no surcharge now. Right? Is this a new surcharge or an
add-on?

Mr. SKINNER. As far as I know, this is new.

Mr. FaTTAH. Thank you, Mr. Chairman.

OIG BUDGET

Mr. PriCE. Thank you. Mr. Skinner, let me ask you about your
own budget for this next year. The president’s budget request has
your budget going down from fiscal 2009, from $108 million to $101
million. What are the implications of that decrease? What activities
would be affected? Is it something that should attract our concern?

Mr. SKINNER. Mr. Chairman, first, let me go on record that I
fully support the President’s budget. With regard to our budget,
yes, our gross figure has been reduced from approximately $108 to
$109 million to approximately $101 million.

Yes, that is going to have a profound effect on our ability to carry
out a lot of the things that we just got started, particularly with
regard to our oversight of FEMA operations and Gulf Coast oper-
ations. We have set up offices in Baton Rouge and Algiers, Lou-
isiana; and Biloxi, Mississippi, to provide continuing oversight of
the rebuilding of the Gulf Coast. This is going to have a profound
impact on our ability to maintain those operations.

Mr. ROGERS. Well, over the years, the work on Katrina and its
aftermath will surely tail off, but the capacity to deal with future
disasters and to have the kind of capability that you have built up
there seems to me to be something that we should not cut lightly.
Is that mainly where the savings would come from, in the FEMA-
related areas?

Mr. SKINNER. Yes. That is correct because the buildup that we
had in 2008 and 2007 since Katrina, the increases in our budget
were invested in providing oversight in disaster response, recovery,
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mitigation, and preparedness activities, not only in Katrina, but on
a national scale.

With the $7 million cut, the operation, and these will be policy
calls—we have to do some assessments as to what we want to cut
back on, but it will either have a direct impact on our ability to
provide oversight for the Gulf Coast operations or our ability to
provide oversight of FEMA operations and other disaster-response,
preparedness, recovery, and mitigation operations.

I would like to point out that the operations that we have down
in Katrina are just beginning. People realize that it is going to
start phasing out. Well, we just went through the response phase.
Now we are in the reconstruction and rebuilding phase, and there
is where the big dollars are going to be spent—rebuilding the
bridges, rebuilding the infrastructure—and there is where we are
at right now.

We are somewhat beyond the response issues. We still have the
housing issues to deal with, and we are working with HUD on that,
but, right now, we are going to start focusing our attention on the
reconstruction, and that is going to take years.

Mr. PrICE. That is very important for us to understand.

Mr. SKINNER. It is not going to go away tomorrow.

Mr. PrICE. No, of course, not. It has budget implications, and
then we have had all too many instances, in recent years, of fraud,
waste, abuse being associated with recovery efforts. It seems to me,
it is unlikely that we are going to need to do less scrutiny of this,
rather than more, with regard to other disasters.

I must say, what you said does not make me any happier or give
me much greater understanding about this cut in your budget and
how you would deal with it.

Mr. SKINNER. Also, as background, for 2007 and 2008, the in-
creases that we received were not actually increases in our budget;
they were transfers from the Disaster Relief Account, and that is
what has been eliminated. Those were the funds we were using to
provide oversight of FEMA operations in the Gulf Coast.

Mr. WALKER. Mr. Chairman, I think one of the things that I am
sure that Rick is looking at, and, I would imagine, the sub-
committee would, is when you are looking at what types of activi-
ties have to be done in the Gulf Coast, to the extent that you are
talking about construction, then who is going to be the point on
doing that oversight? Is that going to be the Department of Home-
land Security, or is that going to be the Department of Transpor-
tation? Is that going to be HUD, et cetera?

I think that is an issue that you have to look at. You need to
make sure that there is enough money to do the right type of over-
sight, but the lead responsibility for who might be doing what
might change at different phases of the effort.

Mr. PrICE. The transfer of personnel; how many people were in-
volved in that?

Mr. SKINNER. From our Office of Audits and Investigation, we
transferred approximately 75 people, and that had a devastating
effect on our operations, nondisaster operations. We have been in
the process of rebuilding those offices over the last three years or
two and a half years.
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Mr. PRICE. So this is how you set up the so-called “Emergency
Management Oversight” operation, the EMO operation.

Mr. SKINNER. Yes. Time is of the essence, as, Mr. Rogers, you
well know because I testified immediately following those disasters.
We did not have the time to go out and just start recruiting be-
cause that could take months to get people on board. So what I had
to do is tap into our existing audit and investigative resources and
transfer them to Katrina oversight.

Mr. PrICE. All right. Can you just make very clear to us what
the implications of this budget number are for that EMO operation,
first of all; and, secondly, for the kind of capacity you are needing
to build to compensate for the transfer of these personnel from your
central operation? I do not fully understand the implication, in
other words, of the budget numbers on what you are going to have
going on the ground.

Mr. SKINNER. If we operate with this budget, at $100 million,
without transfers from the Disaster Relief Account, we are going to
have to curtail—what I am doing right now is rebuilding our Office
of Audits to bring it back to where it was pre-Katrina days.

I either have to curtail that, which I would not like to do, or my
other option is that I am going to have to curtail what we are doing
down in the Gulf Coast, or I am going to have to curtail what we
are doing in other areas of FEMA: providing oversight of other dis-
asters, the floods that we had in California, or the tornadoes. We
come in and stand up just days after these disasters to provide
oversight to ensure that the offices are being set up properly, and
everyone understands what their roles are, particularly at the state
and local level.

This is something I have to think through with my senior advis-
ers—exactly where are these resources going to come from.

Mr. PRICE. It is something we have to think through, too, obvi-
ously.

Mr. SKINNER. Regardless, it is going to have an impact on us
right now, and since the cut—I do not want to say “cut”—the trans-
fer, it has generally come out of the Disaster Relief Account. We
do not have that, so that is the first place I am going to look at—
what impact it is going to have on our disaster oversight?

NEAR TERM PERFORMANCE SOARS

Mr. PRICE. For my last question, I want to ask you both briefly
just to recap a bit on the near-term performance goals, organiza-
tional goals, you think this committee should be working with the
Department to establish. You mentioned a number of such items in
your statements.

We had asked you, if possible, to each bring in four, in terms of
prioritization. But I wonder if you could just telegraph for us, and
then we can pick up from your statement and elaborate for the
record the detailed content, but just so we have a fix on the kind
of near-term goals you believe we should be looking at.

Mr. SKINNER. This was a tough assignment, because there are so
many, to limit it to only four. It created a lot of debate in our office.

Let me start with FEMA preparedness. I think it is absolutely
essential that we keep a very close eye on the direction that FEMA
is headed. I think they are headed in the right direction. There are
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a lot of dedicated people over there who are working hard to re-
build that organization. We cannot afford to have another Katrina,
nor can we afford to be ill-prepared for any other type of attack
that we may experience in the upcoming years. That 1s one: FEMA
preparedness.

Two: I think it is also very important that we take a very close
look at SBI, the Secure Border Initiative, and I am just not talking
about the IT parts of the Secure Border Initiative.

The Secure Border Initiative really involves several components
within the Department: ICE, for their detention capability; CIS, as
far as their ability to address the backlog of applications; and, par-
ticularly, CBP, which was to deal with infrastructure issues, IT
issues, and new hiring issues—over 2,000 people, I think, CBP ask-
ing for this year.

The question is, if we bring in 2,000 people, we have to make
sure that they are trained, that they are equipped, that they have
a place to report to. Right now, we have facilities out there that
cannot handle that many people, nor do we have supervisors who
can handle that many people.

So there are a lot of things that have to fit in place. The Secure
Border Initiative is something that I think we need to keep a very,
very close eye on, and so is the Deepwater program at the Coast
Guard. They are at a very fragile state right now. This thing got
started before DHS ws created.

As a matter of fact, it got started back in the nineties, but the
contractors were, more or less, directing the program. We found out
that that got us in trouble. There were a lot of inefficiencies and
a lot of waste, and, as a result, the Coast Guard has recognized
that they need to take control of this initiative from the contrac-
tors. It is a 25-year initiative and a $25 billion initiative.

They are in a transition right now in taking control of it. I think
it is important that we pay close attention to how that transition
goes, with some very clearly articulated performance plans with
milestones so that we can gauge their progress and help them to
make sure that these people are executing this program as in-
tended, as the commandant intended it to operate.

The fourth area, I would say, is the CIS backlog. We have got
ourselves in a real jam here. There are two things at play here.

One, CIS is living in the sixties and seventies, as far as their
processes and systems are concerned. They really need to invest in
their IT capabilities so that we can go paperless. We are still proc-
essing everything by paper, and it is very, very inefficient. They
have developed a transition team, they have reorganized, and they
are now focusing on their IT capabilities and how they can improve
themselves in the out years, but that is just starting to get trac-
tion. That can falter, if we do not keep a close eye on that.

Also, we still have this tremendous backlog that we created as
a result of the increases in the rates for applications. I do not un-
derstand why we did not prepare ourselves. We should have antici-
pated that there would have been a big increase in applications,
but we did not. The CIS did not. Now, as a result, they are living
with a tremendous backlog. We need to be able to keep a close eye
on this to ensure that this issue is addressed, that we can get that
backlog down to a manageable level again. That is why, if you do
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not keep an eye on it, and if you do not stay focused, it could be
five or six years before it’s brought under control.

Mr. PrICE. That, most certainly, is a near-term issue. What are
the benchmarks there? What needs to happen before this adminis-
tration concludes?

Mr. SKINNER. They need to bring in more resources, which I
think they are attempting to do. We need to find programs that
will entice people out of retirement without offsets. This would en-
tice retired adjudicators and inspectors and reviewers to come back
in to provide assistance. We need to develop training programs and
have outreach so that we can get people coming out of college to
assist. There are a variety of things they can do here to tap into
this backlog.

While they are doing that, at the same time, they need to be in-
vesting resources on developing their IT capabilities, or else we are
going to repeat this two years down the road. If we had a good IT
capability to intake, review, process and adjudicate, we may not
even have a backlog, but we do not. We are very paper-oriented
right now.

Mr. PrICE. Thank you. Mr. Walker.

Mr. WALKER. Quickly, Mr. Chairman, four. First and foremost, a
Presidential transition plan that focuses on critical players for all
key projects and initiatives.

Secondly, a high-risk and major-management-challenges action
plan that also has appropriate responsibility and accountability
mechanisms.

Number three: FEMA’s efforts in connection with major disas-
ters; we have talked about a number of things that need to be done
there.

And, number four: Focus on key acquisition and contracting ini-
tiatives, for example, Deepwater, SBI, to be focused on those be-
cause they are large, they are important, and they are susceptible
to increased risk because of transition difficulties.

Mr. PricE. All right. We look forward to working with you to
flesh each of those out. Mr. Rogers.

GRANTS MANAGEMENT

Mr. ROGERS. I know you want to wrap this up because we are
into the noon hour here. I will be brief.

Grants management; we have talked about it somewhat here
today. Let me delve into that a bit.

It has been a longstanding concern about managing these first-
responder grant programs because there is such a huge amount of
money involved, and they are huge programs. But the Department
is currently unable to answer the basic fundamental question of
what have we bought for the $23.7 billion in grant funding that
has been appropriated since 2002?

It could be answered with a simple, itemized list of purchases,
but a more complete and thoughtful answer ought to be in terms
of a return on investment. What are we expecting of these people,
and what are we giving them money for, and are those the right
things to give them money for, and what sort of metrics, perform-
ance metrics, do we need to put in place that are not there now
to measure whether or not we are doing what needs to be done?
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I do not feel good about the grant programs, how they are being
managed, and whether or not we are sending money to the right
places for the right things. Any thoughts?

Mr. SKINNER. Mr. Rogers, I could not agree with you more. If you
recall, at my hearing last year, these are the issues that I raised
with regard to grants management, and it is why I think it is one
of the major management challenges facing the Department.

We are spending billions of dollars, billions of dollars, but we are
not doing it, in my opinion, in a very strategic manner. Many of
our grant programs are stovepiped. We are not taking a more glob-
al, national perspective as to what we want to accomplish with
these billions of dollars, and we do not have the metrics to dem-
onstrate that we are, in fact, accomplishing what these grants were
set up to do.

We do a very good job of advertising our grants, as I said earlier,
reviewing them, awarding the grants, and getting the funds, or
making the funds available, to the states. We do not do a very good
job—we do a very poor job—of actually providing oversight on how
those funds are being spent, whether they are being spent for their
intended purposes, or whether they are being spent wisely. We
simply do not have the resources in place right now to do that.

I understand that they have asked for additional resources; at
least, I understand, 20 to 30 additional employees for 2008, and
they are asking for 20 to 30 again in 2009. In my opinion, that is
not sufficient to provide oversight, on a national scale, of all of the
30 to 40 different nondisaster grant programs that we have respon-
sibility for.

Mr. WALKER. Mr. Rogers, one of the concerns that I have is that
DHS not fall into the same pattern that the Department of Defense
has fallen into over the past several decades, and that is, since the
Department of Defense and the Department of Homeland Security
are both in the business of safety and security, and they are the
most fundamental things for a national government to do, you can
have a mentality where it is get the money, spend the money, get
the money, spend the money, and there can also be a circumstance
in which the Congress feels compelled to provide more funds to
show that it cares because these are very serious missions and very
important missions to this nation.

I think I come back to two words. Risk and resources. Everything
we are spending money on ought to be based on a considered risk-
based assessment because this nation has finite resources. We are
mortgaging the future of our kids and grand kids at embarrassing
rates, and we are not getting good value for money.

So everything needs to be focused on risk, number one, and to
really press them hard on how these monies are being allocated to
mitigate the most risk with the available resources, recognizing
that there are limits; and, secondly, performance metrics that ulti-
mately lead to outcomes. What type of outcome are we trying to
achieve? And you need to have performance metrics that will give
you interim indicators, all geared towards trying to achieve a de-
sired outcome.

So risk and outcomes, and focus like a laser on those two things,
I would respectfully submit.
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FIRST RESPONDERS

Mr. ROGERS. I have the feeling, a rather strong feeling, that the
Congress has failed to define what it is we want first responders
to do in the context of national security.

First responders, obviously, are local city and state organizations
to protect the health and safety of their individual constituents.
Fire departments are there to protect local people from the natural
hazards of fire, police against local crime, and so on. EMTs have
their chores.

Very little of what they do, or what we are asking them to do,
relates to national security, homeland security on the national
level. Are we training them for the purposes that we are using
them for? Are we paying them adequately to do that, and are we
measuring whether or not they are trained and whether or not
they are succeeding in doing what they are supposed to do?

All of these cities and counties and states are hungry for money.
Their budgets are worse than ours. The only difference is we can
print, make money, and they cannot. So they are broke as well, and
they are hammering us, politically in Congress, send more money,
send more money to the first responders, and we respond to that.
But I do not think that we have defined and told the first respond-
ers, “Here is what we want you to do, and here is the money to
do that and we are going to expect to see a measurable result in
so many months or years or whatever.”

We have not done that. I think that is our fault. But the Depart-
ment has not given us very good indications of how to do that, and
we have been wrestling with this now for, at least, five years, and
I really have not seen any progress. In fact, I have seen it recede
back. I think it is a shame, number one; and, number two, it is
very dangerous.

Mr. SKINNER. Mr. Rogers, you are absolutely correct. Part of the
problem that we are experiencing within the Department of Home-
land Security is the mere fact that we are receiving large sums of
money that we are asked to administer without doing our own ade-
quate, internal planning and without the resources to administer
those monies.

So we are reacting. Every year, we are reacting to try to get the
monies out to the state and locals that is appropriated this year.
We have not stepped back and asked the very basic question: What
outcome do we want? What is the purpose of these grant programs?
Are we safer today? Are we better prepared today? How do we
measure our progress?

As Mr. Walker says, we cannot satisfy everyone, so what we have
to do is prioritize based on risk. Many of the grant programs right
now are risk based, as I mentioned earlier, Port Security, for exam-
ple, Buffer Zone, but, nonetheless, those are stovepipe grants. We
have never stepped back and looked at the big picture. We are fo-
cusing on establishing priorities for each individual stovepipe grant
without stepping back and looking at what the priorities, on a na-
tional scale, are.

Mr. ROGERS. Who needs to do the stepping back and looking? Is
it Congress, or is it the Department?
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Mr. SKINNER. I believe the Department has that responsibility to
do that. Right now, they need to catch their breaths and step back
and say, “If we are going to go forward with large, multibillion an-
nual grant programs, then we need to instill in ourselves certain
disciplines and processes so that we can make informed decisions
and also demonstrate our successes here.” We cannot do that now.

Mr. ROGERS. Do we need a law change?

Mr. SKINNER. I would not say so much that we need a law
change. Grants management is not new. There are a lot of best
practices out there. There is a lot of literature, both on the aca-
demic side and also on the operational side, as to how you can
manage grant programs.

Mr. WALKER. Mr. Rogers, if I can jump in here, I would agree
with virtually everything you said earlier, but I also think you have
to put this in context. We are talking here about grant manage-
ment within the Department of Homeland Security, and, clearly, it
needs to be more risk focused, it needs to be more comprehensive
and integrated with regard to the definition of “risk,” and it needs
to be more outcome based.

The level of detail that has to be not gotten into is something
that, by definition, Congress should not do. That would be the point
of micromanagement. But let me tell you what Congress should do
that it has not done, and it is not just with regard to Homeland
Security; it is virtually everything the federal government does.

This government spends three trillion dollars a year. It forgoes
revenues of $800 to $900 billion a year because of tax deductions,
exemptions, credits, exclusions, and, for the most part, Congress
never defines, when it passes a law or reauthorizes a program or
enacts a tax preference, it never defines what outcome it is trying
to achieve.

What are we trying to achieve, and how are we, therefore, going
to be able to hold those responsible for implementing those policies
and programs accountable for whether or not, in fact, they are
doing that?

I will tell you, this government wastes tens of billions of dollars
a year, at least, if not hundreds, because people are focused on get-
ting the money, spending the money, doing the compliance rather
than focusing on what are we trying to achieve? And we des-
perately need some key national, outcome-based indicators that
would drive decision-making not only in the Congress but also in
the executive branch, and I would be more than happy, at some
point in time, if you want to talk further about that, to do that.

Mr. ROGERS. Thanks.

Mr. PrICE. Thank you. I do think this discussion is needed and
would be useful. The administration’s budget simply removes the
funding for a lot of this grant activity, as opposed to trying to focus
it in a more discriminating way, and, from the congressional side,
I think your point is well taken.

We often get a papering over of the kinds of goals that we are
pursuing, partly because ever since this Department was estab-
lished, we have been in the business of compensating for failures
elsewhere in the budget to give the kind of support for first re-
sponders that they have called for and that we had in the nineties.
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That is not to say Homeland Security should become the reposi-
tory for all of those requests and the kinds of goals that they are
based on, but the political reality is that that has happened, to
some degree, until the Justice Department programs, let us say,
are put in a more robust, healthy state, then we are probably going
to continue to have to deal with this politically.

Your comments are certainly well taken as to the need for, on
both sides of Pennsylvania Avenue, for a more articulate set of
goals and measurable outcomes so that we have some way of as-
sessing what we are doing.

Thank you all very much. We appreciate your testimony. We will
study it, and we look forward to consulting with you in the months
ahead. Thank you.

The subcommittee is adjourned.
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Questions for the Record Submitted by Chairman Price
to the Government Accountability Office

Question: Has DHS put policies in place that hinder fusion center staffing?

Answer: In October 2007, we reported on the development of fusion centers—
which we defined as collaborative efforts to detect, prevent, investigate, and respond to
criminal and terrorist activity. During our work, we contacted officials from 58 fusion
centers from across the country and requested information on their efforts to create and
administer these centers. In their responses, fusion center officials identified several DHS
policies that created challenges to their staffing. More specifically, officials in 40 of the
58 fusion centers we contacted identified challenges with finding adequate funding for
specific components of their centers’ operations—in particular personnel, training, and
facilities—and officials in 24 of those 40 centers related these challenges to restrictions
and requirements of federal grant funding. Officials in 21 fusion centers we contacted
said that obtaining adequate funding for personnel was difficult, and officials in 17
centers found federal time limits on the use of DHS grant funds for personnel difficult—
which they said could affect the sustainability of their centers.! In addition, officials in 8
of the fusion centers expressed concerns about maintaining their personnel levels,
particularly if federal funding declines, and officials in 17 of the 58 fusion centers found
it challenging to comply with the DHS grant requirement for training newly hired
analysts (that they attend training within 6 months or have previous analytical
experience) or the funding costs associated with training. In addition, officials in 14 of
the centers said that they had difficulty funding training costs, such as when using the
funds for training conflicted with buying equipment or other tangible goods.

Question: 1f you had to pick four improvements that you think DHS should be
able to achieve by September 2008, prior to the administration transition, what
would they be?

Answer: In the near-term, we believe that there are four areas on which the
department should focus its efforts prior to the administration transition:

* Establish a Presidential transition plan. DHS has taken steps to address challenges
associated with the upcoming presidential transition, but it needs to establish an

overall transition plan. The Homeland Security Act of 2002, as amended, requires
DHS to develop a transition and succession plan to direct the department through
its first transition to a new presidential administration, and the Homeland Security

! According to the fiscal year 2007 Department of Homeland Security Homeland Security Grant Program Guidance,
Urban Areas Security Initiative and Law Enforcement Terrorism Prevention Program funds could be used to hire new
staff or contractor pasitions to serve as intelligence analysts to enable information and intelligence sharing capabilities.
Costs associated with hiring new intelligence analysts are allowable only for 2 years, after which states and urban areas
may be responsible for supporting the costs to sustain those intelligence analysts. Fiscal year 2008 Homeland Security
Grant Program Guidance similarly specifies such costs are allowable for 2 years, after which states and urban areas are
responsible for sustaining them.
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department’s planning efforts. In line with HSAC’s recommendations, as well as
the Homeland Security Act, we believe that a transition plan focusing on avoiding
vacancies in leadership positions and defining roles and responsibilities for these
key positions is necessary. Clearly defining roles and mechanisms to hold relevant
personnel accountable for stated responsibilities is a goal that can be attained prior
to the transition. Further, setting transition planning and preparation milestones for
the next 9-12 months will help DHS prepare for and implement the transition and
allow evaluation of progress in the months ahead.

DHS is already addressing some of the ATTF recommendations and the transition
challenges in general. For example, DHS reported that it is promoting career
professionals to positions typically held by Presidential appointees. This not only
addresses broad leadership continuity concerns but also is responsive to the ATTF
recommendation of reducing the number of political appointees to effect a more
even mix of career and political personnel in leadership positions. DHS reported
that it is also carrying out training activities for career leadership personnel to help
prepare these senior executives to manage operations throughout the transition.

Develop corrective action plan for high-risk area. In 2003, we designated the
implementation and transformation of DHS as high-risk because it represented an
enormous undertaking that would require time to achieve in an effective and
efficient manner. The area has remained on our high-risk list since then.

To be removed from GAO’s high-risk list, agencies must demonstrate a strong
commitment to and top leadership support for addressing problems and provide the
capacity to resolve them. Agencies also must produce a corrective action plan that
defines the root causes of identified problems, identifies effective solutions to those
problems, and provides for substantially completing corrective measures in the near
term. Such a plan should include performance metrics and milestones, as well as
mechanisms to monitor progress. In the spring of 2006, DHS provided us with a
draft corrective action plan for its transformation that did not contain key elements
we have identified as necessary for an effective corrective action plan, including
specific actions to address identified objectives. As of February 2008, DHS had not
yet completed its final plan. Agencies must also demonstrate significant progress in
addressing the problems identified in their corrective action plans. It will be
important for DHS to become more transparent and minimize recurring delays in
providing access to information on its programs and operations so that Congress,
GAOQ, and others can independently assess its efforts. It is also important that
agencies and, in particular top leadership, demonstrate a commitment to sustain
initial improvements in their performance over the long term. DHSs leaders need
to make and demonstrate a commitment to implementing a transformed
organization. The Secretary has stated such a commitment, but appropriate follow-
up is required to assure that transformation plans are effectively implemented and
sustained, including the allocation of adequate resources to support transformation
efforts.
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e Improve disaster preparedness and response capabilities. In the area of disaster
preparedness and response, DHS must overcome a number of continuing
challenges, including those related to clearly defining leadership roles and
responsibilities. This was a key issue in the response to Hurricane Katrina, and
DHS has made some progress in the area, including designating Federal
Coordinating Officers (FCO) for regions and states at risk of hurricanes, as well as
Principal Federal Officers (PFO) for the Gulf Coast, the Northeast Region, the
Mid-Atlantic Region, Florida, and Texas. It is critically important that the
authorities, roles, and responsibilities of these designated FCOs and PFOs be clear
and clearly understood by all. However, there is still some question among state
and local first responders about the need for both positions and how they will work
together in disaster response. In addition, because the January 2008 National
Response Framework makes some distinctions in roles and responsibilities for
“emergency management” versus “incident management,” it is essential that these
terms be clearly defined, communicated, and understood, as the lessons learned
from Hurricane Katrina demonstrated. Similarly, DHS’s leadership responsibilities
in an influenza pandemic, which it shares with the Department of Health and
Human Services, are unclear, and we have recommended that both agencies
develop rigorous testing, training, and exercises for pandemic influenza to ensure
that federal leadership roles are clearly defined, understood, and work effectively.

DHS also faces challenges in ensuring necessary disaster response capabilities. [n
any major disaster requiring the coordinated efforts of all levels of government,
including substantial federal involvement, key capabilities include (1) real-time
situational awareness for evaluating and coordinating appropriate response
activities; (2) having an effective incident command and management system that
all of those involved in the response—federal, state, local, nongovernmental, and
private-sector entities—clearly understand and routinely use; and (3) having the
ability to identify, access, and deploy resources from other governmental,
nonprofit, and private entities for effective response.

DHS does not have reliable, comparable information regarding the capabilities that
exist across the nation compared to the capabilities that we need to respond to
major disasters, regardless of cause. Developing these key response capabilities
requires realistic training and exercises. Exercises—particularly for the type or
magnitude of events for which there is little actual experience—are essential for
developing skills and identifying what works well and what needs further
improvement.

Strengthen key acquisitions and contracting initiatives. DHS has some of the most
extensive acquisitions needs within the U.S. government, ranging from information

systems and new technologies to weapons and professional services. In recent
work, we found that the department relies heavily on contractors. We reported that
given its use of contractors to provide selected services, it is critical for DHS to
strategically address workforce deployment and determine the appropriate role of
contractors in meeting its mission.
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Two of DHS’s key acquisitions—SBlrner and Deepwater-—have faced challenges
that deserve attention. In its early stages, SBInet encountered unforeseen problems
that could affect DHS’s ability to meet projected completion dates, expected costs,
and performance goals. These issues underscore the need for both DHS and
Boeing, as the prime contractor, to continue to work cooperatively to correct
remaining problems and to ensure that the SBInet Program Management Office has
adequate staff to effectively plan and oversee future projects. These issues also
underscore Congress’s need to stay closely attuned to DHS’s progress in the SBlner
program to make sure that performance, schedule, and cost estimates are achieved
and the nation’s border security needs are fully addressed.

Over the past several years, GAO has also reported on challenges the Coast Guard
faced in managing and overseeing the Deepwater program related to management,
contractor accountability, and cost control. As a result of these problems, the Coast
Guard has decided to take on more direct responsibility for the acquisition
management and support of key Deepwater assets. However, until the Coast Guard
has sufficient staff with the requisite skills, abilities, and contract management tools
to carry out these new and expanding responsibilities, the Deepwater program will
remain at risk of not being delivered on time and at fair cost and performing as
intended.

Question: What are your views on the Homeland Security Advisory Council's
Administration Transition Task Force Report?

Answer: The Homeland Security Advisory Council (HSAC) Report of the
Administration Transition Task Force (ATTF) provides a reasonable roadmap for DHS to
follow in its transition planning efforts. We believe that, in addition to carrying out the
ATTF’s recommendations, DHS should assign roles and responsibilities and set
milestones so that the department and its personnel can be held accountable for
performing its duties throughout the transition period.

Among the key themes HSAC identified, three are of particular importance:

» Leadership. Among activities to bolster leadership during the transition, the ATTF
recommends identifying nominees early in the transition period, encouraging
current political appointees to overlap (at the request of the new administration)
with incoming appointees or to at least finish their terms, suggesting incoming
nominees to function as consultants until confirmed, reducing the number of
political appointees in the department, assigning back-up career professionals for
each key political position, and considering current appointees for career positions.
In addition to these ATTF recommendations, we believe that clearly outlining roles
and department milestones will help DHS to maintain strong leadership during the
transition and allow for independent evaluation to hold the department accountable
for implementing its plan.
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o Information Transfer. The ATTF is appropriately concerned with information
transfer, The task force recommends providing summaries, briefings, best practices,
lessons learned, and cost/benefit analyses of controversial budget items to incoming
personnel; holding meetings of outgoing and incoming leaders; building an alumni
list (of both career and political personnel) for reference; encouraging state, local,
private sector and other partners to support transition efforts; supporting fusion
centers; and developing a clear communication strategy. We agree with these
recommendations and hope that such efforts will promote the continuation of
DHS’s use of risk management practices throughout the transition and into the new
administration.

Congressional Concerns. While much of the transition effort will be shouldered by
DHS, we agree that the Congress should do its part to smooth the pending
administration change by taking action on ATTF suggestions regarding expediting
nominee confirmations.

Question: Please provide your views on the FTEs DHS has allocated to
management and operations in its FY2009 budget.

Answer: While we have not evaluated the impact of DHS’s FY2009 budget on the
department’s staffing, in past work we have reported on human capital and staffing issues
at the department. Since its inception in 2003, DHS has faced numerous human capital
challenges related to recruiting, retaining, and managing its workforce of 208,000
employees. In previous work, GAO has noted that hiring or staffing difficulties have
adversely affected DHS operations in various areas, including border security and
immigration enforcement, aviation security, emergency preparedness and response, and
acquisition management. For example, in May 2005 we reported that ineffective DHS
management processes have impeded the department’s ability to hire employees and
maintain contracts. In September 2006 we reported that concerns regarding staffing for
disaster response management have been longstanding, and we noted that FEMA official:
cited the lack of agency and contractor staffing as a difficulty. We also reported that
DHS’s Office of the Chief Procurement Officer had not focused on oversight due in part
to limited staffing. In addition, in January 2007 we reported that FEMA lacked a strategic
workforce plan and related human capital strategies—such as succession planning or a
coordinated training effort. Such tools are integral to managing resources, as they enable
an agency to define staffing levels, identify the critical skills needed to achieve its
mission, and eliminate or mitigate gaps between current and future skills and
competencies.

While we have not independently assessed what the number of FTEs dedicated to
management and operations should be, it is important for DHS to have the needed
amount of staff with requisite skills and abilities to fill management positions. Further,
DHS’s plans for hiring and staffing management should be part of its overall efforts to
strengthen the department’s human capital management—including hiring, retaining, and
training talented professionals—and to improve employee morale. In previous work,
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GAO recommended that DHS develop a management integration strategy for the
department and a dedicated team to help develop and implement it.

The Implementing Recommendations of the 9/11 Commission Act of 2007 require DHS
to develop such a strategy, and the Undersecretary for Management will lead this effort.
GAO is following up on its status as part of its routine recommendations follow-up
process.
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Questions for the Record Submitted by the Honorable Sam Farr to the Government
Accountability Office

Question: Mr. Walker, you note in your written testimony that “DHS has not
always implemented effective strategic planning efforts and has not yet fully developed
performance measures or put into place structures to help ensure that the agency is
managing for results.” What specific structural changes would be most helpful to
strengthen DHS’ strategic planning process, and bridge the divides that continue to
exist between its component agencies? In particular, should DHS re-establish an
Integration Staff organization, along the lines of the organization that Governor Ridge
created for that purpose but has since been eliminated?

Answer: We believe that DHS could take several actions to strengthen its strategic
planning efforts and enhance the integration of its component agencies. First, DHS should
complete a corrective action plan to help address those issues that have contributed to our
identification of DHS transformation and implementation as high-risk. Such a corrective
action plan would define the root causes of identified problems, identify effective solutions to
those problems, and provide for substantially completing corrective measures in the near
term. The plan should also include performance metrics and milestones, as well as
mechanisms to monitor progress. In the spring of 2006, DHS provided us with a draft
corrective action plan for its transformation that did not contain key elements we have
identified as necessary for an effective corrective action plan, including specific actions to
address identified objectives. As of February 2008, DHS had not yet completed its final plan.
Second, we have recommended that DHS develop a management integration strategy for the
department and a dedicated team to help develop and implement it. The Implementing
Recommendations of the 9/11 Commission Act of 2007 requires DHS to develop such a
strategy. Third, we have recommended that DHS’s strategic planning process include direct
consultation with external stakeholders.

In addition, DHS is an appropriate candidate for a Chief Operating Officer/Chief
Management Officer (COO/CMO) as a second deputy position or alternatively as a principal
undersecretary for management position. Designating the Undersecretary for Management at
DHS as the CMO at an Executive Level I is a step in the right direction, but this change does
not go far enough. A COO/CMO for DHS with a limited term that does not transition across
administrations will not help to ensure the continuity of focus and attention needed to protect
the security of our nation. A COO/CMO at the appropriate organizational level at DHS, with
a term appointment, would provide the elevated senior leadership and concerted and long-
term attention required to marshal its transformation efforts.
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Questions for the Record Submitted by the Honorable Lucille Roybal-Allard to the DHS
Inspector General

Reporting Cyber Incidents at DHS

Question: In Inspector General Skinner’s semiannual report covering DHS operations from
April 1 — September 30, 2007, the Inspector General indicated that all known cyber incidents
from across the federal government are not being reported to the National Cyber Security
Division, which has established an incident-handling center.

Please describe the risk inherent in the Department’s current inability to report all cyber
incidents, and please speak to how the Inspector General would recommend the Department
improve this situation,

Answer: Less than complete reporting hampers the government’s ability to know whether
an incident is isolated at one agency or is part of a larger event and thus complicates and delays
appropriate response, such as distributing security patches or other compensating controls.
Further, programs such as Finstein, helps agencies identify baseline network traffic patters,
configuration problems, unauthorized network traffic, network backdoors, routing anomalies,
and network scanning activities. Unfortunately, Einstein is not deployed at all agencies
throughout the federal government. An effective incident response capability can provide Chief
Information Officers and other agency senior managers with input for risk assessments, heip
prioritize security improvements, and illustrate risk and related trends.



THURSDAY, FEBRUARY 14, 2008.

LAND BORDER ENFORCEMENT

WITNESSES

ARVIN WEST, SHERIFF OF HUDSPETH COUNTY, TEXAS

CHAD FOSTER, MAYOR OF EAGLE PASS, TEXAS

JIM ED MILLER, MILLER BROS. FARMS, FORT HANCOCK, TEXAS
RICHARD S. WALDEN, PRESIDENT, FARMER’S INVESTMENT CO.

NAN STOCKHOLM WALDEN, VICE PRESIDENT AND COUNSEL, FARM-
ER’S INVESTMENT CO.

Mr. PRICE. The subcommittee will come to order. Good afternoon,
everyone. Today we review the Department of Homeland Security
border enforcement programs, including its plans for fencing on the
southwest border.

I want to welcome five witnesses this afternoon, two of them
public officials, Mayor Chad Foster of Eagle Pass, Texas, who is
also chairman of the Texas Border Coalition; Sheriff Arvin West of
Hudspeth County, Texas, who represents the Texas Border Sheriffs
Coalition.

In addition, we are fortunate to have the perspective of private
citizens who are landowners and business people: Mr. Jim Ed Mil-
ler of Fort Hancock, Texas, and Richard and Nan Walden of
Sahuarita, Arizona. How is that? We welcome you and look forward
to your testimony.

Last week in a speech entitled Why Washington Does Not Work,
Secretary Chertoff said that implementing border security pre-
sented a structural problem, what he called a structural problem,
one where those with an intense personal stake in a policy decision
may have or try to have more influence than the great majority of
citizens whose interest is more general. That is the way he framed
this issue.

For example, he argued that the cost of not building a border
fence should be taken into account, including the impact of drug
dealing in Chicago or the consequences of letting criminals or po-
tential terrorists enter our country. These impacts, he argued,
should be weighed against local opposition to a fence. In his words,
a fence would be for the greater good.

I would ask the witnesses who testify today to reflect on that; on
whether DHS policies to secure the land borders of the U.S. seem
to them to be consistent with the greater good of the United States.
Do you see any conflict between achieving such goals and at the
same time taking into account local conditions and needs? After all,
many of you have lived on the border and in close proximity to
Mexico for your entire lives.

I hope and expect that you will have some ideas about how to
address our broader goals, as well as about the fence’s local impact.

(93)
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While the Secretary alludes to the costs of consultation, I believe
he ignores the fact that consultation often can lead to an outcome
that may be superior to what any single party could achieve inde-
pendently. It also might satisfy some of those broader concerns, the
concerns of a greater number of stakeholders.

In other words, we are looking here for the proverbial win/win
solution. You cannot always find those solutions, but I think it is
highly desirable in this case to explore all the possibilities.

Last year the subcommittee traveled to the southwest border
twice to learn firsthand the challenges involved in trying to secure
almost 2,000 miles of diverse border land. We met Border Patrol
agents and CBP officers on the ground. We saw mountains and
deserts and the beautiful Rio Grande. We visited the area where
the FBI Net Technology Project was being undertaken, and we ob-
served operations of CBP air and marine.

Of particular value were our meetings with local officials, and
some of you were in on those meetings. We met with law enforce-
ment personnel, with local elected leaders and citizens, and we
heard concerns expressed about the prospects for extensive fencing
through areas of great cultural, economic and environmental sensi-
tivity.

As a result, we incorporated language in the fiscal 2008 appro-
priations bill to require the Department of Homeland Security to
thoroughly justify its future projects and to participate in meaning-
ful consultation with the communities involved.

I hope we can discuss how well that legislation is being imple-
mented today, what kind of implementation you would look for in
the future, including provisions that require transparency, con-
sultation and good stewardship in the use of public funding for
such major and complex projects.

So we look forward to your testimony this afternoon and to hear-
ing your insights on how we can better manage the security of the
border to the benefit of us all.

Let me now ask our distinguished Ranking Member, Mr. Rogers,
for his comments.

Mr. ROGERS. Thank you, Mr. Chairman, and we say welcome to
our distinguished guests who have come so far to be with us today
to share your views.

I do not think I have to tell anybody here how important it is
for Members of Congress to listen to those on the front lines, so to
speak, the issues that we are responsible for addressing on behalf
of the American people.

I have often said that the desk, and in this case the dais, is a
dangerous place from which to view the world, and that is certainly
the case when we are talking about the issues of border security
and illegal immigration issues that are as complex and important
as they come.

I am sincerely grateful to have before us today individuals who
deal with the impacts of illegal immigration and cross border
smuggling every day. I believe you will bring us all a unique per-
spective from which we all can learn.

As this subcommittee has labored over the last five years to vast-
ly increase the resources devoted to border security and immigra-
tion enforcement, we have always been mindful of the impacts
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upon state and local communities. We have not only expected DHS
to reach out to localities that are affected by their operations; we
have expected DHS to do so with vigor.

While DHS certainly has a duty to secure the borders and ports
of entry and to enforce the immigration laws, the Department also
has a duty to be considerate of citizens’ rights, especially law abid-
ing citizens, while carrying out the mission of securing the borders.

So I think we have to approach this issue in terms of balance.
It is without question that we are going to have to secure our bor-
ders and end illegal immigration. Sovereign control of borders and
a viable immigration system are fundamental to our homeland se-
curity, and these are goals that are not negotiable. However, many
local governments and private landowners have interests that are
impacted by the Department’s efforts, and they have every right to
be heard and to be granted reasonable considerations.

I know the issues of border security and illegal immigration are
difficult. I have been dealing with these issues my entire 27 years
here in the Congress and have often cringed over the futility of our
feeble efforts, but now in looking at recent results I am somewhat
optimistic that the tide may be turning and that we are finally
achieving the control of our borders that has been so elusive, yet
also unquestionably vital to the safety and security of the nation.

So we thank you again for coming here to testify today and share
with us your wisdom. We appreciate your willingness to contribute
to solving the problems and look forward to hearing your testi-
mony.

Thank you.

Mr. PriCE. Thank you, Mr. Rogers.

I am going to suggest that we start with Mayor Foster and then
turn to Sheriff West, then to Mr. Miller and then to Mr. and Mrs.
Walden. We would like to ask each of you to keep your oral re-
marks to five minutes.

We have your full statements. We will gladly put those state-
ments in the hearing record, but I think it will help move us along
if you can summarize your statements and then leave time for our
questions.

Mayor, why don’t you begin?

BORDER FENCE

Mr. FosTER. Thank you. Chairman Price, subcommittee Mem-
bers, I am speaking today for 2.1 million Americans in 14 border
counties of the 1,250 mile Texas-Mexico border.

Historically our communities have endured the neglect of federal
and state governments. In recent years, the tide has begun to turn
as the border has emerged as one of the most vibrant and dynamic
regions in Texas. Ours is a region of contrast exhibiting differences
of language, culture, tradition and economy. The interconnected-
ness of our communities on both sides of the international bound-
ary gives our region a distinct sense of place.

The Texas Border Coalition thanks you for your leadership. We
ask your continued assistance in giving our communities a voice in
government decisions and ask for your help in providing us the
tools to advance our region.
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Your 2008 bill set the performance bar high for the Department
of Homeland Security and Customs and Border Protection. Our re-
gion needs your help making the execution clear the bar. Their per-
formance in the six weeks since enactment has not been encour-
aging.

Even before the President signed your bill, we sought to begin
consultation with the CBP as required by law and were rebuffed.
We were told that CBP had held 18 town hall meetings. That, on
investigation, turned out to be meals in restaurants and phone
calls. I trust that most of you have held town hall meetings in your
districts, and none of you would consider a private phone call be-
tween two parties to meet that definition.

In the single instance where CBP consulted with local govern-
ment, a resolution has been agreed to. Last week Hidalgo County
agreed to partner with DHS to rebuild levees along the Rio Grande
to create a more effective barrier to illegal entry. It does not in-
clude a fence that people seeking illegal entry can climb over, cut
through or tunnel under. It is a smart solution.

We have proposed similar solutions with the Laredo Vega and
Brownsville Weir projects, only to be rejected without discussion or
investigation. We want to work with DHS to fashion smart solu-
tiorils. We need your muscle to bring them to the table and work
with us.

As the Border Patrol gains greater control of the border between
the ports—and in Texas we are achieving control without a fence—
the ports of entry come under great stress. It is a top TBC priority
that Congress give the ports of entry the personnel and technology
needed to harden their vulnerability.

We will work with your financial services colleagues on needed
infrastructure improvements. According to the Government Ac-
countability Office, we need 4,000 new officers to secure the ports
of entry. The President’s budget proposes 500. We understand the
need to ramp up, but at this pace we will remain in danger beyond
2017. We need to double the President’s number to 1,000 this year
and double it again next year to 2,000 new Customs agents.

The President’s budget proposes to implement the Western
Hemisphere Travel Initiative on October 1, 2008. Whether it is im-
plemented in 2008 or 2009 as provided by your bill, our ports of
entry must be equipped to deal with the new rule.

The budget does not include needed investments in technology,
training, public education or testing that are essential to success.
In the face of these shortcomings, the budget proposes to cut sala-
ries and expenses, budget authority for the ports of entry by $344
million. I understand that the appropriations justification for ports
of entry reduces their request by another $300 million.

The President’s plan raises questions whether the DHS commit-
ment to secure the border is no more than a hollow premise that
depends on ineffective fences. The consequence of the Administra-
tion’s policy would be a less safe border, a less safe America, fewer
hands on deck without the equipment they need and longer lines
at the border.

The 9/11 terrorists entered the United States through ports of
entry. Most undocumented aliens enter the United States through
ports of entry. Most illegal drugs entering the United States come
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through ports of entry. We need to invest in our ports of entry to
protect Americans from terrorism, illegal drugs and unlawful entry.
Without these investments our economy will continue to falter as
commerce is frustrated by growing border crossing wait times at
the expense of American jobs and economic growth.

The Texas Border Coalition believes we can do better. We urge
your subcommittee to improve the Administration plan and harden
the security on the nation’s borders.

Thank you, gentlemen.

[The information follows:]
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Chairman Price, subcommittee members, I am speaking today for 2.1 million
Amerieans in 14 border counties of the 1,250 mile Texas-Mexico border.
Historically, our communitics have endured the neglect of federal and state
governments. In recent years, the tide has begun to turn as the border has emerged
as onc the most vibrant and dynamic regions of Texas. Ours is a region of contrasts,
exhibiting differences of language, culture, tradition, and cconomy. The
interconnectedness of our communities on both sides of the international boundary
gives our region a distinct sense of place.

The Texas Border Coalition thanks you for your leadership. We ask your
continued assistance in giving our communities a voice in government decisions
and ask for your help in providing us the tools to advance our region.

Your 2008 bill set the performance bar high for the Department of Homeland
Security and Customs and Border Patrol. Our region needs your help making their
execution clear the bar. Their performance in the six weeks since enactment has not
been encouraging. Even before the president signed your bill, we sought to begin
consultations with the CBP as required by the law and were rebuffed. We were told
that the CBP had “held 18 town hall meetings” that, on investigation, turned out to
be meals in restaurants and phone calls. T trust that most of you have held town hail
meetings in your districts, and none of you consider a private phone call between
two partics to meet that definition.

In the single instance when CBP consulted with local government, a resolution has
been agreed to. Last week, Hidalgo County agreed to partner with DHS to rebuild
icvees along the Rio Grande to create a more effective barrier to illegal entry. It
docs not includc a fence that people sceking illegal entry can climb over, cut
through or tunnel under. It is a smart solution, and we have proposcd similar
solutions with the Laredo Vega and Brownsville Weir projects only to be rejected
without discussion or investigation. We want to work with DHS to fashion smart
solutions. We need your muscle to bring them to the table and work with us.

As the Border Patrol gains greater control of the border betwcen ports, and in Texas
we are achieving contro} without a fence, the ports of entry come under greater
stress. It is a top TBC priority that Congress give the ports of entry the personnel
and technology necded to harden their vulnerabilities. We will work with your
Financial Scrvices collcagues on needed infrastructure improvements.

100 S. Monroe St. Eagte Pass, TX 78852 P: 830-773-1111 F: 830-773-8170
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According to the Government Accountability Office, we need 4,000 new officers to secure the
ports of entry. The president’s budget proposes 500. We understand the need to ramp up, but
at this pace we will remain in danger beyond 2017. We need to double the president’s number
to 1,000 this year and double it again next year to 2,000 new customs agents,

The president’s budget proposes to implement the Western Hemisphere Travel Initiative on
October 1, 2008. Whether it is implemented in 2008 or 2009, as provided by your bill, our
ports of entry must be equipped to deal with the new rules. The budget does not include
needed investments in technology, training, public education or testing that are essential to
success.

In the face of these shortcomings, the budget proposes to cut salaries and expenses budget
authority for ports of entry by $344 million. I understand that the appropriations justification
for ports of entry reduces their request by another $300 million.

The president’s plan raises questions whether the DHS commitment to secure the border is no
more than hollow promise that depends on ineffective fences. The consequence of the
Administration’s policy would be a less safe border region, a less safe America, fewer hands
on deck without the equipment they need and longer lines at the border.

The 9-11 terrorists entered the United States through ports of entry. Most undocumented aliens
enter the United States through ports of entry. Most of the illegal drugs entering the United
States come through ports of entry.

We need to invest in our ports of entry to protect America from terrorism, illegal drugs and
unlawful entry. Without these investments, our economy will continue to falter as commerce
is frustrated by growing border crossing wait times, at the expense of American jobs and
economic growth.

The Texas Border Coalition believes we can do better. We urge your subcommittee to
improve the Administration plan and harden security on the nation’s borders.

100 S. Monroe St. Eagle Pass, TX 78852 P: 830-773-1111 F: 830-773-8170
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Mr. PrICE. Thank you, Mayor.

Sheriff West.

Mr. WEST. Yes. Thank you all for inviting me up here. I have
this speech wrote up here, but I am going to tell you how it is, gen-
tlemen.

First of all, let me start by thanking you gentlemen for the
money that the Texas Border Sheriffs Coalition has received from
you gentlemen. It has been a shot in the arm, so to speak. Con-
gressman Culberson and Congressman Rodriguez have been real
instrumental in seeing the aspects that we deal with down there.

You made a comment earlier that you were seeing the tide
change. Yes, sir. Absolutely. You are seeing the tide change, and
you are seeing those changes as a direct result of a conglomerate
of everybody working together and being able to do this with such
funds that we have received from you gentlemen, as well as funds
that we have received from the State of Texas.

I am pleased to report to you that by last consensus the crime
rate is down 63 percent in the State of Texas on the border, which
is a significant difference as to what it was say two years ago, a
year and a half ago. We are making good strides. We are devel-
oping a wonderful partnership with DHS, Border Patrol, CBP, how-
ever you want to call it. We are moving forward.

As we push these issues back, and I want to say by issues, as
we press towards the border there is going to be more to come.
They are obviously laying in hiding now. They are going to wait for
the opportunity. They are going to wait until we give out. They are
going to wait until we quit pushing. It is our strong determination
that we keep pushing, that we keep it secure and secure it more
and more every day.

Once again, I would like to say that I think we are making good
strides. I think there is a lot of work still left to be done. I cannot
honestly sit here and tell you that we are ever going to get to Point
B, but we are a long ways from Point A I guess you might say.

I would just thank you, gentlemen, for everything you all have
done for us.

[The information follows:]
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Congressman Price,

Sir, let me first thank you for the opportunity o serve the citizens of Hudspeth County, The
Great State of Texas and The United States of America with testimony to this Committee on
Appropriations Homeland Security Subcommittee.

Moreover, I want you Chairman Price, Ranking Member Rogers and each of you who work
on this committee to know that it is with heart felt appreciation and great pride to be the one to
thank you for the $60 million dolars of Stonegarden funds you have so generously provided to Law
Enforcement to continue the work in securing our Southwestern Border.

In partnership with you and the United States Border Patrol these funds will enable Law
Enforcement to assist and support the Border Patrol in a Second Line of Defense in securing the
Southwestern Border. The funds will be used to continue the work of dismantling, apprehending,
deterring and putting the criminal element on notice, that you are serious about securing the
Southwestern Border and are committed to a securc Nation and have proved your resolve by
providing this funding to continue the work of Law Enforcement. Along with the Stonegarden Fund:
and the resources the State of Texas has provided, Law Enforcement can and will be a loyal partner
in the Border Initiative.

Since January 23, 2006 when the Mexican Military incursion in Hudspeth County became
embedded in the minds of Congress, Representatives and Senators alike, Republicans and
Democrats, News Media and the public as a whole and Law Enforcement across this Nation. Law
Enforcement who live and work in the Border Counties have enc tered challenges today as they
were before January 23, 2006. The challenges Law Enforcement face at this very moment on the
Southwestern Border are as real as they were two years ago.
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Law Enforcement on the Southwestern Border with Mexico is still dealing with violence,
criminal organized enterprises and narco terrorism from Mexico that has spilled over into our
Nation. This violence directly on the Southwestern Border is not dealt with by Law Enforcement
farther inland from the Southwestern Border, it is the Sheriff’s Offices, Police Departments, State
Agencies and Federal Agencies directly located on the border that are the first responders to the
violence, organized crime and illegal drugs that enters our Communities, Counties, State and our
Nation. One of the largest challenges facing Law Enforcement is the lack of personnel to devote to
this every growing problem. The U.S. Border Patral has worked tirelessly on their problem of
insufficient personnel, it seems they are gaining ground, however it appears they have a long way to
go. Before 1 explain the challenge that the Sherif’s offices face on a daily basis, let me thank those in
Washington whko have championed the canse for a secure border with Mexico and we are thankful
for every penny that has been allocated for Law Enforcement to work the border initiative.

Local Law Enforcement has been facing the challenge of insuflicient boots on the ground to
do our part when dealing with securing the Southwestern Border. The challenge is how we are to
spend the funds that we receive to secure the Southwestern Border. Some allocations have been for
equipment, some have been for new hires and some have been for overtime only. The challenge is
that the job of local law enforcement is very hard to accomplish when the funds received are for just
one or the other. To meet this overwheiming challenge, it would be a blessing to receive funds that
were for everything. This particular challenge would be overcome, by being able to hire additional
personnel paying existing personuel overtime, securing direct law enforcement tools not exotic

t, replac t items, administrative support, direct operating expenses and travel to aid
Law Enforcement to continue doing the job of securing the Southwestern Border.

Some local law enforcement agencies on the Southwestern Border are small. If we were able
to hire additional personnel while paying existing personnel overtime, we could show dramatic
increase in presence, dismantling and deterring those that are doing harm to the citizens of the
United States of America. When the funds specify one or the other a gap in continuity of forces
deployed to the border initiative are disrupted. It takes everyone that some of the small agencies have
to continue operations to secure the Southwestern Border. At present while we wait for funds to
become available, the violence continues, organized criminal enterprises grow and the flow of
nareotics and possible terrorist related crime against the United States is being perpetrated.

While I speak, a war is raging in Juarez Mexico, a place of over a million people, a place
that is located across the Rio Grande River from El Paso, Texas, an American city. A place where
American citizens live and work, young and old, rich and poor, of every ethnic background that we
have sworn to protect. Today, right now, rival cartel gangs are killing each other, coming to America
to kill and terrorizing every honest hard working person that lives on the Southwestern Border for
fear of being caught up as an innocent bystander when violence from these Mexican cartels erupts.
This is the challenge of Law Enforcement on the Southwestern Border to secure this border, to rid
the citizens of fear and return our border areas to a place that is safe to, live, work and raise our
families.

The challenges of working relations with the U.S. Border Patrol have made great strides in
overcoming our differences. I am thankful for these resolutions and we have seen a remarkable
improvement in coordinated efforts to secure the Southwestern Border. The challenges of local Law
Enforcement and the U.S, Border Patrol when working together are not over. As the U.S. Border
Patrol builds their manpower, there are still wide areas of uncovered border land. When, the U.S.
Border Patrol adds more agents to one arca the criminal element move to another. Local law
Enforcement is still undermanned and lack equipment and overtime to take up the slack. This is one
challenge that should take a high priority in Washington to continue to aid local, state and federal
agencies in this area of concern.
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There are many challenges that face Law Enforcement in the United States when working to
secure the Southwestern Border. These challenges have been here for a long time and will be here fo
a long time to come if we do not secure the border now and put these organized criminals, cartels,
drug runners and terrorist faction on notice that we are total committed and serious about the
security of our Homeland.

The priority of all Law Enforcement Agencies in America, local, state and federal should be
the security and well being of every citizen of this Nation. To realize this priority we must have
border security. Then we can realize Homeland Security. The priority of every Law Enforcement
Agency on the Southwestern Border is to have the resources to do the job of securing our
Southwestern Border. Some counties are so small that their tax base can not support the border
initiative. These counties rely on Washington for help. We on the Sonthwestern Border are
committed to doing our part in the border initiative and we need the help of the Federal Government
to accomplish this goal.

Of the highest priorities are manpower, overtime and equipment. With these three things all
at one time and the continued support of Washington to stay for the duration, we can begin to
seriously impact security on the Southwestern Border. Great strides have been made, but we can not
quit when we see a reduction in activity along the Southwestern Border by organized criminal
organizations. Our priority is to keep up the pressure till the end. Till, the criminal element is afraid
to come to the United States. Till, we have denied their access all up and down our border with
Mexico. Till, we can freely trade with Mexico without worries of criminal organized crime that has
made this type of open economic border harder for the United States and Mexico to realize. Till, our
citizens are free from terrorism and fear.

As for the local Sherif’s Offices on tbe southern border a priority is to keep the Texas
SherifP’s Border Coalition a working and effective coalition of men dedicated to a secure Nation.
There is strength in numbers, as we grow and our numbers grow with the help from Washington we
can more effectively do our part to secure the southern border. A high priority for continued success
is funding for the Texas Border Sherif’s Coalition main office in El Paso, Texas. The coalition’s
success is greatly enhanced with staff and ieadership of the executive director in our main office. A
priority is sharing the successfu! Texas model in partnerships that have grown with State Agencies,
Texas Rangers, Game Wardens, Federal Agencies, United States Border Patrol and Local Law
Enforcement, Sheriff’s Offices and Police Departments. The Texas Border Sheriff’s Coalition has
joined with the Southwestern Border Sherifl’s Coalition to spread the successes of lessons learned
and to grow into a force that can effectively be a partner with all who are working to secure our
Nation.

Thank you again for allowing me to testify before this committee and the support you have
shown for the Border Initiative. And moreover, God Bless you and The United States of America.

Yours Z“.cl_ / v
Arvin West

Sheriff

Hudspeth County, Texas
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Mr. PrICE. Thank you, Sheriff.
Mr. Miller.

BORDER FENCE

Mr. MILLER. Thank you, Chairman Price and Members of the
committee, for this opportunity to come and visit with you.

My name is Jim Ed Miller. I am a farmer in Fort Hancock,
Texas, which is in Hudspeth County, Texas, of which I am a county
commissioner also. I am here today to voice my support for a se-
cure border.

There are two concerns that I want to bring up about installing
the border fence along the Rio Grande in El Paso and Hudspeth
County. Number one, you cannot in my opinion secure a border
along the Rio Grande without controlling the vegetation along the
Rio Grande.

Number two, the installation of the border fence must not dam-
age the flood control capability of the river and/or interfere with ca-
nals and other infrastructures that irrigation districts have in their
facilities that run parallel to the river.

With your permission, I have some photographs. I think you
have them in your package. They may not be in color. There are
some color ones here. It is pictures of the Rio Grande. Picture No.
1 is a picture of the Rio Grande very close to Fort Hancock, Texas,
where I farm. This part of the river has not been cleaned for many
years, and most of the vegetation that you see along the banks of
the river here is salt cedar.

Now, these salt cedar provide a tremendous staging area for all
sorts of illegal activity along the river. Number one, it endangers
us for flood control. Number two, that endangers the Border Patrol
when they are down there on that river trying to patrol it.

Picture No. 2 is a section of the river just upstream from Picture
No. 1, and it has been cleaned. The salt cedar has been removed.
The floodways have been mowed. This is the levee here.

Picture No. 3 just kind of gives you a brief overview of where we
are talking about putting this fence and the infrastructure that the
irrigation districts, both El Paso and Hudspeth, have that parallel
the river.

We all agree that we need a win/win situation, Mr. Chairman.
If we can get the river cleaned, the border protection agencies, be
it Border Patrol or whomever, have a much better chance of secur-
ing our border, and the local people have a much greater flood con-
trol structure here in times of flooding.

My second concern is the damage that may be caused to the in-
frastructure of our region by placing a fence down there. Again, the
irrigation districts parallel the Rio Grande, and if the fence is put
up this impedes the ability of the local districts to get in and main-
tain their infrastructure.

Picture No. 4 deals with that. This is a stretch of river in El Paso
County. The water you see is the main canal. The dirt there to the
right of the picture is the river levee. To the right of that is Mexico.

All the water that comes to the irrigation districts, farmers in El
Paso and Hudspeth County, has to come through this common
ditch, and also a tremendous amount of water that is being deliv-
ered to the City of El Paso all has to come through this canal. If
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you put a fence in, where you put it could really deter in the ability
of the district to maintain this main artery for water delivery.

All of these structures that are on the irrigation side of this
equation are being supported by the local taxpayers. There is a
point to where the local people cannot afford to maintain these
kind of things.

Coming full circle, if we will clean the vegetation in the river we
go back to the win/win deal of the Border Patrol can patrol the bor-
der and flood control is afforded, the flood control which could dam-
age local people and/or damage the fence if it were put in there
somewhere.

I want to support and applaud Secretary Chertoff’s recent effort
for the work in Hidalgo County and our concerns with the border
fence. We hope that we can work also with Customs and Border
Patrol to come up with some sort of solution to minimize and miti-
gate the damage that would be done by putting a fence down there.

With that, I thank you very much for this opportunity to visit
with you.

[The information follows:]
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TESTIMONY OF HUDSPETH, TEXAS COUNTY COMMISSIONER JIM ED MILLER
Thank you Chairman Price and members of the committee for this
opportunity to testify. My name is Jim Ed Miller and [ am a
Commissioner for Hudspeth County, Texas. I am here today to voice
my support for a secure border. [ will be brief.

There are two concerns I wish to raise regarding the installation of the
Secure Border Initiative’s — Border Fence along the Rio Grande in El
Paso and Hudspeth Counties of Texas:

1) Simply put, you will never secure the border along the Rio Grande
unless you control the vegetation along the Rio Grande; and

2) Installation of the Border Fence must not damage the flood control,
irrigation canals and other infrastructure in the United States that runs
parallel the Rio Grande.

With your permission, I have photographs I would like to provide you
that show these concerns.

Photograph number 1 shows a section of the Rio Grande near Ft.
Hancock, Texas that has not been cleaned for many years. This dense
vegetation is mainly salt cedar or Tamarisk that creates a staging area for
illegal border activity and is safety risk to Border Patrol Agents.
Photograph number 2 shows a recently cleaned section of the Rio
Grande just upstream of the location of photograph number 1. It is easy
to see why control and management of the vegetation along the Rio
Grande is essential to a secure border.

Removal of this vegetation will improve the security of our border, and
reduces the likeliness of flooding of US lands adjacent to the Rio Grande
and the associated damage to the Border Fence. It is a win-win
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situation. The United States wins by having a more secure border and

the local communities win by having improved flood protection.

This brings me to my second concern: the damage that will be caused
by installing the Border Fence in the flood control and irrigation
infrastructure that parallels the Rio Grande along the US side of the
border. Photograph 3 is a map showing the proposed location of the
Border Fence and the location of our canals. Photograph 4 shows you
how close our canals are to the US border.

Much of this infrastructure was constructed and is maintained at a cost
to the local taxpayer. Neither the citizens of El Paso nor Hudspeth
County can afford for it to be damaged. This infrastructure is essential
to the local economy and the well being of our community. The Border
Fence, as proposed under the SBI program, will cut off access to our
canals, increase our maintenance cost, and put at livelihood at risk.

I support and applaud Secretary Chertoff’s recent effort to work with
Hidalgo County to find solutions to their concerns with the Border
Fence. Likewise, we hope Customs and Border Protection will work
with us to minimize and mitigate the damage that will be done to our
infrastructure by the construction of the fence.

[ strongly support Senator Hutchinson’s and Congressman Rodriguez’s
amendments made Consolidated Appropriations Act of 2008 (H.R.
2764; Public Law 110-161 under Section 564) to Section 102 of the
Illegal Immigration Reform and Immigrant Responsibility Act of 1996
(8 U.S.C. 1103 Section 102) and their inclusion of the Explanatory
Statement regarding invasive plant species. Attached to my written
testimony are my suggested changes to § U.S.C. 1103 that would
address some of my concerns. Thank you for the opportunity to testify
and I am pleased to answer any questions.
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Photograph 1 — Heavy Vegetation along Rio Grande in Hudspeth County, Texas

Photograph 2 — Recently Cleared Reach along Rio Grande in Hudspeth County, Texas
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Photograph 3 — Location of Proposed Border Fence El Paso and Hudspeth Counties, Texas

Photograph 4 — River Levee and Riverside Irrigation Canal, El Paso County, Texas
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(a) Section 102 of the Illegal Immigration Reform and Immigrant Responsibility Act of 1996 (8
U.S.C. 1103 note) is amended-- '

(1) in subsection (b) in paragraph (1) by striking subparagraphs (D) and adding

(D) Limitation on requirements.-- Notwithstanding subparagraph (A), nothing in this paragrapt
shall require the Secretary of Homeland Security to install fencing, physical barriers, roads,
lighting, cameras, and sensors in a particular location along an intemational border of the United
States, if the Secretary determines that the use or placement of such resources is not the most
appropriate means to achieve and maintain operational control over the international border at

such location_or such fencing or barrier would damage the flood control or other infrastructure

along the international border.
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Mr. PrICE. Thank you very much, Mr. Miller.
Now we turn to the Waldens. Welcome.

BORDER FENCE

Ms. NAN WALDEN. Thank you, Mr. Chairman. Dick and I and our
neighbors are grateful for the opportunity to share some of our ex-
periences today, and we thank you for your good work on these
issues.

You all have to have the wisdom of Solomon and the patience of
Job to sit here and usually listen to us citizens blame you for ev-
erything the federal government does wrong, but today Dick and I
are going to try to minimize the generalities and to give you some
specific solutions from our point of view on strengthening security
and improving government/community relations along our southern
border.

We believe achieving a successful and strong border and immi-
gration policy is both a matter of national security and economic
security, and it is also a humanitarian issue. We are concerned
that many citizens who do not live, work or travel across our south-
ern borders do not appreciate the gravity of the situation. The
drug-associated violence, the human smuggling, environmental im-
pacts, as well as the impacts on commerce, all must be considered
as you craft our federal policies.

While we appreciate the challenges they face and the service
they render, we and our neighbors have some serious concerns
about the culture of the parts of the Department of Homeland Se-
curity, DHS, with which we interact most, the Border Patrol, and
we will give you some specific examples of that later.

We hope that you will read our testimony in its entirety, and we
have included some articles as well for the record. Our overall mes-
sage today is that if we address these issues piecemeal we are
doomed to failure.

Allow us to give you some firsthand examples as citizens who
live and work within 30 to 40 miles of the Arizona-Mexico border.

Mr. RiCHARD WALDEN. Our family and our company, Farmer’s
Investment Company, has been farming and ranching in this area
for more than 60 years, and before that we were five generations
in agriculture in California. My ancestors came from England in
the 1600s.

One rode a horse from New York to San Francisco in 1842. Two
years later he sent for his wife and two children, who sailed around
the Horn, an 11 month trip. Since it is Valentine’s Day I thought
I would add they had five children after that, so I guess absence
makes the heart grow fonder.

We come from military families and law enforcement back-
grounds. Our company has 7,500 acres mostly planted to pecans in
the Santa Cruz Valley south of Tucson and 2,000 acres in eastern
Arizona, a warehouse facility in Las Cruces and a 1,000 acre pecan
farm in Albany, Georgia.

With 250 employees and a peak of 300 during the harvest, many
of our permanent employees are second and third generation, large-
ly Hispanic. Spanish is their language of work. We provide gen-
erous health benefits and 401[k] plans.
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In addition, Nan and I personally own a ranch, which is the pic-
ture on the right, in Amado, Arizona, which is where you turn to
go to Arivaca when you want to see the site there. We raise Ara-
bian horses and commercial cattle. The FICO lands are about 40
miles north of the border, and our ranch is 30 miles from the bor-
der.

We deeply appreciate the history and the beauty of where we
live. We appreciate the service of the men and women in law en-
forcement, including Immigration and Customs Enforcement, Bor-
der Patrol, the National Guard, who has until recently been on the
border, and local police and sheriffs who help protect us.

We sincerely value our cultural heritage, social and commercial
ties with Mexico. We believe most of our Arizona neighbors and
Americans share these goals. Number one, secure our borders from
criminals and terrorists, protect our families and neighborhoods,
protect our commerce, protect the environment which inspires us,
which sustains many of our enterprises, be they farming, ranching,
tourism and hospitality.

Ms. NAN WALDEN. We have no illusions about the conditions in
northern Mexico which are spilling over into our country: The in-
creasing violence among the drug cartels and gangs, the
kidnappings and homicides against judges, journalists, police chiefs
and other leaders.

There are new alliances now between the coyotes, who used to
only smuggle people, and the drug smugglers. Now in addition or
in lieu of charging illegals money, and we understand the going
rate is $3,000 to $5,000 per person, the coyotes use illegals to carry
drugs or carry smaller or poorer grade materials to enable other di-
versions in shipments to go around. Beatings of the people who pay
the coyotes to be transported are common. We had some very sad
examples right in our backyard.

Recently a Mexican business colleague of ours was kidnapped.
We were called for ransom by the desperate family. We had to in-
volve the FBI. In these situations, the FBI does not call the local
police, of course, because they cannot trust them. They deal with
the army or professional negocios out of Mexico City who now make
a living from arranging with the kidnappers. Fortunately, this
man’s family was able to get his release in about 10 days.

We have listed for you here some of our daily experiences. We
have had neighbors who have had people turn up wounded and
bleeding on their porch. Hearing automatic weapons fire is not un-
common in their neighborhood, which is an exclusive estate area
within two miles of the I-19 freeway.

Some nights on our ranch we come home to Border Patrol in the
driveway, which is fine with us. On other occasions we have come
home to a number of Minutemen camped out in and around our
driveway with coolers and weapons sitting on their tailgates.

We woke up in the middle of the night worried one night about
our hired hand, who is legal, but who does not speak much
English. I was concerned that if he went to change the irrigation
sets he might be mistaken for an illegal and shot at.

We would like to add we understand the frustration of folks liv-
ing along the border who join the Minutemen because they do not
believe that the federal government is doing enough to protect
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them. On our ranch, our young 25-year-old woman manager wears
a Glock in her holster every day. We carry firearms whenever we
ride out, and in our car and home we have a trained German Shep-
herd with us all the time.

Mr. PrICE. Ms. Walden, if I could ask you all to wrap up fairly
quickly here?

Ms. NAN WALDEN. Let me just say that we have recommended
in the last part of our statement about eight different things that
we could take, actions the federal government could take that
would improve in very specific forms securing our border.

One of the largest things I think that we think would be main-
taining the National Guard presence there. The Border Patrol tells
us that they are very helpful, that they take some of the stresses
off of the Border Patrol.

We also think standardizing the communications among the fed-
eral, state and local agencies with the radio frequencies is very im-
portant. That was a major recommendation of the 9-11 Commis-
sion, and it has not been done.

There are serious concerns about the fence, and we have sub-
mitted some letters from our neighbors for the record about that.

Then we also feel it is very important that the Border Patrol
take the citizen participation seriously. You called for consultation.
Many of us worked on a citizen work group for Congressmen Gif-
fords and Grijalva, and the day before we were to announce the re-
sults of our work group we woke up to this headline in our local
paper, which says Official Rules Out Debate on Border Facility.

You know, it is up to them to decide what the best policy is, but
for the citizens to work six months and come up with a report and
then the Border Patrol to hold a press conference the day before
and say that our opinion did not matter is very disturbing to us
as Americans.

Mr. PrICE. We will insert at this point in the record that press
account if you leave it with us.

Ms. NAN WALDEN. Thank you very much.

[The information follows:]
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TESTIMONY OF RICHARD WALDEN AND NAN STOCKHOLM WALDEN
SUBCOMMITTEE ON HOMELAND SECURITY
COMMITTEE ON APPROPRIATIONS
UNITED STATES CONGRESS
FEBUARY 14, 2008

INTRODUCTION

* THANK YOU FOR THE OPPORTUNITY TO SHARE OUR EXPERIENCES TODAY
BEFORE YOU, OUR CONGRESSIONAL REPRESENTATIVES WHO HAVE DONE SO
MUCH GOOD WORK ON THESE ISSUES.

» YOU ALL HAVE TO HAVE THE WISDOM OF SOLOMON AND THE PATIENCE OF JOB
AS YOU SIT HERE AND USUALLY LISTEN TO US CITIZENS BLAME YOU FOR ALL
THE WRONG THINGS OUR FEDERAL GOVERNMENT IS DOING!

» TODAY DICK AND I ARE GOING TO TRY TO MINIMIZE GENERAL CRITICISMS AND
GIVE YOU SOME SPECIFIC SOLUTIONS FOR STRENGTHENING SECURITY AND
IMPROVING GOVERNMENT/COMMUNITY RELATIONS ALONG OUR SOUTHERN
BORDER.

e ACHIEVING A SUCCESSFUL BORDER AND IMMIGRATION POLICY IS BOTH A
MATTER OF NATIONAL SECURITY AND ECONOMIC SECURITY.

e ITIS ALSO A HUMANITARIAN ISSUE.

e  WE APPRECIATE THE GRAVE RESPONSIBILITY OF CONGRESS AND THE
EXECUTIVE BRANCH TO SECURE AND PROTECT OUR BORDERS.

s THIS ENTAILS A HUGE COMMITMENT OF FUNDS, MANPOWER AND
TECHNOLOGY: WE NEED TO EXPEND THESE RESOURCES WISELY.

o WE ARE CONCERNED THAT MANY CITIZENS WHO DON'T LIVE, WORK OR
TRAVEL ACROSS OUR SOUTHERN BORDERS DON'T APPRECIATE THE GRAVITY
OF THE SITUATION. THE DRUG-ASSOCIATED VIOLENCE, HUMAN SMUGGLING
AND ENVIROMENTAL IMPACTS—AS WELL AS IMPACTS ON COMMERCE ALL
MUST BE CONSIDERED AS YOU CRAFT OUR FEDERAL POLICIES.

* FINDING THE BALANCE AMONG THESE SOMETIMES CONFLICTING GOALS IS KEY
TO THE SHORT AND LONG TERM FUTURE OF OUR COUNTRY—WE MUST NOT
DESTROY OUR COUNTRY IN ORDER TO SAVE IT.

e WHILE WE APPRECIATE THE CHALLENGES THEY FACE AND THE SERVICE THEY
RENDER, WE AND OUR NEIGHBORS HAVE SOME SERIOUS CONCERNS ABOUT
THE CULTURE OF THE PARTS OF THE DEPARTMENT OF HOMELAND SECURITY
(DHS) WITH WHICH WE INTERACT MOST— THE BORDER PATROL (BP). WE WILL
GIVE YOU SOME SPECIFICS LATER.
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e WEREALIZE THAT THIS SUBCOMMITTEE'S JURISDICTION IS NOT ALL
ENCOMPASSING—BUT AS HOLDERS OF THE PURSE YOU HAVE A BROAD AND
POWERFUL ROLE OVER THESE POLICIES AND AGENCIES.

e OUR OVERALL MESSAGE TODAY IS THAT IF WE ADDRESS THESE ISSUES
PIECEMEAL—WE ARE DOOMED TO FAILURE. ALLOW US TO GIVE YOU SOME
FIRSTHAND EXAMPLES AS CITIZENS WHO LIVE AND WORK WITHIN 30-40
MILES OF THE ARIZONA MEXICO BORDER.

PERSONAL BACKGROUND

The Waldens and our Company Farmers Investment Co. (FICO) have been farming and ranching in
the Santa Cruz Valley of Arizona for more than sixty years, and before that five generations were in
agriculture in California. Dick’s ancestors came from England in the 1600’s. One rode a horse from
New York to San Francisco in 1842. After he arrived, he sent for his wife and two children, who
sailed around the Horm, a trip of eleven months. Since it is Valentine’s Day I might add that they
had five more children after that, so I guess it is true that absence makes the heart grow fonder!

We both come from military/law enforcement families. Dick served in Viet Nam as an Army pilot
and continues to fly today for business. Nan’s father, Carl Stockholm, who was first generation
from Denmark, served in both World Wars I and II, receiving the French Legion of Merit.
Returning to civilian life he was National President of the U.S. Navy League. One of Nan’s brothers
served in Viet Nam on Seal Team One. The other brother served in the Army, and later was in
charge of the Narcotics Division of the Cook County, Chicago States Attorney Office. Nan has a
law degree from Stanford and worked with Federal and state government throughout her career,
serving as counsel to Senator Daniel Patrick Moynihan on the Senate Environment and Public
Works Committee, and as Chief of Staff to Senator Bill Bradley.

THE FARM AND RANCH

FICO has 7500 acres in the Santa Cruz Valley, and an additional 2,000 acres in Eastern Arizona,
warehouse facilities in Las Cruces, New Mexico and a 1,000-acre pecan farm in Albany, Georgia.
We employ about 250 employees year round and 300 employees during the harvest. Many of our
permanent employees are second and third generation. They are largely of Hispanic descent.
Spanish is the language of work in the piant and on the farm. FICO provides all our permanent
employees with generous health benefits and 401(k) plans. They have a fine work ethic and many
skills. Their children are all going to community college or university and have become engineers,
doctors and fashion designers. We are the largest integrated grower and processor of pecans in the
world, with a large export business, mainly to Europe and China. We are the largest grower of
organic pecans, also.

Nan and I personally own a 6,000-acre ranch in Amado, Arizona that includes a State lease, where
we raise performance Arabian horses and commercial cattle. The FICO farmlands are about 40
miles from the United States-Mexico border; our ranch is about 30 miles. I and my employees trave
often to Mexico to buy pecans to put through our processing plant, in addition to the ones we grow.
Again, we have relationships with growers there going back two and three generations.
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HISTORY OF SANTA CRUZ VALLEY, ARIZONA

The Santa Cruz Valley is one of America’s longest inhabited regions, with traces of human
occupation extending back more than 12,000 years. The valley is the home of the Tohono O’odham
and the adopted home of the Yaqui Indians, who fled warfare in Mexico in the 1900’s. In 1691
Jesuit Father Eusebio Kino introduced Christianity and established a string of missions stretching
from Mexico to San Francisco, California, including San Xavier, acclaimed by authorities as the
finest example of mission architecture in the United States. Explorer Captain Juan Bautista de Anza
journeyed from Mexico to San Francisco from 1774-76 and established the Presido there. Mexican
families farmed and ranched in our valley before the Gadsden Purchase of 1854 made it part of the
United States. That purchase divided many families, American, Mexican and Native American.

The valley is home to spectacular and hardy flora and fauna including the Desert Bighormn Sheep,
pronghorn antelope, mountain lion, desert kit fox, bobcat and numerous raptors including golden
and bald Eagles. Birders come from all over the world to view hummingbirds and many other
species found only here. The valley is the northernmost range in the United States of the jaguar,
North America’s largest cat. It, like a number of other species is rare, endangered and highly
migratory, with males hunting over as much as 300 square miles of territory.

SO WE DEEPLY APPRECIATE THE HISTORY AND BEAUTY OF WHERE WE LIVE--
AND WE ALSO APPRECIATE THE SERVICE OF THE MEN AND WOMEN IN LAW
ENFORCEMENT, INCLUDING OUR IMMIGRATION CUSTOMS ENFORCEMENT
(ICE), BORDER PATROL (BP), NATIONAL GUARD, AND LOCAL POLICE AND
SHERIFFS WHO PROTECT US.

‘WE ALSO VALUE OUR CULTURAL HERITAGE, AND SOCIAL AND COMMERCIAL
TIES WITH MEXICO.

GOALS

e We believe most of our Az neighbors and most Americans share these goals:
e Secure our borders from criminals and terrorists
e Protect our families and neighborhoods
e Protect our commerce
e Protect our environment which inspires us and which sustains many of our
enterprises, be they farming, ranching, tourism or hospitality

WE HAVE NO ILLUSIONS ABOUT THE CONDITIONS IN NORTHERN MEXICO,
WHICH DO SPILL OVER INTO OUR COUNTRY.

There is increasing violence among drug cartels and gangs in Northern Mexico, along with
kidnappings and homocides against judges, journalists, police chiefs, and other leaders.
There are new alliances between coyotes, who used to only smuggle people, and the drug
smugglers. Now in addition or in lieu of charging illegals money (the going passage rate is
from $3-5,000 per person}, coyotes will use illegals to carry drugs or carry smaller or poor
quality drugs as diversions for law enforcement so that bigger shipments can get through.
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4
Those who cannot pay “enough,” or who fall behind can receive horrible treatment. One
woman was beaten almost to death and left in the desert, while her child was taken and held
for ransom from the father already in this country. Fortunately the FBI caught the
extortionists, and returned the child, but the woman had to have plastic surgery as part of her
recovery.

Last June we attended in Chihuahua the first communion of a daughter of a Mexican
business acquaintance of Dick’s he has known for years. A couple weeks later this man was
kidnapped. Apparently the kidnappers used the speed dial on his cell phone and called Dick
to ask him to contribute to the $5 million ransom. In these situations, the family does not call
the local police because they are not trustworthy. They deal with the Army or professional
“negocios” out of Mexico City who arrange deals with the kidnappers. Fortunately his
family was able to get his released after about 10 days.

HERE ARE SOME DAILY REALITIES THAT WE AND OUR NEIGHBORS
EXPERIENCE:

Border Patrol is #1 number on our cell speed dial; BP has code to all our ranch gates

Our neighbor, who used to work for the FBI, and his wife, have had wounded and bleeding
illegals show up on their porch. Hearing automatic weapon fire is not uncommon in his
neighborhood, which is in an exclusive estate area within two miles of I-19 freeway. His
high school daughter called him one day on the way home to report that she heard automatic
weapon fire, to ask if she should go on home. After that he told her to come to his office
after school and they went home together.

Some nights we come home to BP in our driveway, which is fine with us. On a couple
occasions we have returned home to see suspicious vans that were pick up vehicles, which
we call into BP.

On other occasions we have come home to a number of Minutemen in and around our
driveway, with coolers and weapons sitting on their tailgates. We woke up in the middle of
that night worried about our hired hand who is legal, but who does not speak much English.
We were concerned that when he went to switch the irrigation sets in the middle of the
night, he might be mistaken by them for an illegal, and not be able to explain. We feared
someone might get excited and take a shot at him!

We would like to add, that we understand the frustration of folks living along the border
who join the Minutemen because they do not believe that the federal government is doing
enough to protect them.

On the ranch, our young manager wears a glock in a holster every day; we carry firearms
whenever we ride out on horseback and in our car and home; we have a trained German
shepherd as well.

Last year we both received concealed weapons permits, along with some neighbors. This
was an interesting experience for Nan, because despite having lived as a single woman in
large cities including Chicago and Washington, DC most of her life, she had never felt the
need to own a handgun, much less to train with one.

Unlike in previous years, crossers who cannot easily be identified any more as harmless vs.
criminal are being seen in increasing numbers on our farm and ranch.

We see and hear BP helicopters daily. We have had neighbors lose a horse who ran through
a wire fence because BP helicopters swooped too low over the pasture, terrifying the animal.
We were awakened at 3:30 the other moming by a BP copter, first hovering for 45 minutes,
and then passing so low over the house as it pulled out, that our doors, windows and roof
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shook. They swoop down low enough to fan the bushes along the river, disturbing
domestic and wild animals as well.

e Trash, cut fences, water left running, and other damage seems to be getting worse. We have
inctuded in our materials for the record a Tucson Weekly story, “Under Siege,” about the
Cowan family, who has ranched over 17,000 acres near Douglas, since the 1800’s. (A-1)
They have moved off their beloved ranch. The final straw was when they left for a summer
weekend to help a neighbor brand cattle. They returned to find their corral gate, which they
had carefully wired open to allow their horses access to water, wired shut, probably by drug
runners. Some of the horses were dead, the rest were stumbling and blind from dehydration.

¢ High-speed chases originating twenty miles away by BP have cut through our home front
yard area in Sahuarita, in that case capturing an illegal couple and two terrified children who
crashed into a wash in our backyard.

¢ These chases go into our local resort and retirement communities including Tubac, Green
Valley and Sahuarita. (A-2) These are not remote areas; they are suburban areas with many
elderly residents. Recently a national publication demoted Green Valley from one of the
“best places to retire,” to one of the “worst,” citing border violence. People are worried
about property values. This is not an esoteric, selfish concern. These are homes and
businesses that people have worked a lifetime to acquire.

e Signs warn of illegal drug and human smuggling in our beautiful national and state parks
and forests; friends who have B & B’s say that foreign visitors especially have returned from
popular hiking spots too frightened to hike.

¢ Our School Superintendent tells us Border Patrol landed a helicopter at the Sahuarita middle
school and agents got out with guns drawn in the presence of children on the playground!

o Exhausted crossers show up on our farm and ranch begging for food, water and sometimes
to rescue loved ones they left behind in the desert, too weak to continue. If we were to feed
them or transport them, we risk a charge of abetting illegals. Two University of Arizona
students were charged with that last year, although they claimed they were only rendering
humanitarian assistance.

FOR ALL THESE REASONS, WE HELPED FOUND ARIZONA EMPLOYERS FOR
IMMIGRATION REFORM (AZEIR) chaired by our former Congressman, the Hon. Jim
Kolbe. (A-3)

Arizona Employers for Immigration Reform (AZEIR)

AZEIR (www.azeir.org) is a coalition of Arizona businesses and trade associations dedicated to the
passage of comprehensive immigration reform. AZEIR works with and has endorsements from
other organizations besides business including:

Hispanic chambers of commerce, humanitarian and faith groups, and others

Immigration Works (A-4)

Moreover, a dozen other states, including Texas, Virginia, Oregon and Colorado have formed
their own state EIR’s. These have recently coalesced into a national effort called, Immigration
Works, whose President is Tamar Jacoby, a leading conservative voice who worked on
immigration reform during the most recent battle in the Senate.

www. ImmigrationWorksUSA.com
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WE IN ARIZONA URGED CONGRESS TO ADDRESS FOUR ESSENTIAL
COMPONENTS FOR NATIONAL REFORM:

Enhanced Border Security
We endorsed a multi pronged strategy of manpower, technology, and
infrastructure.

Humane Guest Worker Program

Although the old Bracero program did not have enough worker protections,
there were some constructive parts to it. Due to strong family ties, many
Mexican workers want to go back and forth. If given a legal and practical
means of entry and reentry, they would not be permanent citizens. This
benefits both America and Mexico.

Last fall the Laredo BP Sector Chief Carlos Carillo told a group of citizen
visitors, A good guest worker program would reduce illegal crossings
immeasurably. Right now I am looking for a needle in a haystack (drugs and
smuggled people). Anything that will reduce the size of that haystack will
help me find the needle.”

Employment Eligibility Verification/ID cards

‘We favor a national id card, with background checks and a biometric marker-
for everyone. Our Governor, Janet Napolitano, has proposed a state i.d.
card/drivers license that meets the federal Real ID Act criteria.

Some Path to Regularization or Citizenship for 12 + Million Here

With a declining birthrate, and aging population, America needs an influx of
foreign workers to compete in a global economy. Fifty years ago, there were
20 workers for every retiree on Social Security. By 2030 there will be two
workers to offset each retiree.

According to Tamar Jacoby writing in Foreign Affairs, (A-5)

The most important of those new realities is the global integration of labor markets. Today’s
immigrant influx—second in volume only to the wave that arrived a hundred years ago—is
not some kind of voluntary experiment that Washington could turn off at will, like a faucet.
On the contrary, it is the product of changing U.S. demographics, giobal development, and
the increasing easy international communications that are shrinking the planet for everyone,
rich and poor. Between 2002 and 2012, according to the Bureau of Labor Statistics, the U.S.
economy is expected to create some 56 million new jobs, half of which will require no more
than a high school education. More than 75 million baby boomers will retire in that period.
And declining native-born fertility rates will be approaching replacement level. Native born
workers, meanwhile, are becoming more educated with every decade. Arguably the most
important statistic for anyone seeking to understand the immigration issue is this: in 1960,
half of all American men dropped out of high schoot to look for unskilled work, whereas less
than 10 percent do 50 now.

The resulting shortfall of unskilled Jabor—estimated to run to hundreds of thousands of
workers a year—is showing up in sector after sector.” (Ms. Jacoby goes on to document
shortages in the construction and restaurant industries, as well as others).

Many of the visas, for temporary workers are cumbersome, impractical. For
example, to obtain H-A2 agricultural workers, among other requirements,
onc has to advertise the job opening for 45 days. Recently the Government
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increased this to 75 days. With a perishable crop in the field ready to
harvest, that is too long. Similarly, cows need to be milked three times a day.
If one loses a worker, one needs a replacement right away.

In the U.S., the backlog to obtain green cards, legal citizenship or temporary
visas is too long. That is partly what is driving the underground economy.

Two colleagues, one a lawyer, one a labor specialist, recently visited Canada.
Our northern neighbor is welcoming immigrants, and streamlining both paths
for temporary workers and permanent citizens. In Canada, even with
background checks, many are able to qualify for citizenship within one to two
years!

Also in Canada there are temporary categories of workers, governed by
Labor Market Opinions, administrative regulations that document worker
shortages in more than 32 categories, both skilled and unskilled. This process
used to require 4 weeks, but with many immigrants now choosing Canada
instead of the U.S., last year the backlog created a six-month wait. There was
such ar outcry from employers, that the Government acted and reduced the
processing time to five days!

NOW OUR DHS MAY NOT AGREE THAT FIVE DAYS ARE
ENOUGH TO PROPERLY BACKGROUND AN IMMIGRANT.
HOWEVER, THE COUNTRY THAT CAN SEND MEN TO THE
MOON AND CAMERAS TO MARS CAN SURELY DO BETTER
THAN NINE OR MORE YEARS TO CITIZENSHIP!

Our AZEIR Board Chair, Jason LeVecke, has provided a thoughtful analysis
of how the current ICE IMAGE Program could be updated to be more user
friendly for American businesses. (A-6)

CONGRESS’ FAILURE ACT SET THE STAGE FOR THE AZ LEGISLATURE TO
ENACT MOST STRINGENT EMPLOYER SANCTIONS LAW IN COUNTRY-WE
BELIEVE IT IS ALSO MISGUIDED AND WILL HAVE MANY DELETERIOUS
EFFECTS.

When Congress failed to enact comprehensive reform, the Arizona Legislator passed an extremely
unfair and punitive state Employer Sanctions Law. Many legislators voted reluctantly for it, and
Governor Napolitano signed it, partly under the threat from sponsor State Rep. Russell Pearce (R-
Mesa) of an even more draconian state ballot initiative. However, that initiative is going forward

anyway).

If an employer makes two hiring mistakes in five years, regardless of its size, and regardiess of
whether it follows federal rules for documenting new hires, the employer may lose its state
business license(s) permanently.

WHAT ARE SOME OF THE REAL WORLD UNINTENDED OR INTENDED
CONSEQUENCES OF THE EMPLOYER SANCTIONS LAW?
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Two Mistakes and You are Out

Imagine a company with hundreds or thousands of employees, and decentralized hiring
practices like in many franchises. One major food company in our state employs over 40,000
workers. Another friend who has 66 fast food restaurants estimates he will employ 100,000
employees over a fifteen-year business plan. If two of his managers each makes one mistake,
in five years, he could lose everything, including the loans he has personally guaranteed, like
many American entrepreneurs. He might even go to prison. And the other 99.9% of his
employees, who are legal, will also lose their jobs, their apartments, their homes, and so on.

Vital Services

What about a hospital that employs 1,000 people? After the first violation, the hospital can be
shut down for 30 days and put on probation for five years. On the second violation it can be
closed permanently. What will happen to the patients?

Extortion

If a business owner fires someone for cause, the fired employee may threaten to report an
illegal they know who works for the company. An agriculturalist in our state told us he has
already been threatened with this unless he gives the person a generous “severance” he does
not deserve. Or a competitor might report another business. Complaints can be anonymous
under the law, and must be pursued by the county attorney. Can you begin to see what a
nightmare this is for our state?

Businesses and Jobs Leaving our State

The Wall Street Journal reported in December, “Arizona businesses are firing Hispanic
immigrants, moving operations to Mexico, and freezing expansion plans ahead of a new law
that cracks down on employers who hire undocumented workers.” (A-7)

At certain times of the year, Yuma, Arizona produces 90% of all lettuce consumed in the U.S. Last
year, much of it rotted because farmers could not get seasonal workers. This has happened to apple
farmers in the Northwest as well. A California Congressman told me that while his district used to
be the “Garlic capitol of the World,” now 80% of what formerly came from his district is now
grown in China. The largest chili grower in New Mexico and Arizona is moving to Mexico because
of this law. Our country is losing 1-2 million acres of farmland to development annually. Do we
want to be totally dependent on other nations for our food supply? Do they have the same strict
labor and environmental rules that we apply? Food security is a security issue as well.

$29 Billion Annual Loss to Arizona Economy

Dr. Judith Gans at the University of Arizona, estimated recently that if all noncitizen workers
left Arizona’s economy, economic output would drop by at least $29 billion annually in
construction, manufacturing, service industries and agriculture. Dr. Gans’ work also showed
that immigrants, despite costs they impose on the state for education and health care, are a
net gain to the state. If one considers the contribution that their children make as citizens, the
net benefit is even greater. (A-8)

Breakup of Families

This raises another related issue. We have cases in Arizona where one spouse is legal, but the
other is not. Or the children are legal, born here, but the parents are not. Or the parents are
legal but the children are not. (This happens more often than one might suspect because the
Hispanic culture is so family oriented and a young woman may go home to Mexico to give
birth, despite the common perception).
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Document Fraud Against Immigrants

We know of cases where immigrants have paid what is for them huge sums of money to
‘“experts,” who have them fill out some forms and tell them they will be legal in a short time.
The forms may be bogus, or they may be incorrect forms. In an example 1 know of personally,
a fine young man paid an expert and filied out forms for a SINGLE man, when he was
married and should have filled out a different form. Now after waiting for 8 years, he finds he
must go to the back of the line and start over. His kids are young and legal, but he and his wife
are not.

THE LABOR SHORTAGE IS NOT JUST AN ISSUE FOR AGRICULTURE, BUT FOR
CONSTRUCTION, HOSPITALITY, HEALTHCARE, LANDSCAPING, ELDER AND
CHILD CARE, EQUINE AND RACING INDUSTRIES.

The myth is that these jobs will remain and be filled. Instead, we are seeing them go to Mexico,
Canada, China, India and Indonesia, where wages are lower and regulations are often lax, as
evinced by the recent lead paint problems from China.

Some of us can’t move--we can’t move our trees that took 60 years to grow!
But we might be forced to stop farming and sell our land, a sad outcome for us.

TO THEIR CREDIT, SOME LEGISLATORS IN ARIZONA ARE WORKING TO AMEND THE
LAW, BUT THE SPONSOR IS STILL PLANNING A MORE STRINGENT STATE
INTITIATIVE. (A-8)

ALSO, A STATE SENATOR HAS CALLED UPON CONGRESS TO PERMIT ARIZONA TO
HAVE ITS OWN GUEST WORKER PROGRAM. (A-9)

ALSO RECENT ADMINISTRATIVE CHANGES IN FEDERAL LAW HAVE REQUIRED
BUSINESSES TO INCURR MAJOR COSTS AND PERSONNEL TIME TO IMPLEMENT.

The requirements and procedures are often confusing. Until recently we were told not to keep
certain copies of documents in employee files, after they had been checked. Now we are being told
to retain them. We have had to become somewhat expert in detecting subtle signs of counterfeit
documents.

WE THINK THERE SHOULD BE A “9-11" COMMISSION TO RECOMMEND A
COMPREHENSIVE BORDER/IMMIGRATION STRATEGY

We are dismayed by the demagoguery, oversimplification and in some cases, downright hatred and
racism fueled in part by some am radio talk and TV shows. We and others like Jason LeVecke,
who have dared to speak up publicly about these issues, have received hate mail, phone calis
and even death threats. A man walked into our corporate offices and said angrily to our young
Hispanic-American receptionist, “Do any of your people pay taxes?”” She answered, “Of course we
do,” but he upset her.

The Arizona law is being trumpeted by its sponsor in talks around the country. It is even being
praised on the websites of the KKK and similar groups! There were recently race riots over
immigration issues in Phoenix outside a furniture store.

We need some distinguished leaders like a former Secretary of State, and others especially those
with a military and strategic background, to join others in business, the faith community,
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environmental organizations and humanitarian groups to find a balance. At a recent conference
we attended at Arizona State University, sponsored by the Thomas R. Brown Foundation and the
Communications Institute, leaders ranging from the Minutemen organization to the Mexican Consul
were able to agree on an amazing number of key issues. In general, Americans are a fair people. If
given the facts, they will apply common sense. In fact in poll after poll an overwhelming
majority of Americans favor border security and a guest worker program and path to
residency or citizenship for those already here. (A-5).

WE HAVE SOME VERY SPECIFIC RECOMMENDATIONS WE WANT TO SHARE
TODAY, BASED ON MANY MONTHS OF RESEARCH AS PART OF A COMMUNITY
WORK GROUP ASSEMBLED BY CONGRESSWOMAN GABRIELLE GIFFORDS.
OF COURSE HERE TODAY WE SPEAK ONLY FOR OURSELVES PERSONALLY.

1. We believe in securing the Border at the Border through a multi-layered and multi-faceted
strategy.

We believe that the most effective way to address drug smuggling and illegal immigration is to stop
it at the border. We further believe that the border can in fact be secured through

a series of strategic measures. This strategy includes utilizing all EXISTING roads
along and adjacent to the border to facilitate patrolling. It includes using patrols on horseback in
rugged areas. It could include enlisting local ranchers, cowboys and volunteers to help spot illegals,
people who know the terrain well. A thoughtful series done by our Arizona Daily Star raises
serious questions about the efficacy of high fencing, especially in rural areas, and we agree.
(A-11)

It includes evaluating the opportunities to use permanent vehicle barriers along the border, any
place where penetration by vehicles is possible and/or likely. Where there are cattle operations,
there should be provisions to include appropriate wire fences to contain livestock. These
vehicle barriers and fences should be wildlife friendly to allow for animal migration, including
the jaguar.(see discussion, infra # 7.) Currently, only 30 miles of the Tucson Sector border have
vehicle barriers in place, and these are not permanent vehicle barriers. It includes increasing Border
Patrol presence on the border, both on the ground and in the air, and rapidly implementing available
technology such as cameras, ground sensors, radar and satellite communications at various location:
along the border. It includes the use of Unmanned Aerial Vehicles (UAVs) in addition to manned
aircraft. This system could be a modem version of the technology used on the line between North
and South Korea.

We understand that there have been problems with the SBI Net, and these must be monitored and
solved. But we believe that proper surveillance cameras can be used effectively and cut down on the
need for fencing, provided there is proper manpower to respond to sightings. Community input on
the placement and deployment of the SBI cameras is essential.

The Tucson Sector includes 261 miles of the international border. It is
much more efficient and effective to fully enforce this entire 261-mile
stretch, rather than leave it porous and have to patrol the nearly 8,000
square miles of interior that exist between the international border and the
proposed permanent checkpoint locations 30 miles north.

2. We believe we must fund and rebuild the Tucson sector Ports of Entry at Nogales and
Douglas and elsewhere.
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These antiquated ports must be updated, with modemn technology and expanded commercial and
passenger vehicle lanes to alleviate wait times, stimulate local economic activity and growth,
enhance detection capabilities, and better secure the border. Such
technology should include all Port of Entry customs technology, such as
machines to scan biometric ID cards as well as the most up-to-date
“flanking” technology, including but not limited to ground sensors, sky
watch towers equipped with day and nighttime cameras, ground
surveillance radar units, and aerial surveillance equipment such as the
RC-7 Airborne Reconnaissance Low (ARL) with Communications
Intelligence (COMINT) and Imagery Intelligence (IMINT) and Moving
Target Indicator (MTI) technology.
We understand that the Mariposa Port of Entry is slated to be rebuilt by
2012, but that Congress has not allocated to date nearly enough
resources to substantiate this reality, Full funding for the very high-volume
Mariposa POE must be allocated immediately. Furthermore, we
understand there are currently no plans to rebuild or upgrade the
DeConcini Port of Entry or other ports of entry in the Tucson Sector, in
Douglas, Naco, Lukeville and Sasabe. We urge Congress to act swiftly to
appropriate the total amount necessary to evaluate the needs of each port
of entry and make high-tech, more secure ports of entry throughout the
sector a reality.

3. We support maintaining the National Guard presence at the border and increasing
manpower in general in our sector.

‘We understand that originally the National Guard was an interim solution until additional BP agents
could be employed. We understand that half the 6,000 National Guard troops employed along the
Mexican border were gone by last September, and that the rest will be gone by next summer. The
Arizona Republic reported September 25, 2007, “By every measure available, Guard troops have
helped slow the flow of smugglers and improve the capability of the Border Patrol.” (a-12_Every
BP agent we talked to said privately they appreciated the Guard’s help. Major Paul Babeu, who
commanded Jump Start’s Yuma Task Force was also quoted in the same article as believing that the
Guard should remain.

We have not done a scientific study, but it is our impression from living with this situation, that
many BP agents are younger, less trained and less experienced than National Guard Troops. We and
our neighbors have had BP agents turn up at our doorstep, lost when they are a quarter mile from a
main road or freeway. When we call in a sighting or problem, they seem unfamiliar with important
landmarks, and even sometimes get confused about directions, eg. north and south.

We favor an increase of CBP manpower in the Tucson Sector — on the border, at
tactical, roving checkpoints, and in mobile vehicle and aerial units.

As previously noted, the Tucson Sector accounts for a significant and

growing share of CBP’s overall apprehensions and seizures due to an

influx of illegal activity here in recent years. Border Patrol Chief David
Aguilar’s stated goal is to increase the number of Border Patrol agents

from 13,500 today to 18,300 by the end of 2008 s representing an

increase of 36% nation-wide. Some reports are that Border Patrol plans

to bring on 6,000 new agents by the end of 2008, a 44% increase nationwide.
We believe the evidence shows that the Tucson Sector requires a
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share of that increased manpower commensurate with demand. We
therefore propose that CBP manpower in the Tucson Sector be increased
by 25% in the next 8 months and 50% by the end of 2008. It should be
noted that the promise of new technology, such as SBI-net, ground
s GAQ-05-435, p. 13
7 Agent Fitzpatrick’s comments to Community Workgroup on Southern Az Checkpoints, 6/18/07
8 REUTERS, Border Patrol chief sees border control by 2013, 5/09/07

sensors, radar, unmanned aerial vehicles and the like, is only as good as

the personnel that is able to respond to incursions as soon as they occur.

Minutes lost because of long travel time for the nearest agent are in fact

the difference between an apprehension and no apprehension.

Furthermore, we recommend that Border Patrol implement heightened

applicant screening measures and improved training of new recruits to

ensure that, as it rapidly staffs up, the possibility of infiltration by human

and drug smuggling rings is prevented. Recently a lawyer friend who went with a group to
observe border operations saw illegals crossing on their stomachs under sensors within plain
view of both Mexican and American personnel at the Port of Entry. Her guide explained that
there had been a payoff.

4. We must standardize communications among federal, state and local law enforcement,
and cross train among agencies.

‘We were shocked to learn that one of the most important recommendations of the 9-11
Commission, the interoperability of radios, has not yet been implemented, particularly at the
border. We know it is costly. However in our rugged country, it is a huge handicap for different
agencies to use different frequencies and different terminology. Some agents carry three or more
radio devices in their cars.

Also, local law enforcement said they would benefit from cross training and more understanding of
BP policies and procedures. We understand that when a local police officer finds an illegal, he must
often wait 30-45 minutes for a BP to arrive. Increasingly, smugglers send a small group ahead of a
big drug shipment to detain law enforcement so the second group can get through. Congress should
explore ways for the National Guard or local law to assist with these apprehensions.

5. There is a need to reimburse local authorities for resources spent addressing these issues,
through SCAAP and other programs. Our local Representatives, Grijalva and Giffords have
called for full funding for the State Criminal Alien Assistance Program (SCAAP). Local law
enforcement tells us this would be significantly helpful.

6. Congress should encourage the Department of Homeland Security and Border Patrol to
institute clear and transparent accountability standards, and to involve the local residents in a
meaningful way, as was done with the federal community policing legislation.

In studies done by Sandia National Laboratory and the Government Accounting Office (GAQ),
analysts called for better data collection and analysis by BP and independent reviews. BP gives
many statistics about how many people are arrested or drugs seized. They claim if these numbers go
down, they are being effective, when in reality no one seems to know how much is getting across
the border, past BP. Also in The Grim Reaper, written by a former Customs and BP agent, the
author reports that often smugglers send across inferior drugs or drugs damaged by moisture, so that
BP can claim a big bust. The more valuable cargo then goes around the Port of Entry or Checkpoint.
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Last fall, GAO testified before Senator Baucus and the Senate Finance Committee about border
issues. It reported that little progress had been made in the past three years to secure either the
southern or northern borders. Both Republicans and Democrats expressed concern with the BP
witness whom they termed “unresponsive” to their questions at that same hearing.

Congresswoman Giffords and Senators McCain and Kyl called in December 2007 for a report from
GAO on the effectiveness of checkpoints. That is an commendable first step. But this should be
broadened to examine all the data collection, reporting methods, and performance
benchmarks from CBP on border strategies. Or perhaps one of the national laboratories like
Sandia, or RANN, or one of the military academies or institutions should undertake such a
study.

7. Fencing

While we appreciate the need for fencing in some strategic urban areas, we are not convinced that it
is effective in rural areas. We have very rugged country in many parts of our Arizona border.
Shifting sands is some areas, rugged mountain ranges in others, and monsoon rains will make it
very difficult to build and maintain a fence. Qur long time ranching neighbors, Wendy and
‘Warner Glenn of the Malpai Borderlands ranching group have submitted a thoughtful
analysis of this. They believe that building new roads to construct the fence will exacerbate the
crossing problem.

(I would request that Glenns’ letter appear in the record at this point)

The Malpai Group won a MacArthur genius award for its work to bring ranchers and
environmentalists together to work on complex issues like prescribed burns on grazing lands and
endangered species. They and we have deep concerns too about the unique, irreplaceable wildlife
along the border, including the jaguar, mountain lion, Desert Bighorn Sheep and pronghorn
antelope.

Our economy relies heavily on tourism, and second home/retirement communities. Tourism in
southern Arizona generates $6 billion annually. Bird and wildlife watching bring in a large part of
these revenues. We are very disappointed that DHS has chosen to not provide for a jaguar
protection plan, and has commenced building fences even in highly sensitive National Wildlife
areas like the Buenas Aires over the objections of administrators. (A-13), (A-14) We are
disappointed that DHS has received the most sweeping exemptions from our national environmental
laws like NEPA.

Responsible farmers and ranchers see themselves as stewards of the land and keepers of
traditions and culture. We have learned to cooperate with our neighbors, both old timers and
new residents that seek out the beauty and history of our land. That is why it is very
disturbing to us to have a government officials who sometimes appear to merely give lip
service to collaborating with us locals on security at the border.

8. FINALLY WE RESPECTFULLY WANT TO EXPRESS OUR CONCERNS ABOUT
THE APPROACH AND ATTITUDES WE HAVE EXPERIENCED WITH SOME OF THE
BORDER PATROL IN OUR SECTOR.

As we said at the start of our testimony, we are grateful for all the law enforcement personnel
who often risk their lives to protect us. However, we are troubled by some of the statements
made by BP, DHS, and DEA personnel both publicly and privately to us and to our neighbors.
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WARNER AND WENDY GLENN

MALPAI RANCH PHONE (520) 558-1800
6226 GERONIMO TRAIL ROAD FAX (520) 558-1900
P.O. DRAWER 1039 e-mail malpaimule@vtc.net

DOUGLAS, AZ 85608
February 8, 2008
To Who It May Concern,

We are asking that you not appropriate the funds for a section of United States Border
Road and Fence in Cochise County, Arizona and Hidalgo County, New Mexico. This
road and fence is a travesty and huge waste of funds. We are asking that you not fund the
new road and vehicle barriers from the San Bernardino National Wildlife Refuge east to
Antelope Wells, New Mexico.

We are ranchers on the United States and Mexico Border, east of Douglas, Arizona.

We have 3 ¥ miles of border fence in our ranch pastures. We surround the San
Bernardino National Wildlife Refuge. It sits on the border in the center of our ranch area.
(see map)

There are 2 % miles of this fence on our west side and an additional 10 miles of border
fence west towards the town of Douglas, that has a border road on it with a huge amount
of traffic on both sides, drive-through vehicles and foot traffic from Mexico and constant
DHS Border Patrol vehicles on the United States side. This road and fence need to be
secured before any more new country is opened up.

Besides funding for the vehicle barriers they are putting into place, there needs to be
funding for replacement of the wire cattle fence they are tearing out along the way. They
don’t plan to replace the cattle fence although this is cattle ranching country, saying that
livestock won’t go through a barrier that is a 4 foot high rail with nothing below it to the
ground. This is not realistic. The ranchers can’t afford to replace miles of fence that the
US Govemment tears out.

There is 1 mile of fence on the east side of our ranch, where there is no border road. This
fence extends through our neighbors to the east for approximately 40 miles with no
border road. This is rough country and mostly inaccessible right now to vehicles.

There are 5 places in that 40 miles where a ranch road goes to the border, but has no
access east or west on the border, where there are occasional drive-through vehicles and
some foot traffic. These places should have sensors on them and checked often. The
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proposed new cameras will help also.

DHS wants to plow a 60 foot wide right-of-way and road through almost all of the area
that has no road to “secure the border”. They are in the process of walking the border
with Baker Corporation engineers and DHS personnel to complete planning for this huge
expensive new border road/barrier project. They plan to install vehicle barriers on the
border. They also plan to remove the existing livestock border fence, saying the 4 foot
high single rail vehicle barriers will keep cattle from crossing the International Boundary.
This is ridiculous.

All that this expensive road/barrier project will accomplish is to give illegal entries more
streamlined access into the United States. There are not enough Border Patrols out here
to secure this position now and there will never be enough to maintain watch through this
area unless they have 24 hour patrols stationed every few yards. The new road will only
tear up open spaces and will bring heavy traffic into an area that is currently very rough,
pristine and isolated.

We are working with DHS and Boeing to allow 3 camera towers on our property. There
are several more proposed in the area. These cameras need to go into use for a year or
more to be able to assess the need for a road and vehicle barriers.

The planning for this section of fence is flawed at the least and there needs to be a reality
check on the funding that is appropriated. The information being sent to Washington
decision makers is not realistic.

We are asking that you not fund the new road and vehicle barriers from the San
Bemardino National Wildlife Refuge east to Antelope Wells, New Mexico.

Thank you for your consideration.

Sincerely,

Warner Glenn and Wendy Glenn
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There seems to be a prevailing attitude at BP that “we know best,” and that we citizens
should ‘put up or shut up.’

We are concerned that this attitude is part of a top down culture espoused by many of the
senior officers.

For example, a Community Work Group assembled last year by Rep. Giffords worked six months
in two subcommittees on researching and writing a report about border issues. This report included
extensive research, visits to Texas and many meetings and submeetings.

The day before the final meeting where the citizens were to present the results of their hard
work to Rep. Giffords and Sector Chief Robert Gilbert, Gilbert called a press conference.
Citizens saw this headline in the Arizona Daily Star that morning “Official Rules out Debate
on Border Patrol Facility.” (A-15)

When asked about community involvement, Chief Gilbert went on to say “We are America’s
law enforcement. We are America’s border security experts. That’s what we do; that’s what
we have done since 1924. We are not going to ask permission to do our job.” This was despite
specific concerns raised by local police and sheriffs, who were also part of the Work Group.
Anthony Coulson, a DEA agent in Tucson said all the community cared about was “property
values,” when what people were most worried about was violence in their communities.

Not only did Chief Gilbert express disdain for the citizens who had given up many evenings
and weekends to work on the report, but he also showed disdain for Congress and its
oversight role, as well as Rep. Giffords whom he had promised he would take no action until
he had heard all the input from the communities. Unfortunately this attitude is all too
common in some of the agencies with which we deal. We see much better attitudes among our
local police and sheriffs who have the trust and support of the community.

WE ALL UNDERSTAND THAT CBP AND DEA HAVE A DIFFICULT MISSION, BUT
WHEN THAT MISSION DIRECTLY IMPACTS PEOPLE’'S SAFETY AND LIFE’S
WORK, WE DESERVE TO BE MORE THAN RUBBER STAMPS.

POLICE DEPARTMENTS ACROSS THE COUNTRY HAVE EMBRACED THE VALUES
OF COMMUNITY POLICING, WHERE THE COMMUNITY TRUSTS AND SUPPORTS
THE POLICE AND VICE VERSA, CREATING BETTER RESULTS.

AFTER YEARS OF TOP DOWN OPERATIONS, THE ARMY CORPS OF ENGINEERS
HAS TRANSFORMED ITSELF INTO ONE OF THE BEST AGENCIES IN TERMS OF
MEANINGFUL PUBLIC PARTICIPATION.

PERHAPS BP WOULD BENEFIT FROM SOME TRAINING FROM ONE OF THESE
ENTITIES THAT HAS LEARNED TO VALUE PUBLIC DIALOGUE AND
PARTICIPATION.

EVEN THOUGH THERE IS A “GAG” RULE FOR BP, WE KNOW THAT MANY OF
THEM ARE FRUSTRATED. THEY FEEL UNDERSUPPORTED IN TERMS OF
MANPOWER AND EQUIPMENT.
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SINCE SO MANY ARE BEING HIRED SO QUICKLY, MAYBE THERE NEEDS TO BE
MORE SCRUTINY FOR SCREENING, AND MORE TRAINING, INCLUDING
TRAINING ON HOW TO DEAL WITH THE PUBLIC THEY SERVE.

WE HAVE ALSO BEEN DISTURBED BY THE LOCAL BP UNION’S WEBSITE, AS
WELL AS ITS NATIONAL WEBSITE. WHILE WE KNOW THIS NOT THE OFFICIAL
WEBSITE OF THE BP, THERE IS A LOT OF DISTURBING AND DISRESPECTFUL
RHETORIC ON THAT SITE. WE HAVE SEEN HATEFUL, RACIST AND EXTREME
SPEECH ON THOSE SITES DIRECTED AT FIGURES SUCH AS THE PRESIDENT,
SECRETARY CHERTOFF, NATIONAL CHIEF AGUILAR AND THE PHOENIX POLICE
CHIEF.

WE FEAR THAT THIS MAY SIGNAL A LACK OF SCREENING, TRAINING, OR EVEN
RESPECT FOR AUTHORITIES BY SOME MEMBERS OF THE BP. IN RAMPING UP SO
QUICKLY, WE URGE CONGRESS TO BE SURE RECRUITING STANDARDS ARE
MET.

WE DO HAVE SOME GOOD REPORTS! A LOCAL OWNER OF AN HISTORIC B&B
TOLD ME THAT SHE WAS LOSING GUESTS DUE TO THE PROXIMITY OF A LOCAL
CHECKPOINT, WITH BP AGENTS ALWAYS AROUND HER GROUNDS, ASKING HER
GUESTS IF THEY HAD SEEN CROSSERS OR SMUGGLERS, AND SOMETIMES
ASKING HER GUESTS FOR 1.D.! SHE SAID THE BP AGENTS WERE ALARMING HER
GUESTS, AND THEY WEREN’T RETURNING.

AFTER SHE TALKED TO ONE OF THE BP SENIOR STAFF, BP WAS ABLE TO
SUBSTITUTE A LARGE CAMERA, SUSPENDED HIGH UP ON A TALL POLE FOR ALL
THE AGENTS ON THE GROUND. THE AREA IS VISIBLE FROM THE CHECKPOINT
A FAR DISTANCE AWAY. SO HERE IS A WIN-WIN RESULT WHICH CAME FROM A
DIALOGUE.

AND INDIVIDUALLY, WE HAVE HAD SOME PRODUCTIVE AND RESPECTFUL
CONVERSATIONS WITH EVERYONE FROM RANK AND FILE BP TO THE LEADERS,
INCLUDING DEPUTY CHIEF OF OUR TUCSON SECTOR, JOHN FITZPATRICK.

THERE WAS NEVER A GREATER NEED FOR REASONED, RESPECTFUL DIALOG
AND BIPARTISAN LEADERSHIP BY YOU OUR PUBLIC OFFICIALS.

These are challenging times do doubt. There has been discrimination before in our
nation’s history. But thanks to true leaders, we have educated those who feared the
newcomers and they have helped make our country stronger and better, the greatest melting
pot in the world. In order to compete in a global society, we must find the way to welcome an
immigrant workforce—many of whom are willing to risk their lives to get to America. All of
us, unless we are Native American, came from someplace else at some point in the family tree.

Thank you for your leadership, and may God guide and bless you. We stand ready to
assist you in any way that we are able.



132

APPENDIX OF RELEVANT ARTICLES AND REPORTS

A-1TO A-15

16



133

Tucsoh Weekly Print Friendly (ﬂ'f"l) ‘ A Pago 1 of 1
o Tucacn Weekly Print Frisndiy: http . ty.comigbasal 88500 '

PUBLISHED ON MARCH 10, 2005:
Under Siege

As illegal murdgrmmswge across Southern drizona, life for ranchers living near the border has
become a living kel

ByLEOW.BANKS-

Youwuldn‘tﬁndnbmrphcebhlwhmnhthmﬂmcmmped,dustym
County cook shack. It has every bit of ambience that Arizona mnch country can
offer, including & wood-slat ceiling covered with strips of tin from a dismantled
pigpen. In ranching, nothing goes to waste, 50 when Ruth Evelyn Cowean bad the
WmdmmmmmM'Nmem shegmbbed

mtmnnghtnnbmthnwlndmdd:mmlherm,butmmmn .
symiphony for Cowan, who laves ths place and this Yfe, She was bam futo it 57 Lee W. Banks
years ago, and you can see that it suits fier down to the mnd an her boots. You dem't  This is what jt's liks on

havo to Yisten hard to hear the contentrivent in her voice when she goes on shouther  barder now. mowimumx
American Brahman catlo—big, silver, hnnp-bﬂadmmﬂsmﬂ:ﬂowymthnuhebunmmmm
talks to as if thoy were her kids. ueaﬁngexpenmepvﬂmﬁx

Byt this is Southem Arizona under sioge, 50 there really is only ane subject on tho
agendn, onc insue that dominates all others here: the border withi Maxico and the
mvamdmega!swhqmdqnndmmghgmshbﬁn‘ﬂﬂnyswmgmm

mdmmummmmwmmmanmgom
nghtw&emndﬁumBuboqananlothnikhockuﬁwiﬂbe
pmﬁzmmmahommbopwhmhﬁmﬁmz - "Leo W, Bioks
you own for $7 an hour; dark-oyed men who love pomography and use breaks in . Bahks
Ihmuduu:og!elhnmnp,thumuﬂunmhgmmdbeﬁnmm Rancher Fred Davis foond
again; drug addicts who litter pull-up sites with used necdiés; childven who play with m--lomnmudyhsof
Bameydolh;vanﬁndmoﬂntwbmeﬁmmfmnwhihhopmgmmmmwh_ dehydration afier illegal
their stone rason husbands; copote guides who carry 9 niin mutamatics, long knives nmmlochdm:na
mduhﬂwﬂnmﬂofbarkmgdopmdepmephmnb up thejr noses for figt  pasturc awny from their water
mmw@mmmmmmmummmumsm supply.

Youmn‘tmmaac@cgmyofhmnmhung—gmd—hmmduuo&d,hndmm—
or a nation, religion or ethnic group that isn't using this border to sneak into Amevica
illegally. The numbers boggle the mind. In Janmary alone, the Border Patrol in the
Tuacson sector impovnded 557 snmggling vehicles, confiscated 34,864 pounds of
man;mnmdmestedﬂS?Miﬂegﬂs,m«hngmngmylpWJme

Thempoxmmnbuuumﬂwym‘tpmpomtmﬂtcatamty'howmgot
ﬂn-ough.Butﬁgurntthmwxy ‘using the common belicf that, conservatively, for

:@JMMWMWMMMHWMMMPm 41272005
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every amest the Border Patrol rakes, anothartwnﬂ]cgalsmshnﬂmugh. With
almost 500,000 arrests in the Tucson sector last year, fhat mesns somewhere in the
nexghbo:booduﬂmﬂhunﬂlegahbmkﬂmhﬂmwm&ymcmuﬁxﬂyhﬂym—m
ava-geofahnonSOOOwuryZ#hom And arrests for 2005 are up 10 pervent,

accarding to Garza. Leo W. Banks
[Bee,meuﬁhelheenumba‘ofﬂ]egnh—uwel]uﬂ:mdé&pasﬁm.mm rmmmh"
willingnéss to destroy mmyndmmxdata,mdthulmyu—mmmngfn— their noé nonrlaws,mourmg
Cowan and hnsbead, Bob Giles, hsve sold most of their cattle and are significantly culﬁnemuﬂmour and
scaling back their ranching operstion. X 'threst " wH”,m‘»’ i
"] feel such rolief,” says Cowan of the decision she and her Imsband made last m%.m
mmmnr'l‘mumdofcnnhnmﬂy]ookmgwumyuhculd&rdﬁhbbublqmget

up in the mairning and not have the first part of my day spent repairing damage from

memghtbeﬁulrdﬁkebbeublemhwmmymmh.butldm‘tfednfe
thmlwnnamﬂlemnhtobeﬂwwmﬂmglhawtowmynbm

Lunch today is tamales nndlemomde It's beantiful outside, the sunlit-gold grass
bm&ngmﬂnwmdmdthemagomMommsmdmgwmeﬁrhmmhh
black-and-parple pyramids. Thay miake postoards out of scenies Hko this. Cowan

stops to catch her breath. Little in her manner or the settlng indicates the seriousnsyy
of the topic, ar the heartbreak mvolved. She's good st keeping the rawest of her .
cmotions in check. But thero is oné tip-off, and it's hor cyvs. They bum as she talks.

!mmumgrypambmrmmuehdnuﬁam.mdﬁnﬂmauthyny
hve.We&elllsomgryhm: Wmmedoftheq)lﬁyofpeoplewbnhve

‘What's b ing here is everyone's problem, not just ours. We're tired of -
peoplowbhwmamwmtyﬂnmlhmgmmmumm our cultetre and
mnmsmm,mdthuumgwbatwﬁnwgmmmhuﬂdm&

ThewmﬂastithldhtﬂehﬂtAaweedmdhxmmﬂnmmimgﬂumghﬂm
shack, Cowan continues in flat-toned recitation of what she and other ranchers have
been saying for 2 long time. But no ane hag listened, and nothing has ch d, and

maﬁnﬂmt'lwh:youhearmhcvmoo—lndmummbmoﬂhhnwledgoﬂut
sha‘spowu'lmmcnmgeﬂmongumgmgimnmofhhfe

Leo W. Banks
“I'm a rich mancher,” Cowmuya,hamcmochmﬂnvu—ym*wen_lmlmmh
ncbmaw:ylhvemyhmbmd,mym fricnds, the ability towork pod g0 Bvu;mm'lfg‘;n;
mm-hm&bhmmmwmlmxmmwm w"""-lm.o W"MBM

ovi d. But I'feel nally and phynmﬂybmhqt,toolnmy
hkumql'vanembemwhmlmmdsyldm%wmmmﬂndmgeﬂwﬂlemh
1ve dong anymore, I dan't want to Jook at it; T don't want o fix it. That's a wholo
)cwmc.beeanul‘m}footnﬂmﬂbuﬂeq:moi]hﬁﬂegﬁhhavcchmged '
werything.”

ﬁoeamndonmdon,wuy

the’s right, and it's happening up and down the Arizona-Mexico border. A way of life is being run through a grinder.
mmmmmmgommmmmwmmhmwnwmm
verything is changing. T mgghnghdzhudmembymlheuvmbyﬁemm;pnﬁunpmdmu
:mmm&mvmhghlchoolhdleamnmymnhugﬁn food deliverits for coyotes. A group headitig
crth will lay in a wash to await thar pickup rides. They're ungry. Al7~yw—o]dhd.de¢hgbyedlphme,viﬂtah
n order for 150 burgers from the dollar meym at McDopald's, and deliver them to the waiting mob. They pay $2 esch

tp./lwww.tuwmwukly.coﬂ@adfwﬂhmﬁnmﬂyﬂnh%ﬂgwﬁﬂm%ﬂmﬂﬁﬂmm 4/27/2005
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to eat—a 100 percent profit for the kids—then heave their trash everywhere. Thanks and be sure to come agnin, says th
thﬁmmbmgnmd.

InDouglas,h:ghschoolenmnkzhugomﬁt:dnvmgﬂlegahh)l’homn,maybemh)ughofﬂmsmﬁedmmm
SUYV, each paying $1,200. How does $10,000 for a weekend's wodk sound?

*A kid making that kind of money, do you think he's going to school on Monday momitig?” asks retired Dougdis
educator Frank Adams. "Thoss kids-used €0 drive chmkers, Now they drive Navigators. You start out so young
making that kind of easy money, where's it lead? Hell bo dead or in jail. It upsets me yery much.®

mmemdmmhwmmmmeMmmh&nmhm@mMMmd
the smell of the air. Itnuhofbarbemmw.ﬁumﬁwmﬁednﬂpﬂkﬂmhﬂnxpmmdmahmatwuym
camer to fill the bellies of thie hordes moving north.

FmMmmmmmmhmm—CmmNmmdAgmqumnmm
moﬂymmmw-ﬁwoummmhmmggl: -staging grounds, Their central plazas
bustle with men, women end children who stay in the hotels, eatltﬂwrestamants,buyhah,wmbotdu. clothes and
shoes, &nd lounge around in public until it's time to hop a cab up to the lins.

Wﬂﬁmm&np&qﬁwwﬂﬁﬂﬂmwuﬁdmmmﬂmbmddmgamrm—-mm
cutthroat coyotes, gang bosses, gang soldicrs and on and an. Ordinary Mexicans, those 1ot itrvolved in the trade, don't
mmmwmmummmwnqummmumm
rile i

They‘nﬁnmwwbuaehe.nnydremﬂxﬁaeuﬂy mmmmrmmmmmmm
hdsmsmymdom:bemseﬂwydon‘twmﬁmmphymgmﬂmmmgm thymﬂmmwmm,wtw
*crossers.” Stay sway from the crossers, thoy tell their kids.

Closetod.nt,ﬂ:eeahamuveouLFmﬂ!englnhxmapvamgepomanﬂmAnmnde,yonmsetupahwndnr
ﬁewlMc&t:MmﬂhmmmYmmmmmmgmmﬂmwdFudm
Vica and best-up old Mercurys filled to the windows with soun-to-be illogals. From Cananes--where a legal taxi
mmmumi@stlsm—mmwnmmmmwloﬂamﬁtbm

fork leading to the San Rafial Valley, in the ins above Patagoni ﬂnoﬂ:ﬂrmﬂwSmPedmRmanleyh
some cases, their feet don't kit the ground uniil they're literally a q ile from the i tional fence,
It'a an enormous busi mnd by any ‘historic migretion that prpﬁmmdlychnm country. But nane

of it is liappening according to mybody’lphn.cumﬂynomlegmmvebody and here's thin biggest rub—it's
lmdﬂmnfwummbmaﬂawmnmmcﬂmmmﬁngﬁcmyWMMm;m
of jta own people, and it benefits from the cash these laborers send hate, which, aftér ofl, now constitites that
government's second-largest income source. But American appetites contribute grestly as well, specifically, our
wmmmmmmammammwwmmmmmmmmmm

Fmﬂuehvmamthelmqthﬂmglﬂbeﬂ:cwmstofﬂ—&wmwgmﬁmthﬂdmrownpeqﬂehﬂpfndﬂ:ednﬂy
chaoa in which they tive. It breeds in good citizens a
guvmmtmwhchﬂmy‘vebemloydnnmmhvu,mdhwhchﬂmyplymm lndrdyonforpmmﬁm.

"1 feel kind of betrayed,” nqumkanmngnihehmhmhbleofmmmanmgluﬂespah
slowly and sadly, meaurmgwmdﬂheconldn‘tmgmeuyi_ngwymugn "1 feel betrayed by the federa!
govemment and by the stato g too. Al thie g has to do i biring the Nationat Guard down here and
sealﬂnubmd«up,butﬂ:ywun‘tdmr.mm@ﬂwﬂmyummswmmme@lwmnwhymt
our law enforcement stop them? The answex is they don't want to. It's a political game all the way to the top.”

mdm‘mmﬂy.MgMﬂwmﬁwmeWJFqim 4/2712005
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‘What's happened to Frank and Barbara Adams has happened to many famities along the border. Dongh.smd:nﬁ
since the 1950s, the Adamses have watched their once-fifendly town transform, in a scant eight years, into 2 cold,
nearly unrecognizable place. During a home renovation in 1997, a worker asked the Adamses for a house key to get in
when they were gone. The couple looked at one another. 'Key’lWedun‘thlvauby ‘We've never locked the door.”
Same with the car; they Ieft the keys in it at might.

Nuwﬂwylo&downwerythmgugnmnm andkawnn‘levcndnwtoﬂwDougluWal—ManmhsmFmd
F~250 becanss he's afraid it'T] be stolen.

mAdnmnmhymgmmmemmbemﬁmchﬂdm;hnﬁeﬁngmdhsmugghlmmm
decision, t0o. The fimrily's proparty has boen an the market two years, and they've had a grand total of two sericus
trayers. mmemmmwmmmungmm&mumnmuymmwm

This is what fife is like on the border now. Youdun‘lpmyvmfnﬂxmhlplmlmvmfmmmunplypohmd
pmmbmmywmmmmfwsmmal.fmmhmmmummYmhepwbyme
door and by the bed, just in case. You rig up burglar alarma: You leck pasturs gates. You post "No Trespaising” signs.
YonwasmdmmntmghtYoumenrpmpmyvaheathonuya'p\m:hlmﬂ.Yougctnpmdnmmmg
and do it ofl over again. | ,

We'remCowadnmnhmkuokmw,duvmgmuntmadmmhdeAnmmmmspeeummdh
war zone. The road we're traveling; Davis Rosd, is a particular menace, a strétch of hot top that connects Highway 80,
noar Tombstone, with Highway 191 above Douglas.

1hokapemﬂypaﬂomunmmmm23-mﬂemnmﬂmﬁeqw&psmddoghpmm

s blind and at the mercy of smugglers who h d the tarns, imes &t 100 mph. Cowmn has twice
been run off this road, and liks others m the vicinity, uhwmmhngmnnightm;hnm'tnmdnmmdy
becausepmtmmnfhnﬂooo-mspmadm&ﬂommkmd.

Humsmummdedmhmmdmmmﬂmmmml Southern Arizons ranching
family, wmﬁm-mmmmamemugdmmhmmmdmsmmmamm
mﬂ:eunysetﬂunemoanNeal,nearDmglaa,unmdylhcnma.playmgbamfommalﬂﬁmdwmmﬁddsmd
riding horses bareback into fhe mesquif Itwunhfeofmhdnymdeumfmmuplmwhuewezybodyhew
everybody clse,

'Ashds.weknewrt'dncvu-donnygoodtotaﬂaha.bmmyoueoul&x‘tgetnwnyw:ﬂlmythmgmywny B8ys
Cowan lsughing. "You leamed to play by the mjes,”

mmmmm@smmewmmm:mm&WAm1969
Ixcept for helping her futher, she'd never worked full-tinie as a rancher until 1994, when ahe baugh the propesty ahe
16w owns, from her sisters, Cowan wantéd to preserve the family heritage and keep the land from being subdivided.
Sutsbobeldtmmhﬂ'dayjob,ﬁpoByﬂmn,uhnwodndfnrNaﬂxMAﬂmes,whkhreqmmdtheeweekmd:of
vutklnwnm,ﬂymglllovuﬂmwmiduanmmm fligit attendant.

the role well-welcoming, canfident, polits. 'l'hmkof.l’nneCluvzmﬂndnse—auppedaﬂvﬂhn But Cowsn
‘shrinking violet; a fow yoars ago, she organized the first concealéd-camry gun class for women of Cochise
mty drawing a crowd of 28 to the Benson firchouse, Anid at mogt public meetings she sttends, Cowmn stands to
mnwnmgrmﬂofupoanuhewmbaﬂed'odetomeﬁgﬂmm'

1 haul them to town, I'm trafficking.
71 take them in, I'm harboring.
’1 feed thern all, T go broke.

tp/#srww. tucsomwoekly.comgbase/Toole/PrintFriendlyPurk=562Fgbase%2Feurrents %P Conteat%3Foi...  4/27/2005
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If'1 deny them, they stesl.

If 'm vulnerable, they take advantage,

I my dog bites them, I have to pay their medical bills,

I I haul off a known trafficking vehicle, I face auto theft.
If I carry & gun becanse 'm afraid, I'm a vigilante.

"Thcmedmalwaystmstnverythmgwe say, making us out tq be these terrible vigilantes," says Cowan. "But welamiust
vigilant Americans. ¥

Cowunkeepshnuwngtmsmhadund:r&xewnsoleofhutuckuwehveDamRoad,uupmmdysmmmgto
domnplacewhmmmmxho—wmpomﬁmﬁumdmgrmmshaﬂusﬂwm@tqmut,mdﬂledaytmemgmof
mnugghngmevuywbm Tust look around: hibcaps hooked to range femces—signals for coyotes or druggies to crosg
thme,cm:wnh!’lundaundCahfomnplmmbablysblm.whedhguymddawnﬂnmad, cattle gates mangled by
smuggler cars. Cowan says every single gate along Devis Road bas been smashedat least once.

‘With her weekend's work as a flight attendant done, Cowan would retum to Arizona to run the ranch. He husband,
Bob, now 58, who lives end works in Phoenix running his own company, would drive the 200 miles to Totnbstone,
wogkthhh@ron Saturdays and Sundays, then drive the 200 miles back to Phoenix on Sunday night. "Tt was very
hard,” Bob Giles says. ‘T wonder now how the hell I survivéd it. But we needed the money I sent down there to run the
ranch.”

Bmthndmgecm:sedbyillegn!smCowmsubmcekeptgemngwmse,wh:chmadngomgmworka
torture. She knew the odds were good that something bad was bappen g back on the ranch, but she didn't know what

it was, and couldn't do anything about it anyway. "If I'm in Japan, what can I do about a problem in Arizona?” she
asks. "All 1 can do is worry. It got to the point where I stopped calling home.”

Tlegal immigration became the hell that followed her around the world. There was no escaping it.

On wptk weekends, het routine was to drive to Phoenix, eatchaﬂlgbtwL.A.nndbegmwhatevcrassngmmtshehad
from Northwest. But while parking &t the Phoenix airport, she said, she'd sorietimes spot vehicles that she'd seen
crassing her property the day before. Thnvmortruckwuuldpatk,nndadozmurmorexllegalswouldjm:puut,ﬂlm
head to the terminals to catch flights all across the counity.

Sometimes, Cowan says, they were even on her flight to L_A., and because she speaks fluent Spanish, she was often
asked to translate for, quite possibly, the very same mdmd:uls who'd just trashed ber propexty.

"So many things have happened; I can't remember the chronelogy," Cowan says as we drive. "It all blends together."

She points to a pasture out the driver's window. "Sec, over there, Ihaveuwnt:rhnethﬂykn@c\nnng SoIrigged a
ﬁatwettonsotheycoulddunkwnhomlemngthuusandsufgallomdxmnout.Butnowthcydon‘numoﬂ'thefnmet,so
the water rons out anyway,"

Alm.lefmhernlung,shemﬂsmothﬂ'duamAgntaﬂ:emugﬂsleﬁopmnﬂuwednnumuwwmwmdwoumfhe
road. It was killed when s passing motorist hed into it, demolishing the car. 'Il:mﬂ:emomnst,wha'dmﬁ'uedn
hrokmann.matmeﬂmm(:owm )

On and on it goes. ShemdBobhnvehndonetuckmlcnmdmothavmdalmd,Janhnguphamcem One
ofhnrpuudbuﬂsnteaphmbug,ﬂmhndﬂlegﬂndmcudevuywln‘e nes and ing such
agunyﬁmtshetndmh'ﬂ&xcmnnal. Cost: $2,400.

Threenard:—suud:mgghngum]scmssCownnslmd,mdsommymegulswulkth:mﬂmdwyspookndhucmle,
mahngﬂ::mwﬂiWﬂdcu!ﬂedun‘tgamasmuchwughL nndwhmmnchmgotomaﬂnﬂ,ﬂwysd]qmmymd

hitp://www.tucsenweekly.com/gbase/T! ools/PﬂntF;icud]y?mh%?.F gbase%2Fcurrents%2FContent¥%3Foi...  4/27/2005
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weight. She also followed a specific breeding program, but with her gates constantly left open and fences cut, her
herds were becaming mongrelized and more susceptible to disease from neighboring cattle.

Cowan takés pride in how she manages her pmpm;ty, and in the past six years, she's received more than $375,000 in
varions grants for watershed rehabilitation, But the illegals leave behind piles and piles of human feces, which, after a
rain, dtain intu the gullies and into the water supply.

Shouldwewsnosee whether the feces in thewutumﬁumoowsorpe@le?“sheasks "I some places on'my land,
ﬂ:enmvegmsseshxvebeentampledsohcavﬂyﬁmywon‘tngbarkmmyhfetmq arid I'll be blamed.”

In October, she had nine at-risk kids out on the ranch picking up the illegals’ garbage. They bagged a speciacular 6,080
pomdsoverﬁvedxys Four months later, it was aﬂbackagam.SheomewﬂedtheEPAtuxvpmdumpmgoftmshon
state trust land. "Who's doing the dumping?" the bureaucrat asked.

"Tlegals.”
"Oh," 5aid the bureaucrat. "We don't have a department to deal with that."
Everyone along Davis Road lives s the same harror story.

Fred Davis is a professional rodeo ropef, and he fumishes horses and eqnpmmtmmcme companies on location. He's
worked on The dlamo and Braveheart, mnongo'.hcrs.Onthemerﬂ: of July weekend last year, he settled some of his
horsesmtoapamxrconThmsdaynight,havmgthegatemxedopmsoﬂwywnlddrmkxtndmwnmby

e he went to r.heck on them Monday moming, he foxmd the horses i terrible shape, their stomachs hollow from
of water, Davis watched as anie mare kept tangling her féet in the pasture fenee, and at first he couldn't figure out
whiy. Then he realized she'd gone blind from dehydration. Illegals had elosed and locked the gate, which took
considerable eﬂ'ott, cutting off the horses’ access to water.

Damhadmshootthe$7000mare‘ "I’mmxtwmmmnhoml, saysts 'Whyelaewuuldtheygotuthemble
of closing a gate that was wired open?®

Another time, Davis' daughter Merlo, then 23, was home alone when & man rapped at the kitchen window. He wanted
0 come inside and use the phone. She said no. He persisted, telling her that the nian with him had hurt his leg, and she
had to take them someplace in her car. Butshekeptsaymgno

To backhnnqﬂ,Maﬂotoldﬂwmvadeﬂhatherfatherwasmthe back room. ‘Ihemmatthuwmduw said, *Your
father isn't home, and I know your neighbor ish't home either. Mbeenwatchngﬂmhouseﬁumﬂmbm all day.”

Now terrified, Marlo noticed that he held his right hand in a strange way, the knuckles forward, his fingers curled up
a8 if concealing somiething in his palm. She was about to getthefnmﬂyshotgunwhmthemy:hmuusmmﬁnﬂ]ygnve
up and left.

Lntu-,mﬂwgmlmdomde!hehmhmwm&uw,theDamasfoundahnfeﬁomnnckthuﬁnnﬂykeepsma
v‘shopnm&mbmhymmmedmmemmnﬂmwmdowhmmmldmgmm

ThxshqppenedmAugus‘t 2001—domestic.terrorism a month before Sept. 11,

Bvery ranchér hes s sipilar story. SnedeobK:mﬂ,whohvenmﬂmeaughs,loﬂababyc&H‘whenmﬂlegah
beatnmdenthwxﬂ:nmcmlfmcnposuhmbaxbecmdnonﬁespot The animal, barely 12 hours ¢ld, still had
afterbirth on it. 'Ihetwowexemsted,spcnt52daysm)&ﬂ,mdwmmdﬂedmpnyﬂxexrmmsmommthey
fled back into Mexico without paying.

http:llwww.mw_qnwaekly.cumlgbasﬂwlst‘?ﬁqtﬁﬁmd}y‘mrki%Zngnsc%Zchmts%ZFCummﬁ’ﬁFni;A. 4/27/2005



139

Tucson Weekly Print Friendly . ' Page 7 of 10

‘What has changed since Sept: 11?7 Not much, except the invaders have become more aggressive, They're  scatier
‘breed now, with en sttitude of entitlement about what they're doing and a willingness to threaten anyone who

One day, Cowan came across a blue Chevy pickup with a cemper shell parked off Davis Road. Opposite it, an the
othcrmdcofthemad,ﬂlmwasam.lmstandmgnearhlstmck.Hepretundedtobemspecungamgnﬂthowmhad
put up. It said: "If this were Crawford, Texas, the National Guard would be here.” She knew immediatoly the
spotting for & coyote. She drove up to him and rolled down the window. He was Anglo, middle-aged, with

along both arms and bright blue eyes.

In a sickeningly sweet voice, he said, "Oh, do  you have a problem with il]egals around hepe?”

Right then, the Chevy across the street bolted toward Tambstane. Bvenﬁxuughahewupu[lmga 16-foot stock trailer,
Cowan roared off in pursuit, punching 911 on her cell ushewentTombstmesmmbalsmtewcpwdtthhnvy
finding 19 illegals inside. It was a good outcome, except that the coyotes, listening in on police scanners, heard
everything the dispatcher and the deputies said. A few days later, a relative with ties to the sheriffs office delivered a
chilling waming to Cowan: The coyotes know who you &re, and they know where you are, 50 watch your back.”

The latest? A truock roared across Cowan's propetty, mowing down five fences. She repaired them, but two weeks
later, another invader mowed them down again. She and Bob figure it was a dmg truck. "We have a president who
dosn‘umdmtandtheConsunmun and two representative bodies thist are afraid to do anything,” says Giles. "I don't
know what it's going to take for tha:n to wake up. Maybe a little revolution wouldn't hurt.*

¥ you listen to border residents up and down the line--at least those few brave enough to talk--the driig traffickers, sm.
decades-long p have much more aggressive, violent and visible of late.

In the San Rafael Valley, in the mountains above Patagonia, they've been known to enter sov:mgn Ametican territory
simply by driving over the international border fence, plowing down the barbed wire line in huge pickups, someé
actually equipped with armor plating. Marshal Goodwiis, who does mai: wotk for Arizana State Parks there,
says he's repaired the seven-strand barbed- weborda-f:ncemmehms in the same placc on the same, day, afer drug
runners have broken jt down.

It's not at all rare now to hear a rancher tell of coming across heavily armed men ﬁcomng drug ﬂhlpmam across their
land. Itunlyhastnhappmonce—-youloukmxtyumhlrbenwmdowmdseeguysmtrymgAK—ﬂn—mmakeyuu
realize there's & new force in your life, a controlling force, and it's not American law.

Bvory rancher mekes his own peace with the outlaws, Budsunm'amnchmsatﬂmeastbueofﬂ:e}luadmea
Mountains, south of Sierma Vista, and he's experienced all the staridard froubles—a truck stolen, femces ct, illegals
boldly demanding beer and getting angry when he refases. For & long time, before the feds built day/night vision
towers on the southern part of his land, whldicutfoottmﬁc,ﬂxenyw-uldStumemmnedﬂml 000 illegals a
week crossed his propexty.

Buttheremedaneoﬁcasayshcmuomﬁonmthun,andwhmhzﬁndsbalesofmm;uam,whichhz .
docs, he stears clear of them as well. 'Somecncelsemﬂdbewntclﬂn,gma,mdyuﬂdnn‘twmtmmess
with these dmgguys, says Strom.

Whmukednbuntﬂwucomodat:mnmsrytohvemxmhadmgmphcc another border-area rancher (who
spnkeonﬂ:cmdiuonofanmymxty)md,"I'vesmtammugetoﬂwdmgdnalm Duan't Iet me seé you, or Il have
torcpmm'l'velembeknowntumyhntpﬂmhﬂﬁndmnmymcoopmdmﬂldmgpwple,ﬂuyhﬁnd.mn'l
not iy job ar my business to stop therh, and it'd be foolish and dangzrons of mé o try. It's kind of ive asd Jet five.
That's the only way I feol it's safe. T could disappear so casily, and there'd never be a trace.®

‘utt'p:/Iwww.mcsopweakly.gouﬂgbasdl"oolsf?riml’ﬁmdly?uﬂ;%Znguse%ZFctmenis%ZFCammt%ﬂroi,.. 4/27/2005
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This rancher added that the status quo is actually better than a crackdown: “If the drug people and the illegals can't get
across, and things get more complicated, the people now making easy momney might resort to kidnapping. We've |
actudlly be¢n wamed sbout that possibility. It's better for us to have the dnig dealers and the pegple smugglers making
money the way they are, rather than through kidnapping. ... Kidnapping is always in my head. I take d:ﬁ'exmt routes.”

In sonie plices, the muggl:rshnvemadethebord:rthmown.kxg}nacmssthehmﬁumhkzwne in far western
,County, stands a shrine believed 10 represent a Mexican drug-heto, Jesus Malverde. No one s quite sure whether
bandit Malverde, supposedly hung by the Mexican goverimnent in 1909, was & real person, & compasite of two men
orputeﬁmon,bmmtheMemmswhomul:mfmthaml;hc'snknbmﬂood-likeomm and there his
monument stands, neer Lukeville. 'I‘hetmfﬁcketspmyatthcfcetofﬂnsm—caﬂednarcosamtonthnn‘wnymmom
country.

Davis Road has a shrine of its own.smngemunummtmchonngmwcs‘td.Loealscal!nﬂ:e"Peeandey"The
ground around it is usually littered with trash, some dumped by area residents who don't want o pay & $5 dump fee.
But smugglexs use it, too, aceording to Larry Talvy, a deputy with the Tombstone Marshal's Qffice. They use it as p
lundmmkandp\mupsput,aplacetotakea]eak,hghtncandlenndsayapnyu'tor]leVn'gmMmy Talvy says he's
noticed a funny thing: the mumber of drug cars that have statues of the Virgin banging from the rearview, or the
dashboard. '

Hail Mary, mother of God, please smile upon us as we violate American sovereignty, flaunt its laws and pmsocn its
peaple. Amen.

nghlbegma to fall over a long day in the war zone, We're on Leslie Canyon Road, north of Douglas. It's two lanes, no
affic, mostly pastureland straddling the bladcmp Ome of the pastures belongs to Cowan, and there's a red truck

thed on the shoulder near her pasture gate, two men standing beside it. They have no reason for being there, and
ey're acting sirange.

Cowan drives a mile past the gate, pulls to the shoulder to wait, and we talk some more, She has remained even-
tempered through the day, in the telling of every wrenching episode, and sbelms tried to keep pexspective. She
aclmowleégls that many factors have contributed to the difficulties of g in Southern Arizona—everything from
the nine-year drought {0 housing development that has brought doga thatnmmpwks k.\llmg calves.

Bt the illegals have been the tipping point. She ¢eild survive everything slse. She can't survive the invasion. *It just
consumes you," she says. Ifyou‘renntatnmeeungmﬂungnboutlt,yau‘mrapmrmgmqthmgthey‘vedam ar
you‘mstandmgonthshlghwuyloohngntadeadammnl,bemuseﬂmy]eﬁsgmop- You have to.decide: Is this
more important tha my quality of life, iy health, my iarriage?"

Asked what she has to say to executives of American companies that feast off the cheap laber, Cowanpwses,mdthe
mgenetmstohereyes

"I want them to have a Marths Stewart experience,” she says. "I want their sentérice to be two years living on the
border. Then tell ine how great chesp labar is."

Ei eycatssgn,CuwmhooknleuveufabsenpuﬁumNorﬂ:westud‘nhngtbnmch—naededmnmmnndlosmg
‘pmyhmlﬂlmsmee,whuhshehaambempaymghusdfmmnhmenfﬁmlmmﬁxﬂmﬂ:emmguve
hnrmmumeonthemch,mdahnhopedﬂmmﬂlhermmasedprweme,andBob'sonthewenkmds,mdﬂnn'
cnergy, theywu!dsuvothep]aoe Tt didn't work. Everything came to & head one xight last June. Unable to sleep, the
tension knotting inside her, Cawmgutmhﬂ-compmmdtypedmthepmsmdmofsuymgmrmcbm&No
maunrhuwshbpusedﬂmhst.theunswercmeoutme!me

The next day, she and Bob called a family meeting at her parent's home in 'mcson.'Dad, Bill, way there; her mom,

littp://werw. tucsonweekly.com gbase/Tools/PrintFriendlyurk=-Y:2F ghasc¥%2F custents%2F Content%3Foi...  4/27/2005
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Cordy; and her sister, Marguerite. The discussion went smoothly, without rancor or even much emotion as overyone
agreed the time had come. In July, Cowan unloaded most of her cattle, lucking out by hitting the market at its peak.

But she kept her American Brahmans, and right now, sitting in her pickup off a lonesome two-lane with darkness
coiming on, those misshapen critters constitute the best part of what remains of her ranching life. “They're regal,
wonderful, mtemgmtannnals smarter than we are,” she says. "I need them to soothe ray soul.”

Wedoublebacktocheckunthemystenousredtuckandthetwomm‘l‘hey’mgme 'Ithbwanspomthma’,
down the pasture road, about a half-mile beyond the gate. 'I'hemcnhavecutthelock,nlosedﬂ:egateagmnmdlooped
thé chain back into place. You have to look closely to see it, which is no doubt what they wanted.

Now it starts—the unceitainty, the jangled nerves. Who mthesey:ys?Aretheymngthepmhmfuradmg drop? Are
these the coyotes out to get even with Cowan?

She gets on her cell and calls the Cochise Countysheziﬁ‘.'l‘hcnw'ewnit.wox;dmiugifdﬁsﬁmé,shn'ﬂhave_topul!ﬂmt
g,

It's a rotten feeling. It shoyldn't be this way. For the first time all day; Cowan's temper cracks, and under the strain, she
cries. She makes a fist. "1 feel so violated. I just get wound up so tight I want to scream. It's just goes on and on and
on, every day.”

'l'hm event ends much better than it might have. The men tell sheriff's deputies they're Douglas residents and American

cmzms o\lth\mtmg for the afterncon. Thuyclmm&xe lock was alteady autwhenlhcycmealcmg. Cownnwantsto
press charges, saying she's placed legal notices in thiee ares newspapers, describing the property in English and

Spamsh and stating that her land is off limits to bunters, and the pasture fence is plastered with "Keep Qut" signs.

But on the border, gates mean nothing. Your possessions are up for grabs. Private property means nothing.

Later, driving back to Tombstone, Cowan calls Bob to say she’s on her way home. Xt's become part of life here,
mabngsumyourlovﬂmes know where you are 4t all times, 'l'henyuusayyompmyerstohelpyou get over the ache
in your gut from the way of life that's being taken away from you—the life you've chosen, the life you loved, tba!‘snow

slipping away.

Driving throngh the night, Cowan says, "I have to think God's guiding me through this maze, that he was withme the
mgmlgmu;utonmk:ﬂwhst,nndwhmlsoldmycatﬂentthzwpof!hemsﬂ:et.l‘ lieve he's guiding me through
this. Ireallydo

Rec‘mﬂf in Festure:

« Capturing Crossings —AlexWebb'sphotogmphyahnws aqum‘ter-cmmryofhfe nlongthebordu-hy
MARGARET REGAN (04-21-2005)

. A]l}laﬁhdi&l - The Arizona Inmmoml Film Festival shows trae indie pmduchons some much- deserved
love by JAMES DIGIGVANNA (04-14-2005) :

» AJYFF Schedule - (04-14-2005)

Other related stories:
» Capturing Crossingy < Alex Webb's photopraphy shows squm‘tn’-ccntm’y of life along the border by I
MARGAEET REGAN (04-21-3005) -
. Ianmm,Mm~Weekmdburderwnmm create axift between Coc]nsc County politicos by TIM

mp:l_lw'ww.tucsonweekly.c,om/gbase!IDOLS/PIh!?Fﬁcndly?mlé%Zngase%Zmemts%zFContmI%SFoi.._ 4/27/2005
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www.azeir.org

Our borders are not secure. Our health care, education and justice systems are under heavy burdens.
Employers can't find enough workers to fill the essential jobs Americans just won't do. Our current
immigration system has resulted in over 12 million undocumented immigrants in our country. And that
number increases everyday. Our nation, our security and our economy can't continue like this.

America’s immigration crisis has gone on for far {oo long. its disruptions and distortions are too serious to
allow extreme special interests to continue blocking meaningful solutions. Those fed up with the
demagogues and federal inaction are coming together across the nation to support a solution that can

achieve four main goals:

Enhanced Border Security
Guest Worker Program
Employment Eligibility Verification

Resolution of the Legal Status of the
12 Million Undocumented Immigrants

Arizona Employers for Immigration Reform (AZEIR) is a coalition of Arizona businesses and trade
associations dedicated to the passage of a comprehensive immigration reform bill this year before the
2008 elections make passing such complex compromise legislation impossible. We are small
businesses, farmers, manufacturers, contractors and service providers. We are the backbone of the
Arizona economy and we demand that Congress accept its responsibility for regulating our borders and
immigration system. Both the United States Senate and United States House of Representatives are
considering promising reform proposals like the STRIVE Act of 2007. Our congressmen need to hear
from employers in Arizona that comprehensive immigration reform must happen this year.

TAKE ACTION Nowt

Call each of our congressmen and encourage them to support comprehensive reform this year:

Sen. John McCain (202-224-2235) Sen. Jon Kyl (202-224-4521)
Rep. Ed Pastor (202-225-4065) Rep. Raul Grijalva (202-225-2435)
Rep. John Shadegg (202-225-3361) Rep. Rick Renzi (202-225-2315)
Rep. Jeff Flake (202-225-2635) Rep. Gabrielle Giffords (202-225-2542)
Rep. Trent Franks (202-225-4576) Rep. Harry Mitchell (202-225-2190)

Go to www.azeir.org to join AZEIR's growing coalition to counteract the extremes and support our
congressional delegation in doing the right thing:

Pass Comprehensive Immigration Reform!

The Honorable Jim Kolbe - Honorary Chairman
Arizons Employers for Imuigratiea Reform - P.O. Bex 17662 - Phoenix, Arizona 85011 - (602) S01-6691

Altarce Trades Asecialion, Allwrzs -~ Artzor Charmber of Commarcs and Indostry
Amocialon

Aweockiicn - Artmea L Amsocisfion

Arizons

Associgied Awwocisied Mnariy Ny
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WHO WE ARE

ImmigrationWorks USA is a federation of state-based pro-immigration business coalitions from across
America. The employers at the local level hail from every sector of the economy that relies on immigrant
workers: agriculture, food processing, landscaping, hotels, restaurants and construction. The national
federation links coalitions from a dozen states - TX, AZ, VA, OR, CO, among others. Its aim over the next
year is to strengthen these existing groups, create new ones in another 15 to 20 states and help them fight
local battles even as they build and train for a renewed approach to Congress.

The battle today is beyond the beltway - in state legislatures, courtrooms, congressional elections ~ where
these local coalitions are ideally positioned to explain the need for immigrant workers and push back
against policies that could damage the economy. But the ultimate goal, when immigration reform comes up
again in Washington, is to have a grassroots army in place - the national business presence that was
missing in the last congressional fight. No matter how good our arguments or how sound our policy, we
can’t hope to pass a bill as long as anti-immigrant groups are able to field so many more troops than we
can. We need to even out the disparity in emails, faxes and phone calls - and we can, we’re convinced, if we
start now, engaging small-business owners and building the database we need.

-3

WHAT THE FEDERATION WILL DO

» Strengthen and expand our network. Jumpstart employer coalitions in states where they don't exist.
Provide fledgling chapters with toolkits, templates and other how-to advice. Help with recruiting and,
where needed, modest seed funding for new coalitions.

» Messaging - local and national. Conduct public opinion research, develop messages, provide local
chapters with media training and how-to media toolkits. Help the coalitions document the economic
benefits of immigration to their states. Help them speak out about the damage created at the local level
by enforcement-only policies. Create an arsenal of tailored TV and radio spots that can be aired locally,
and when the time comes, nationally.

» An early warning system: mapping and tracking local battles. Which of the dozens of immigration
bills introduced in the TX legislature is likely to move; which way is the governor of VA leaning as his
legislature gears up to act; which congressional candidate is building a campaign around immigration
as a wedge issue ~ ImmigrationWorks’ local roots put us in a position to know before anyone else. We'll
use our state-based chapters as eyes and ears on the ground to track ongoing battles and predict where
others are about to break out, then alert national allies 50 our side can mobilize to fight back.

» Building the grassroots database. The key to winning is an army of engaged, articulate employers
prepared to contact their members of Congress and make the case for immigration reform. These troops
must be recruited state by state, business by business ~ and they’re best drawn in peer-to-peer, rather
than by a professional firm. Key tools: regional training and mobilization sessions, electronic town halls,
sustained follow-up communication to maintain interest and engagement. The eventual goal: a national
database that can produce both quantity and quality ~ large numbers of emails and letters, but also
personalized communications.

LEADERSHIP

President and CEO, Tamar Jacoby, is a leading conservative voice in favor of immigration reform who

helped jumpstart many of the existing state-based coalitions and worked with them through the 2006-2007
battle for a Senate bill.

www.ImmigrationWorksUSA.com
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Immigration Nation
By Tamar Jacoby

From Foreign Affairs , November/December 2006

Summary: The United States is far less divided on immigration than the current debate would suggest.
An overwhelming majority of Americans want a combination of tougher enforcement and earned
citizenship for the 12 million illegal immigrants in the country. Washington's challenge is to translate
this consensus into sound legislation that will start to repair the nation's broken immigration system.

Tamar Jacoby is a Senior Fellow at the Manhattan Institute and the editor of Reinventing the Melting
Pot: The New Immigrants and What It Means to Be American.

THE ROAD TO REFORM

As recently as 18 months ago, a visitor could have spent a week in the United States, watching television
and reading the newspapers, and come away with virtually no clue that immigration was a major issue.
Today, it is at or near the top of most voters' lists of problems facing the nation - one that, in many
people's minds, outweighs every other threat save international terrorism. This shift has been driven in
large part by politicians and the media. The U.S. immigration system has been broken for a long time,
and little -- including the number of immigrants arriving in the country -- has changed dramatically in
recent years, There is little doubt that the system needs fixing. But just how big a problem is
immigration? Is it in fact a crisis that threatens the United States’ security and identity as a nation? And
does it, as today's bitter debate suggests, raise so many fundamental questions as to be all but
unsolvable?

As of this writing, Congress appears to be at an impasse, after nine months of intense debate and the
passage of two major bills (one in each chamber) still unable to agree on a piece of legislation. The
president has made clear that immigration reform is his top domestic priority, and legislators from both
camps spent the summer insisting on the need for change. And yet, as the 109th Congress draws to a
close, it seems unlikely that members will make a serious effort to resolve their differences before going
home to face voters in November.

In fact, the nation is far less divided on immigration, legal or illegal, than the current debate suggests. In
the last six months, virtually every major media outlet has surveyed public attitudes on the issue, and
the results have been remarkably consistent. Americans continue to take pride in the United States’
heritage as a nation of immigrants. Many are uneasy about the current influx of foreigners. But an
overwhelming majority — between two-thirds and three-quarters in every major poll -- would like to see
Congress address the problem with a combination of tougher enforcement and earned citizenship for
the estimated 12 million illegal immigrants already living and working here. A strange-bedfellow
coalition ~- of business associations, labor unions, and the Catholic Church, among others -- has
endorsed this position. In Washington, the consensus behind it is even more striking, with supporters
spanning the spectrum from conservative President George W. Bush to left-leaning Senator Edward
Kennedy (D-Mass.), from mavericks like Senator John McCain (R-Ariz.) to party regulars like Senator
Bill Frist (R-Tenn.) and all but a handful of congressional Democrats. But even this broad agreement

http://www.foreignaffairs.org/20061101 faessay85606/tamar-iacobv/immigration-nation ht 213700R
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may not produce a solution this fall.

Congress' failure to act is largely a product of political circumstances. The high-stakes midterm elections
in November put an unusual premium on the opinions of the 20-25 percent of voters who depart from
the emerging national consensus. Mostly male, white, and lacking college degrees, these naysayers
believe immigrants are bad for the economy; they want to build a wall along the southern border and
adamantly oppose allowing illegal immigrants to become citizens. Only about half are Republicans, and
they account for no more than a quarter of the GOP. But many Republicans in Congress, particularly in
the House, are convinced that this group is more intense -- more concerned, more motivated, more
likely to vote on the basis of this single issue -- than anyone else likely to go to the polls. So the
naysayers have become the tail wagging the dog of the immigration debate, and they may succeed in
blocking a solution this year.

Still, such circumstances will not last forever. The political stars will realign, perhaps sooner than
anyone expects, and when they do, Congress will return to the task it has been wrestling with: how to
translate the emerging consensus into legislation to repair the nation’s broken immigration system.

REALITY CHECK

The term of art for what the consensus favors is "comprehensive immigration reform.” But the shared
understanding is far more than a grab bag or a horse traders’ deal with a little something for everyone.
The president and Senator Kennedy, for example, are both convinced that far from being a threat or a
crisis, immigration is a boon to the United States -- that the newcomers bring a welcome vitality, and
that openness and optimism are a critical part of the nation's character. Neither man sees danger in the
growing role immigrants play in the economy; both see today's influx as a force to be harnessed for the
United States’ benefit. And although troubled by the illegality currently associated with immigration,
both believe that reform must go beyond reasserting existing law in the face of lawlessness. Any effective
overhaul must also bring the immigration system more into line with the changing realities of a global
world.

The most important of those new realities is the global integration of labor markets. Teday's immigrant
influx -- second in volume only to the wave that arrived a hundred years ago -- is not some kind of
voluntary experiment that Washington could turn off at will, like a faucet. On the contrary, it is the
product of changing U.S. demographics, global development, and the increasingly easy international
communications that are shrinking the planet for everyone, rich and poor. Between 2002 and 2012,
according to the Bureau of Labor Statistics, the U.S. economy is expected to create some 56 million new
jobs, half of which will require no more than a high school education. More than 75 million baby
boomers will retire in that period. And declining native-born fertility rates will be approaching
replacement level. Native-born workers, meanwhile, are becoming more educated with every decade.
Arguably the most important statistic for anyone seeking to understand the immigration issue is this: in
1960, half of all American men dropped out of high school to look for unskilled work, whereas less than
ten percent do so now.

The resulting shortfall of unskilled labor -- estimated to run to hundreds of thousands of workers a year
-- is showing up in sector after sector. The construction industry creates some 185,000 jobs annually,
and although construction workers now earn between $30,000 and $50,000 a year, employers in trades
such as masonry and dry-walling report that they cannot find enough young Americans to do the work,
The prospects for the restaurant business are even bleaker. With 12.5 million workers nationwide,
restaurants are the nation's largest private-sector employer, and their demand for labor is expected to
grow by 15 percent between 2005 and 2015. But the native-born work force will grow by only ten
percent in that period, and the number of 16- to 24-year-old job seekers -- the key demographic for the
restaurant trade -- will not expand at all. So unless the share of older Americans willing to bus tables

http://www.foreignaffairs.org/20061101 faessay85606/tamar-iacobv/immisration-nation bt 7/12/700%
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and flip hamburgers increases -- and in truth, it is decreasing -- without immigrants, the restaurant
sector will have trouble growing through the next decade.

Fortunately for the United States, economic changes south of the border are freeing up a supply of
unskilled labor to meet these growing needs in a timely way. Some of the circumstances generating the
flow are positive (the move from subsistence agriculture to economies that require investment capital,
including at the family level); others are not (the failure of Mexico to provide enough jobs for its
working-age population). But even if Mexico were to become Switzerland overnight, the fact is that the
United States would still lack unskilled laborers and would have to find them elsewhere.

The market mechanisms that connect U.S. demand with foreign supply, particularly from Latin
America, are surprisingly efficient. Immigrants already here communicate to their compatriots still at
home that the job market in, say, Detroit is flat, while that in Las Vegas is booming -- and this produces
a just-in-time delivery of workers wherever they are most needed. The vast majority of the immigrants
who make the trip to the United States do so in order to work: if you are going to be unemployed, it is
better to be unemployed at home in Mexico than in New York or Chicago. Not even legal immigrants,
who account for about two-thirds of the total influx, are eligible, during their first five to ten years in the
United States, for the kind of welfare transfers that could sustain them without work. Illegal immigrants
receive virtually no transfers. Labor-force participation among foreign-born men exceeds that of the
native born: the figure for illegal immigrant men is the highest of any group -- 94 percent. And
immigrants are less likely than natives to be unemployed.

These facts are stark, and those who buy into the comprehensive vision see no peint in quarreling with
them. Rather than seeking to repeal the laws of supply and demand -- or trying futilely to block them, as
current policy does -- reformers want an immigration policy that acknowledges and makes the most of
these realities.

COMPETITION OR COMPLEMENTARITY?

Critics of the comprehensive model dispute these fundamental economic assumptions, and some of
their questions are serious enough to require answers. Do immigrants lower American wages, as the
naysayers contend? Would Americans fill these jobs, at a higher wage, if foreigners were not available?
Is it only employers who profit from the influx? And do the fiscal costs associated with immigration
outweigh any macroeconomic benefit? If the answer to any of those questions were yes, the case for
comprehensive reform would be far less compelling than it is. (Why change the law to accommodate a
market reality if that reality is not good for the United States?) But the critics' case does not stand up.

Of all the economic consequences of immigration, the easiest to calculate is the fiscal effect -- whether
immigrants consume more in government benefits than they contribute in taxes. Although this is one of
the most disputed and emotional aspects of the immigration debate, in fact the net effect in most states
is close to a wash. True, much of the immigrant population is poor and unskilled, which inevitably
reduces their tax contribution. But most nonetheless pay as much to the government as comparable
poor and unskilled native-born workers do, and even illegal immigrants pay sales and property taxes,
thus contributing toward their childrens’ schooling. To be sure, in states with lots of newcomers, the
burden on native-born taxpayers can still add up: according to one estimate, in California in the mid-
1990s the bite was $1,178 per native-born bousehold. But in most states today, the cost per native
household is no more than a couple of hundred dollars a year. And on average, this is offset by what
immigrants pay in federal taxes. According to estimates, two-thirds of illegal immigrants have income
tax withheld from their paychecks, and the Social Security Administration collects some $7 billion a year
that goes unclaimed, most of it thought to come from unauthorized workers,

Immigrants’ overall contribution to U.S. economic growth is harder to measure, although there is no
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doubt among economists that newcomers enlarge the economic pie. Foreign workers emerging at the
end of the day from the meatpacking plant or the carpet factory buy groceries and shoes for their
children; on Saturday, they buy washing machines and then hire plumbers to install them. The
companies where they work are more likely to stay in the United States, rather than move operations to
another country where labor is cheaper. Readily available immigrant workers allow these businesses to
expand, which keeps other Americans on the job and other U.S. businesses, both up- and downstream,
afloat. Economists call this shifting the demand curve outward, and no one disputes that it results in a
bigger, more productive economy.

Just how much do immigrants expand the economy? One conventional way to measure this would be to
caleulate their spending power, but jt is difficult to isolate immigrant purchases. And even if we could,
that would not reflect the growth that occurs when, say, suppliers of irrigation equipment, fertilizer, and
trucks sell more of their products to a farmer whose business is expanding thanks to immigrant
workers. Still another way to quantify the immigrant contribution is to look at the percentage of new
jobs they fill. Over the last decade, it was more than half of the total -- and two-thirds in regions such as
the Midwest and the Southwest -- making them effectively responsible for half of the nation's economic
expansion in that period.

Some of tbe best efforts to measure the elusive immigrant growth dividend look at states or regions
rather than the nation as a whole. A recent report on immigrants in North Carolina -~ which has one of
the fastest-growing foreign-born populations in the country -- estimated their contribution to economic
expansion and compared it with the more easily measured fiscal consequences. The bottom line:
newcomers filled one-third of North Carolina's new jobs in the past decade, and they were responsible
for $9.2 billion in consumer spending and $1.9 billion in saved wages -- a total growth dividend of $11
billion, which dwarfed the $61 million (or $102 per native-born taxpayer) that the newcomers cost the
state when taxes and services were netted out.

But even these calculations may significantly underestimate the immigrant contribution to the U.S.
economy. Economists disagree on whether economic growth is in fact good or bad for a society. Many
believe that it produces economies of scale and overall strength, both economic and other kinds, for the
nation. Others feel it burdens and clogs the economy. The critical question is whether growth makes life
better for individual workers, augmenting their productivity and increasing their incomes. And
according to most economists, this is what happens when immigrants complement, rather than
substitute for, native-born workers. In other words, the more different the foreigners are -- the less
interchangeable with Americans -- the more they add. This, too, has yet to be adequately measured. A
much-cited nine-year-old estimate by the National Academy of Sciences suggests that complementarity
could add as much as $10 billion a year to U.S. incomes. But according to some economists, immigrants
may be even more different (and thus account for even more added income) than many realize.

Think about a typical company. If all the employees were the same, adding more would expand the
business but not -- once maximum economies of scale were achieved -- make other workers better off.
But the picture changes dramatically if the employees have different skills. Then, adding more low-level
workers would mean not only more opportunities for foremen but also that these supervisors would be
more productive and earn more. In the case of immigration, this benefit comes not just within
companies but also across the economy.

Immigrants are different from native-born workers in myriad ways. Roughly a quarter are more skilled
and a third less skilled. On the whole, they are younger and more mobile (think of the construction
workers who raced to New Orleans in the wake of Hurricane Katrina). They generally know the language
less well and are less familiar with the culture. (Remember, complementarity is beneficial even when the
added workers are less productive.) They often work harder and for longer hours, and in some cases
they take jobs many Americans no longer want to do. But rather than undercut the native born,
immigrants who are genuinely different make Americans better off. More low-skilled construction
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workers mean more jobs and higher wages for plumbers, electricians, and architects. More service
workers allow skilled Americans to spend more of their time doing more productive work: instead of
staying home to cut the grass, the brain surgeon has time for more brain surgeries. And over time, the
higher return for higher-level work creates incentives for more Americans to become plumbers,
electricians, and architects, thus making the entire economy more productive.

Complementarity also affects wage levels. Opponents of immigration ask why employers do not simply
pay American workers more and avoid the need for foreign labor. But many industries cannot pay more,
because they would be undercut by imports from abroad. Even in sectors such as construction and
hospitality, in which the work must be done in the United States, it hardly makes sense to lure an
American to a less productive job than he or she is capable of by paying more for less-skilled work.
Meanwhile, because they complement rather than compete with most native-born workers (and this in
turn attracts additional capital), immigrants raise rather than lower most Americans’ wages.

Immigrants do compete with one category of American workers: native-born high school dropouts. But
not even the most pessimistic economists think that the resulting downward pressure on wages affects
more than ten percent of the U.S. labor force or that the drop in those American workers' earnings has
been more than five percent over the last 20 years. Moreover, these unskilled native workers benefit in
other ways from immigrant complementarity, because they pay less for goods such as food and housing.

Finally, rather than taking jobs from Americans, immigrants often create jobs where none existed
before: look at the explosjon of lawn-care businesses or the proliferation of manicure parlors in recent
decades. (This is the new, complementary labor force attracting capital and making it productive in new
ways.) And even if there were fewer immigrants in the United States, wages for low-skilled work would
not necessarily rise. On the contrary, in many instances the jobs would simply disappear as the capital
that created and sustained them dried up or the companies mechanized their production.

So how hig is the real growth dividend? No one knows, in large part because it is so difficult to measure
the extent and effects of immigrant complementarity. A back-of-the-envelope calculation suggests that
eight million laborers working 2,000 hours a year at $9 an hour -- an average wage based on employers’
reports -- would generate $144 billion worth of economic activity. Add the National Academy of
Sciences' conservative estimate of the native-born income these immigrants make possible because they
are different -- an additiona} $10 billion - and the total contribution comes to $154 billion, or more
than the gross state product of Kentucky and 1.2 percent of what is now a $13 trillion U.S. economy. A
similar estimate of all immigrants' contributions -- legal and illegal -~ comes to $700 billion, or 5.4
percent of GDP. And neither of these figures takes the full measure of the way the newcomers
complement American workers.

Perhaps the most telling way to assess the immigrant contribution is to ask what would happen if the
influx stopped or if those already here left the country. Those who favor comprehensive reform believe
this would be disastrous - in some regions, they say, whole sectors of the economy could collapse.
Restrictionist opponents counter that a cutoff would mean at most a temporary inconvenience for a few
employers, who would soon wean themselves from their dependence on foreign workers. Perhaps. But
even if some businesses could adjust somewhat, there would be no averting the demographic nosedive
to come -- the ever-slowing growth of the native-born work force. And either way, there is no reason to
forfeit immigrant-driven economic expansion or the improved standard of living that comes with it for
all Americans. Whether the nation benefits a great deal or just a modest amount, the newcomers still
make life in the United States better — and not just with the work they do. They also renew and
reinvigorate the country's spirit with their energy, hard work, and old-fashioned values. Surely, rather
than go without all of this, it makes sense to find a better way to manage the immigrant influx, so that
Americans reap more benefits with fewer costs.

http://www.foreignaffairs.org/20061101{aessay85606/tamar-iacobv/immiseration.natinn ht /127008



150

Foreign Affairs - Immigration Nation - Tamar Jacoby Page 6 of 9

CONTROL WITHOUT A CRACKDOWN

Comprehensive reformers start with these assumptions about the economic benefits of immigration and
build out from there to design policy. Their basic idea is that the U.S. immigration system should be
market-based. For the past decade or so, market forces have brought some 1.5 million immigrants,
skilled and unskilled, to work in the United States each year. But annual quotas admit only about a
million, or two-thirds of the total. Enforcement of these limits is poor in part because the nation is
ambivalent about how much it wants to control immigration and also because it is all but impossible to
make unrealistic laws stick. And as a result, some half a million foreign workers, most of them unskilled
and from Latin America, breacb the border every year or overstay their visas to remain on a job. It is as
if American cars were made with imported steel but the government maintained such restrictive steel
quotas that a third of what was needed had to be smuggled in. The only plausible remedy is more
generous quotas combined with more effective enforcement.

Reformers understand the need to retake control, both on the border and in the workplace.
Restrictionist opponents maintain that the way to do this is simply to crack down harder, enforcing the
laws already on the books. The problem is that the United States has already tried that, tripling the size
of the Border Patrol and quintupling its budget over the past decade, to virtually no avail: roughly the
same number of immigrants still manage to enter the country each year, albeit by different methods and
in different locations. Reinforced efforts and new, more creative tools, particularly in the workplace, can
have some effect, as the Department of Homeland Security has shown in recent months. And if
immigration were truly harmful for the United States, the government probably could shut it down with
enforcement alone, But the cost would be the creation of a virtual police state, with an electric fence and
armed guards on the border, roadblocks on every highway, regular raids on all U.S. businesses, a Big
Brother-like national tracking system, and extensive use of ethnic profiling. Short of such drastic
measures, which still might not succeed in stemming supply and demand, it makes more sense to revise
the law to make it more realistic and then use modest enforcement means 1o ensure it holds.

This is the paradox at the heart of the comprehensive consensus. The best way to regain control is not to
crack down but to liberalize -- to expand quotas, with a guest-worker program or some other method,
until they line up with labor needs. The analogy is Prohibition: an unrealistic ban on alcohol was all but
impossible to enforce. Realistic limits, in contrast, are relatively easy to implement.

Not only is such reform the only way to restore the rule of law; it is also one of the best ways to improve
border security. As one veteran Border Patrol agent in Arizona put it, "What if another 9/11 happens,
and it happens on my watch? What if the bastards come across here in Arizona and I don't catch them
because I'm so busy chasing your next bushoy or my next gardener that I don't have time to do my real
job -- catching terrorists?” The government needs to take the busboys and the gardeners out of the
equation by giving them a legal way to enter the country, so that the Border Patrol can focus on the
smugglers and the terrorists who pose a genuine threat.

The third leg of the comprehensive vision -- legalizing the illegal immigrants already here -- is the most
controversial, and without it, reform legislation would undoubtedly pass much more easily. But this,
too, is an essential ingredient. It makes no sense to build a new immigration policy on an illegal
foundation; neither new quatas nor new enforcement will stick as long as there are 12 million illegal
immigrants living and working in the country.

Some opponents of reform insist that the government deport these unauthorized residents. Others
maintain that more strenuous law enforcement would persuade them to leave voluntarily, by making it
difficult or impossible for them to work, secure loans, attend school, or obtain driver's licenses. In fact,
neither of these approaches is likely to succeed. Many of these people have lived in the United States for
years, if not decades. Many own homes and businesses and have given birth to children who, because

http://www.foreignaffairs.org/20061101faessay85606/tamar-iacobv/immieration.natian ht  7/11/90ne



151

Foreign Affairs - Immigration Nation - Tamar Jacoby Page 7 of 9

they were born in the United States, are U.S. citizens. A drive to deport them would cost billions and
strike much of the public as unacceptably draconian. As for an attrition strategy, it would only drive
immigrants further underground, deeper into the arms of smugglers and document forgers.

The only practical solution is to give these unauthorized workers and their families a way to earn their
way onto the right side of the law. This should be done not just for their sake but also because it is the
only way to restore the integrity of the immigration code, bring the underground economy onto the tax
rolls, and eliminate the potential security threat posed by millions of illegal immigrants whose real
names no one knows and who have never undergone security checks.

This, then, is the essential architecture of comprehensive reform: more immigrant worker visas, tougher
and more effective enforcement, and a one-time transitional measure that allows the illegal immigrants
already here to earn their way out of the shadows. Together, these three elements add up to a blueprint,
not a policy, and many questions and disagreements remain. But on one thing everyone who shares the
vision agrees: all three elements are necessary, and all three must be implemented together if the
overhaul is to be successful. Think of them as the three moving parts of a single engine. There is no
tradeoff between enforcement and legalization or between enforcement and higher visa limits. On the
contrary, just as enforcement is pointless if the law is unrealistic, so even the best crafted of laws will
accomplish little if it has no teeth, and neither one will work unless the ground is prepared properly.

AFTER THE IMPASSE

The bill passed in the Senate last May reflects the essential architecture of comprehensive reform. The
critical question for the future is how to protect the design as it makes its way through the political
process -- particularly in the House. Debate is sure to center on five key issues.

Arguments about immigration inevitably come down to numbers, and this one is no exception. The goal
of comprehensive reform is not to increase the total number of immigrants who enter the country each
year, nor to open up new sources of supply (new sending countries); it is merely to replace the current
illegal flow with a comparable lawful influx. Still, when the issue came up in the Senate, fear of higher
numbers led legislators to set a new quota well below the size of the existing flow: not the half million or
50 who now arrive illegally each year, but only 200,000 workers. This may sound like a trivial matter, or
the limit may even seem wise: Why not start the experiment prudently? But few mistakes could do more
to undermine reform. There is little point in overhauling the system if the new ceilings are not realistic -
- a halfway reform that would result in more hypocrisy and more failed enforcement. (That would be
like repealing Prohibition for those over 40 years old but not for the rest of the drinking-age
population.) The definition of a realistic immigration system is one in which the annual legal intake is
more or less equal to the flow generated by supply and demand: not the 5,000 visas currently issued to
year-round unskilled workers but something closer to the 400,000-500,000 needed to keep the
economy growing.

Second, some legislators, particularly House Republicans, insist that any new slots be strictly
temporary: workers would be admitted, perhaps without family, for a period of two or three or six years
and would then go home, with no possibility of appeal or adjustment. The Senate legislation, in contrast,
although nominally a temporary-worker program, would allow workers to stay permanently if, at the
end of their temporary stints, they went through a second round of processing to adjust their status. The
Senate approach is the sounder of the two, although perhaps the misleading label "temporary” should be
reconsidered. Some migrants want to work in the United States for a short time, earning cash for their
families, and then return home. Others know from the start that they want to settle permanently. Still
others start out as short-timers and change their minds along the way. The bottom line: in this case, too,
no policy can hope to work if it is not realistic. A successful program must accommodate the ways real
people behave, not ignore human nature. That means a policy that creates incentives for migrants to
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return home when their temporary-worker visas expire -- and also incentives for them to become
citizens if they decide to settle in the United States.

A third issue sure to come up -- one of the most misunderstood in the immigration debate -- is the
balance between high-skilled and low-skilled workers. In fact, there is no reason to choose between the
two categories: both are needed. Remember the theory of complementarity: depending on the
circumstances, more busboys may do as much as more engineers to make the economy more
productive. Today, the United States is short on both, and this means that more of both would make
American workers better off. As is, perhaps 25 percent of the annual intake is moderately or highly
skilled and the rest are unskilled, and conventional wisdom holds that Congress should recalibrate this
balance. But there need be no tradeoff between the two groups -- each should be considered
independently -~ and no arbitrary limits in either case. What is important is that the quota for each
category be consistent with the flow generated by supply and demand.

Fourth, some of the most charged disagreements of the past year were about enforcement issues:
whether or not to build a fence, whether to make felons of unauthorized workers or of those who provide
them with humanitarian assistance. But in fact, of the three essential elements of comprehensive
reform, enforcement is the least controversial, at least among policymakers serious about fixing the
system. It is well known what works best on the border: little can be done that is not done already,
although it could be augmented by more technology. And it is well known what is needed in the
workplace: a national, mandatory, electronic employment-verification system that informs employers in
a timely way whether the job applicants standing hefore them are authorized to work in the United
States or not. Such a system need not be Orwellian: the basic elements are biometric identity cardsand a
computer database. And the process should operate much like ordinary credit card verification but be
backed up by significantly stepped-up sanctions against employers who fail to use the system or who
abuse it.

The only real question about enforcement is how exactly to introduce it. Many conservatives do not
believe the Bush administration is serious about retaking control, either on the border or in the
workplace, and as a result they want the enforcement provisions of any bill to be implemented before
the temporary-worker program or the legalization drive. This is not an ideal solution ~- comprehensive
reform will succeed only if all three arms coexist and complement one another. But if it is politically
necessary -- and carefully designed -- an enforcement "trigger” could be incorporated into a workable
reform package. As for workplace enforcement, the challenge there is to get a workable system up and
running in a timely way, rather than rushing to implement something that does not work.

The fifth issue on the table, sure to be the most bitterly argued of all, is whether the illegal immigrants
already here should be allowed to become citizens. House hard-liners will insist not. "It is bad enough,”
they will say, "that we are letting these lawbreakers remain in the United States. We must draw the line
somewhere - we must not reward them with citizenship.” The problem with this approach, principled
as it may seem, is that it would create a permanent caste of second-class workers, people trusted to caok
Americans' food and tend their children but not to call themselves Americans or participate in politics.
They would live in permanent limbo, at risk of deportation if they lost their jobs, afraid of bargaining
with employers, and unlikely to make the all-important emotional leap that is essential for assimilation.
Surely, this is not the answer for a proud democracy such as the United States, Indeed, it is hard to
imagine anything worse, for the immigrants or for American values.

What then should be required of those who wish to become citizens? Reasonable people can disagree
about conditions and criteria. Some, taking their cue from the Senate bill, will argue that it is enough to
ask applicants to come forward and register with the government, pay a fine and all back taxes, then
continue to work and take English classes while they wait in line behind other would-be immigrants.
Other reformers will maintain that this is not stringent enough -- that those already in the United States
should be required to return to their home countries and reenter legally. But surely, once policymakers
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agree that it is unthinkable to deport these workers or allow them to remain here in legal limbo, it
should be possible to agree on a compromise -- one that signals the nation's seriousness about enforcing
its laws but does not preclude long-term residents from earning citizenship.

At the current impasse, it may be hard to imagine that such a moment will ever come. But immigration
is not, and should not be thought of as, an unsolvable issue. If the influx is good for the economy - and
plainly it is - it only makes sense to find a way to manage it more effectively.

Of all the naysayers' concerns, the most serious have to do with assimilation: fears that today's
newcomers cannot or will not become Americans. Certainly, a lot more should be done to encourage and
assist immigrants to assimilate. But it does not help to pretend that they are not arriving or to fantasize
that tough enforcement can undo the laws of supply and demand. On the contrary, such denial and the
vast illegal world of second-class noncitizens it creates are among the biggest barriers to assimilation
today. That is all the more reason for Americans to open their eyes and face up to the facts of the
immigrant influx.
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Testimony of Jason LeVecke
House Appropriation Subcommittee on Homeland Security
February 14, 2008

My name is Jason LeVecke and I am small business owner living in Phoenix Arizona. I
am the owner operator of 57 Carl’s JIr., 9 Pizza Patron franchises and I have recently
opened two new Bill’s Ghost convenience stores. In addition to the franchises I own in
Arizona, | am in the process of purchasing additional Carl’s Jr. franchises and expanding
my business into Texas.

As a small businessperson, I know the importance of finding a common sense solution to
the current immigration crisis. Having also served five years in the United States Marine
Corps, I am passionate about protecting the American dream.

I strongly believe that a secure economy begins with secure borders. Therefore,
Congress must ensure that all the necessary resources are provided to secure the border,
including personnel, technology and barriers. Furthermore, lawmakers must crack down
on the underground cash economy and businesses that intentionally hire illegal workers,
while requiring a thorough background check for all entry/exit visa applicants. Finally,
more resources are needed to address the current backlog of entry/exit visa applications.
It would also be helpful if there was a U.S. Emersion Program that requires all new
entrants to complete classes that teach English, as well as U.S. History and government.
Finally, more resources are needed to address the current backlog of visa applications for
those seeking to emigrate to the U.S. to live or work. It would also be helpful if there
was a U.S. Immersion Program that required all new entrants to complete classes that
teach English, as well as U.S. History and civics.

While those issues mentioned above must be addressed quickly, there is also a great need
for lawmakers to focus their efforts on going after the true “bad guys.” Currently,
lawmakers in Arizona and other states have targeted legitimate and honest businesses in
their efforts to crack down on illegal immigration. Small business owners are subject to
numerous federal and state regulations and now face the threat of having the Immigration
and Customs Enforcement (ICE) show up at their business locations demanding to see
the paperwork on each and every employee.

I personally have my I-9 paperwork audited numerous times a year to ensure that I am
complying with all federal and state regulations. However, I awake each moming with
the fear that ICE will appear at one or more of my places of business and demand to see
any and all paperwork on my employees. I am not afraid of any review of my
paperwork, however the reputational damage I would suffer from an unwarranted
investigation by ICE would be devastating. Therefore, I propose that Congress and the
administration find a way to encourage a cooperative relationship between ICE and
honest business owners.

One way to encourage this relationship would be to update the ICE IMAGE program. On
July 26, 2006 ICE launched the IMAGE program, which stands for ICE Mutual
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Agreement Between Government and Employers, in an effort to help employers build
and maintain a legal workforce. The goal of the program, according to ICE, is to “assist
employers in targeted sectors to develop a more secure and stable workforce and to
enhance fraudulent document awareness through education and training.” However, as
the program is currently set up, it is not friendly to businesses and does not encourage
their participation or cooperation.

The current program requires employers to submit to an I-9 audit by ICE and adopt a list
of “best practices” in order to become IMAGE-certified. I have attached to this letter a
draft rule that I believe improves the current program to ensure that honest employers are
not punished by joining the IMAGE program. While the list below is a small summary,
ultimately, the new draft rule does the following:

1. Requires the employer to submit to a bi-annual audit by an independent law or
HR firm that is certified by ICE

2. Requires employers to submit all new employees through the Social Security
Number Verification System.

3. Allows employers to voluntarily adopt a list of best hiring practices. However,
the employer should not be required to adopt the list in order to gain IMAGE
certification or immunity from prosecution

4, Requires DHS Secretary to establish a procedure for reporting violations or
deficiencies discovered during the bi-annual audits.

5. All employers are given 90 days to fix any violations or deficiencies found during
the bi-annual audits.

6. All employers that have been certified by the independent auditor shall get a

certificate indicating that they are ICE certified.

Participation in IMAGE shall be a mitigating factor in the levying of any fines

Secretary of DHS is required to outline appropriate steps that employer must take

if they receive a “no match” letter.

o0 =

The draft rule change is based on the Department of Labor’s Compliance Assistance
Initiative. In my opinion, these changes will make the program more attractive to
businesses and increase participation in the program. Ultimately, the goal of the ICE
IMAGE program should be to get more employers participating and playing by the rules
so ICE can focus its limited resources on going after the employers that are working in
the underground cash economy.

In 1978, Barry Goldwater gave a speech about illegal aliens and immigration reform. In
that speech he stated that “America is by far the wealthiest and freest nation in the world.
With the incentive of a better life, people will brave laws and obstacles to come here.”
Senator Goldwater did not support amnesty, but believed that employer sanctions were
not acceptable, because it is the “government, not the employer, who should bear the
main responsibility of determining who is here legally and who is not.”

I share Senator Goldwater’s sentiments and believe that it is essential that Congress and
the administration work to ensure the protection of our borders without targeting honest
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business owners. If the federal government continues to ignore the current immigration
crisis, the illegal immigrant population will continue to grow.

U.S. communities cannot be asked to solve this crisis. An aging population exiting the
workforce, companies moving operations outside the U.S., and a military falling short of
recruitment goals — these are all issues that need to be immediately addressed by
Congress in order to solve the immigration crisis and current labor shortages facing the
United States.

Thank you for the opportunity to submit my comments to the committee. I am happy to

answer any questions or further discuss my ideas with you or your distinguished
colleagues.

Attachment
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DRAFT Rule Change for ICE IMAGE Program as written by Jason LeVecke

The Secretary of the Department of Homeland Security shall, by regulation after notice and
opportunity for comment, update the Department of Immigration and Custom Enforcement’s
(ICE) Mutual Agreement Between Government and Employers (IMAGE) program. The
Secretary shall update the IMAGE program to include the following provisions:

(A) An employer seeking to participate in IMAGE must agree to the following steps:

1. Submit to a bi-annual I-9 on-site audit. This audit will be conducted by an
independent auditing firm that has been certified by the Department of Homeland
Security to conduct I-9 audits. The list of certified independent auditing firms
shall be posted by the Department of Homeland Security and made available on
the Departments and all other relevant agencies’ websites;

2. Verify the Social Security numbers of all employees hired after the enactment of
this rule, utilizing the Social Security Number Verification System (SSNVS).

(B) Participating Employers shall be allowed to voluntarily adopt the following list of Best
Hiring Practices. Adopting the list shall not be required for IMAGE certification or to
acquire immunity from prosecution.

1. Use the Basic Pilot Employment Verification Program for all hiring.

2. Establish an internal training program, with annual updates, on how to manage
completion of Form I-9 (Employee Eligibility Verification Form), how to detect
fraudulent use of documents in the I-9 process, and how to use the Basic Pilot
Employment Verification Program.

3. Permit the I-9 and Basic Pilot Program process to be conducted only by
individuals who have received this training—and include a secondary review as
part of each employee’s verification to minimize the potential for a single
individual to subvert the process.

4. Arrange for annual I-9 audits by an additional external auditing firm or a trained
employee not otherwise involved in the I-9 and electronic verification process.

5. Establish a Tip Line for employees to report activity relating to the employment
of unauthorized aliens, and a protocol for responding to employee tips.

6. Establish and maintain safeguards against use of the verification process for
unlawful discrimination.

7. Establish a protocol for assessing the adherence to the “best practices™ guidelines
by the company’s contractors/subcontractors.

(C) The Secretary shall establish a procedure for reporting to ICE any violations or
discovered deficiencies found during the I-9 audit conducted by the certified independent
auditing firm;

(D) All employers that have voluntarily undergone a certified audit are granted immunity
from prosecution for violations of IRCA or other civil or criminal charges as long as the
employer corrects any violations or deficiencies that have been identified by the
independent auditor within 90 days of notification by the independent auditor and the
Department of Homeland Security of the violations or deficiencies;
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(E) The Department shall allow all employers that been certified by the independent auditor
to be awarded a certificate that indicates that the employer is IMAGE Certified.

(F) IMAGE participation shall be considered a mitigating factor in the determination of civil
penalty (fine) amounts should they be levied;

(G) Since Employers that participate in IMAGE are required to verify the social security
numbers of all future employees using the Social Security Number Verification Service
(SSNVS), the Secretary shall establish a process outlining the appropriate steps an
employer must take should they receive a no-match letter from the SSNVS;
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down on employers who hire undocumented workers.

The law, set to take effect on Jan. 1, thrusts Arizona into the heart of the national debate on illegal immigration,
which has become a hot topic on the presidential campaign trail. Republican candidates, in particular, have been
battling to show how tough they are on the issue.

Arizona's law, believed to be the strictest in the nation, is shaping up as a test of how employers will react when
faced with real sanctions for hiring undocumented labor. It is being closely watched by businesses across the
country. While proponents say the crackdown will save the state money on services for illegal immigrants, some
businesspeople fear Arizona's economic growth may be at risk.

Under the law, people will be encouraged to contact a county sheriff's or county attorney's office to report
businesses they suspect of employing an illegal immigrant. After the sheriff investigates, the county attorney can
then seek to suspend and ultimately revoke the business license of an employer who knowingly hires an illegal
immigrant. The measure would also require all Arizona businesses to use E-Verify, a federal online database, to
confirm that new hires have valid Social Security numbers and are eligible for employment.

The law stiil faces a court challenge from the Arizona Chamber of Commerce and other business groups.
Yesterday, a federal judge set a hearing for next Tuesday on a temporary restraining order that would freeze the
law's implementation. Earlier, the judge tossed out a separate lawsuit challenging the law, saying the plaintiffs
had sued the wrong parties.

With Congress deadlocked over an immigration overhaul, many states and cities are taking matters into their
own hands. Some local efforts are meant to make it hard for illegal immigrants to get housing and jobs, but
recent court rulings have suggested these measures may face constitutional hurdles. Meanwhile, measures that
accommodate the presence of undocumented immtigrants -- such as New York Gov. Eliot Spitzer's failed attempt
to extend drivers' licenses to them -- have been met with a harsh public response.

The issue has echoed in the presidential campaign, as voters passionate about illegal immigration have impelled
candidates to take stronger stands. One of the few candidates to buck the trend has been Arizona's senior senator,
Republican John McCain. His poll ratings took a beating afier he supported a Senate bill that would have given
legal status to millions of people here illegally.

"It's simple. People want a crackdown,” says John Kavanagh, a Republican state representative in Arizona who
co-sponsored the crackdown biil. It passed both chambers of the state legislature June 20 by more than 4-to-1

http://online.wsj.com/public/article print/SB119760108815428771.htm} 121772007
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margins.

Businesses are pushing back against the law, even as they scramble to comply with it. "It's crystal-clear that the
employer sanctions law will harm the state economy," says Glenn Hamer, president of the Arizona Chamber of

Commerce and Industry. "1t's simply a question of degree.”

About 500,000 undocumented immigrants live in Arizona, according to the Pew Hispanic Center, and
independent estimates suggest about 350,000 of them are working. Immigrants, both legal and illegal, account
for 14% of the work force. The state enjoys one of the fastest-growing economies in the nation, and its
unemployment rate last year was just 3.3%.

A University of Arizona study released earlier this year concluded that economic output would drop 8.2%
annually if noncitizen foreign-born workers were removed from the labor force. Researchers estimate about two-
thirds of the workers in that category are in the state illegally.

"Getting rid of these workers means we are deciding as a matter of policy to shrink our economy,” says Judith
Gans, an immigration scholar at the university's Udall Center. "They're filling vital gaps in our labor force.”

Sheridan Bailey, president of steel-beam manufacturer Ironco, said he has fired several Hispanic employees in
anticipation of the sanctions law. “This law has the potential of sinking a business," he said. Mr. Bailey, who has
formed 2 business group to address the issue, said Congress's inaction has allowed "policies to he generated on
the fringe."

Ironco recently sealed a deal to outsource some production to a Mexican company. "The labor market is tight,
and I face fines if I don't meet my commitments," said Mr. Bailey. Pacing his company's steel-fabrication bay,
where welders and fitters build columns, he asked rhetorically: "Who will work here in 112-degree heat, come
the summer?"

Dora Cardenas, who owns a small Mexican restaurant in Phoenix, has lost six out of 12 employees since late
November. They moved to other states. "They say they were afraid to be here,” said Ms, Cardenas. "I'm even
afraid to be here, and I am a legal resident.” She said business is down almost 40% since the summer at her
restaurant, which caters mainly to a Latino clientele.

Jason Levecke, the grandson of the founder of the Carl's Jr. fast-food empire and the state's biggest franchisee,
has put on hold plans to open 20 more outlets statewide. "That's $30 million that could blow up in my face," he
said. "The risk is too great.”

Rep. Kavanagh, the bill co-sponsor, disputed claims that the Jaw will hurt Arizona's economy. "The illegals are a
drain on the economy," he said, referring to education and other government benefits that some undocumented
immigrants receive.

In one sense, the bill is having its desired impact: Employers are rushing to ensure they don't have
undocumented workers. Mr. Levecke says he has hired outside auditors three times to ensure his 1,200
employees are clear, and he let several of them go after the checks. Earlier this week, 300 human-resources
Pnanagers packed a ballroom at a Scottsdale resort to leam how to cope with the law and possible raids on their
premises.

Arizona has become a laboratory for bills and pelicies to crack down on illegal immigration. In 2004, it passed a
proposal to prevent illegal immigrants from using state services, such as adult education and nonemergency
health care. Earlier this month, a ballot initiative was introduced to deny U.S. citizenship to the children of
illegal immigrants born in Arizona, which critics say is a violation of the U.S. Constitution.

Supporters of such measures say the point is to deny people who broke U.S. law the benefit of government
http://online.wsj.com/public/article_print/SB119760108815428771.html 12/17/2007
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services. Opponents contend prejudice is the real motive. "This is about resistance to the browning of the state of
Arizona," said Democratic state Rep. Pete Rios.

While there is no sign of a mass exodus, immigrant advocates report that the sanctions law, coupled with
stepped-up efforts to arrest illegal immigrants, has prompted some undocumented families to leave.

Maricopa County Sheriff Joe Arpaio, an elected official who has made illegal immigration his focus, has
deployed deputies to arrest undocumented day laborers as well as fruit and com vendors in recent months. If the
iaw goes into effect as scheduled, Sheriff Arpaio will be in charge of investigating complaints against employers
in the county, home to two-thirds of all Arizonans.

Mr. Levecke, of Carl's Jr., says some customers, emboldened by the law, are confronting his Hispanic workers
about their immigration status, sometimes using insults.

Isabel de 1a Rosa lives with her husband, Benito, and three children in a Phoenix trailer park called La
Rancheria, where several for-sale signs have gone up in recent weeks. "We are all so afraid, we don't even want
to go shopping,” said Mrs. de Ia Rosa, 35 years old, whose entire family is undocumented.

She works as a volunteer at her children's local elementary school. Her busband, who works for a furniture-
delivery company, said his American boss is planning to take his busi elsewhere. "We are thioking of
moving, too," said Mr. de {a Rosa.

Write to Miriam Jordan at miriam jordan@wsj.com!
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Tucson Citizen (ﬁ- §)

Economic impact of immigrants on AZ

Report: Immigrant work
force worth billions

All migrants, legal and illegal, considered in UA calculations
The Arizona Republic
Published: 07.12.2007

If all noncitizen workers were removed from Arizona's workforce,
economic output would drop annually by at least $29 billion, according to
a University of Arizona study released Wednesday.

That group, which is mostly illegal immigrants, represents 8.2 percent of
the state's economic activity, the study found.

The report also found that Arizona's legal and illegal immigrants
generated nearly $44 billion in output.

"Output” includes the value of goods produced in industry, wages and
profits.

“I'm not making a stand on what policy should be,” said author Judith
Gans, a program manager at the university's Udall Center for Studies in
Public Policy. "This just shows what's at stake."

The study is based on Census Bureau and other data from 2004, the most
complete year available. It assumed most noncitizens in the state are
illegal immigrants.

Gans conceded that the research does not capture all costs associated with

http://www.tucsoncitizen.com/altss/printstory/local/57232 7/13/2007
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illegal immigrants, but claims it caught significant expenses.

“It is not the purpose of this study to address the myriad issués
surrounding illegal immigration or to imply in any way that illegal
immigration is not a problem,” Gans wrote in the study, funded by the
Thomas R. Brown Foundation in Tucson.

The group funds academic research and promotes education about the
economy.

Their findings did not surprise Jack Camper, president and CEO of the
Tucson Metropolitan Chamber of Commerce.

Tucson businesses have long known immigrants provide an economic
spark. The trick is to make more immigrants legal, Camper said.

"That just speaks to the need for a guest worker program,” Camper said.
"We need to provide some way to bring 12 million illegal immigrants out
of the shadows."

However, the Center for Inmigration Studies, 2 Washington, D.C.,
research group that advocates slowing immigration, said such studies
don't pay enough attention to the basic services that illegal immigrants in
Arizona cost the state.

"What about roads, fire protection, police?” research director Steven
Camarota said. "There should be some benefit for the native-born
population (from immigrants working in the economy). It just appears to
be very small and come at the expense of less-educated natives."

Tlegal immigrant workers are a drain on the economy, he said.

"But most 40-year-old males in Arizona without a high school diploma
who are white are a fiscal drain also," Camarota said.

The study also looked at what would happen to specific industries that lost
most noncitizen workers. The figures assumed unskilled citizens would fill
some positions.

http://www.tucsoncitizen.com/altss/printstory/local /57232 7/13/2007
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Without most noncitizen immigrants, the simulations showed:
# $6.56 billion in lost construction output
« $3.77 billion lost in manufacturing
o $2.48 billion lost in service sectors
® $600.9 million lost in agriculture

"Filling the specific jobs in question would require large numbers of low-
skilled workers, and the U.S. education system produces relatively few of
them," Gans said. "There simply aren't enough additional workers in
Arizona to fill the jobs.”

Experts do not expect that companies will fire illegal workers on Jan. 1, the
day the state's employer-sanctions bill goes into effect.

There are an estimated half-million such immigrants in Arizona.

"If they think their folks are illegal, I think they have to address that," said
Troy Foster, an employment lawyer with Ford & Harrison in Phoenix.

"But they have to be cautious. You can't just be approaching people
because they are Hispanic.”

Foster advises clients not to be too aggressive in going after suspicious
workers unless they have knowledge of their illegal status, but said the
new law will keep companies from hiring more undocumented workers.

"The real impact will be on the back end," Foster said. "In four or five
years we will see an impact because of the growth-restraint issue.”

‘ADDITIONAL INFORMATION

By the numbers

A new study from the University of Arizona measured the economic costs and
benefits of immigrants, legal and otherwise, on the state's economy.
Following are some key figures based on 2004 data:

® $43.77 billion: Economic output from all immigrants in state

» $29 biilion: Economic output from noncitizens, mostly illegal workers

http://www.tucsoncitizen.com/altss/printstory/local/57232 7/13/2007
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« $1.41 billion; Costs to state for all immigrants for English education, health care
(including bad debt for hospitals) and faw enfarcement

» $1.84 billion: State tax revenues attributable to all immigrants

s $222.6 million: Net gain to state from ail immigrants

Noncitizens: $298 All immigrants: $43.8B Construction: $6.56B

http://www.tucsoncitizen.com/altss/printstory/local/57232 7/13/2007
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Immigration Ground Zero Advertiement
In Arizona, the fruit of Congress's failure

Wednesday, December 26, 2007; A20

THE NEW ground zero in the debate over illegal immigration is Arizona, where the nation's toughest
and potentially most far-reaching crackdown on undocumented workers and their employers is
scheduled to take effect Jan. 1. The Arizona law, passed resoundingly by the state legislature after
Congress failed to enact immigration reform last swnmer, penalizes companies that knowingly hire
illegal immigrants by suspending their business licenses for up to 10 days; ; on a second offense, the
business license would be revoked -- what Gov. Janet Napolitano (D) has called a corporate "death
penalty.” Thus the Arizona law may become a test case for how much pain a state is willing to endure,
and inflict, in the name of ridding itself of a population that consributes enormously to its economic
growth and prosperity.

1lfegal immigrants have flocked to Arizona for years to fiil jobs that native-born people don't want.
While the state's unemployment rate remains low, undocumented employees comprise an estimated 9 to
12 percent of the state's 3 million workers. Companies in agriculture, construction and service industries
rely heavily on illegal immigrants, and any successful attempt to drive them out will have economic
repercussions that may be severe.

In construction alone, Judith Gans of the University of Arizona has estimated that a 15 percent cut in the
state's immigrant workforce would result in direct losses of about 56,000 jobs and some $6.6 billion in
economic output. The direct loss to state tax revenue would be approximately $270 million. The study,
and others like it, including in Texas, refute the arguments that illegal immigrants are an overall burden
on state economies because of the education, health care and other services they require; in fact they
contribute heavily to economic growth.

That explains why so many business owners were livid in June when the U.S. Senate killed legislation to
provide an eventual path to citizenship for the 12 million illegal immigrants already living in America;
to create a legal mechanism to satisfy the national economy’s annual appetite for hundreds of thousands
of immigrant workers; and to tighten enforcement of existing sanctions against employers who hire
illegal workers. That political failure has spawned hundreds of state and local attempts to deal with
illegal immigration, including Arizona's.

The Arizona law illustrates the self-defeating hazard of addressing one part of the problem --
enforcement -- without also recognizing the plain reality of America's need for immigrant labor. It was
enacted and is taking effect in an atmosphere of extreme emotion, ugly diatribes in the blogosphere and
occasional street scuffles -- the sort of environment that defeats rational discourse. It is likely to be
enforced with gusto in and around Phoenix, the nation's sixth-largest city, by an ambitious state
prosecutor who is urging citizens to blow the whistle on offending companies -- anonymously if they
wish -- and by a county sheriff whose stock in trade is hounding, arresting and helping to deport
immigrants whose behavior or appearance suggests they may be here illegally.

Although the authorities are paying lip service to their commitment to fair enforcement, they are in fact
contributing to a situation tailor-made to enabie racial profiling and false, defamatory or vengeful
reports by those who might harbor a grudge against an employer. Already, in the weeks before the law is
to take effect, there were reports of businesses considering moving out of state or reconsidering in-state

http://www.washingtonpost.com/wp-dvr/content/article/2007/12/9S/ARI0NTIIISONRTT  191&M0007T
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expansion plans, as well as hundreds of illegal immigrants pulling their children out of school and
seeking work elsewhere.

There is little clarity about the law itself, which is being challenged in court by major business
associations, Hispanic groups and the American Civil Liberties Union. The statute was sloppily drafied,
and Ms. Napolitano signed it at least in part because she feared an even more draconian ballot initiative
by immigrant-bashers (who are trying to organize one anyway). While Ms. Napolitano believes the law
applies only to workers hired after Jan. 1, Andrew Thomas, the Maricopa County (Phoenix) prosecutor
whose purview includes most of the state's population and workforce, says it applies to any employee on
a firm's payroll, regardless of hiring date.

Reasonable suspicions exist that many companies will continue hiring and paying illegal workers off the
books to evade the law's sanctions, which may give rise to a sizable underground economy and
encourage exploitation of vulnerable workers. The system of verification that employers will be required
to use to check workers' status relies on a federal database whose error rate regarding non-native-born
Americans is believed to be as high as 10 percent -- and for which Congress has appropriated no funds
beyond next year. All in all, a recipe for chaos and confusion.

Arizona has undergone explosive population growth in recent decades, along with sharp demographic
change. At least 14 percent of the state's 6 million people are foreign-born, more than twice the
percentage in 1990. Much of that growth can be explained by illegal immigration; the 620,000 (mostly
undocumented) noncitizens in the state in 2004 were almost four times the number there were in 1990,
The shift has contributed to a rise in nativist and outright racist sentiment, as well as to legitimate
concerns about the effect of so many illegal immigrants -- most of them from one poor country, Mexico
-- on neighborhoods, crime rates and municipal budgets.

In responding with this law to the popular anger and anxiety about illegal immigration, Arizona may
have been within its legal rights; the courts will decide that shortly. But the price the law will exact is
likely to be severe -- to the state's economy, to thousands of immigrant families and, very likely, to the
civil rights of legal Hispanic residents who will come under unwarranted suspicion. Those costs may
cause Arizonans to question the prudence of their state lawmakers and highlight the folly of
Washington's failure to come to grips with illegal immigration.
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Hire an lllegal Worker, Lose Your Business

Arizona's tough new immigration law has companies running scared
by Jane Sasseen

In the 20-pius years since starting out as a cook, Jason LeVecke has built up one of the biggest restaurant
chains in Arizona. He now boasts 1,200 employees manning 57 Carl's Jr.s across the state—ten of them added
this year aione. But on Jan, 1, a new Jaw takes effect in Arizona that would severely punish businesses caught
hiring ilegal immigrants. So LeVecke is looking for growth outside his home state, and will build 25 new
restaurants in Texas. Unless the legal situation improves, he says: "We won't add any new sites in Arizona. it's
too great a risk.”

In the wake of the federal government's failure to reform immigration laws, Arizona joins the more than 100
states and municipalities that have taken matters into their own hands in hopes of stemming the tide of illegal
immigrants. But Arizona's law is by far the harshest toward business. A company caught knowingly employing an
undocumented worker has its ficense suspended for up o ten days. Get caught a second time, and a company
loses its license to operate aftogether--what Govemor Janet Napolitano has called the "business death penaity.”

LeVecke and others argue the law could shut a company down even for inadvertently hiring illegal workers with
faise papers. "The penalties are swift, absolute, and terminal," says John Doran, a Phoenix-based lawyer.
Business fears simitar measures could be enacted eisewhere. "This is a test case for how hard states will come
down {on} employers,” wams Angelo Amador, director of immigration policy for the U.S. Chamber of Commerce.

This fall a coalition of business groups filed suit to quash the law. On Dec. 7, U.S. District Judge Neil V. Wake
threw the suit out on technical grounds. He aiso argued the suit was premature. Three days later the plaintiffs
filed a new suit and have asked for a prefiminary injunction.

Napoiitano, who signed the bill, has nonetheless urged the state legistature to clarify the law so that companies
aren't unfairly investigated. A spokesman for the governor aiso says that companies that do as the law requires
and verify new employees' legal status with a federal database shouid not have a problem.

Still, companies are scrambling fo prepare. Many have spent months going over old records to check the status
of their workers. LeVecke says he has centralized all hiring rather than risk a local manager making a mistake
that could put him out of business.

Jutie A. Pace, of Ballard Spahr Andrews & ingersoi, one of the lawyers in the employers' suit, says thousands of
workers have already lost their jobs. As scrutiny increases, many of her clients worry that they won't find enough
help. With a low state unemployment rate of 3.7%, sectors such as construction, hotels, restaurants, and
agricuiture could find the going tough. "Everyone who wants a job has one," says Glenn Hamer, the head of the
Arizona Chamber of Commerce. "What we need are more workers, not less."

Meanwhile, more companies could bail. Curry Seed & Chili Co. stopped growing some crops in Arizona and may

http://www.businessweek.com/print/magazine/content/07 52/b4064064950642 htm 12/17/7007
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plant in Mexico, in part because it fears worker shortages will worsen once the law takes hold. And Pace says
she gets a call every month from the CEOQ of an out-of-state company that was set to acquire an Arizona firm in
October, The deal has been put off untii January. But if the new law goes into effect, she says, it may never get
done.

Sasseen 1s a national correspondent for BusinessWeek .

Xerox Color. it makes business sense.

Copyright 2000-2007 by The McGraw-Hill Companies Inc. Al rights reserved.

The McGraw-Hill companies
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Arizona lawmakers want to start state-run temporary worker plan

Associated Press
Feb. 11, 2008 04:47 PM

WWEroup of Arizona lawmakers is proposing a state-run temporary worker plan that would let Mexicans come to the state
to work in businesses hard-hit by labor shortages.

The lawmakers cited their frustrations with Congress' failure to overhaul the country’s immigration policies and update its
guest worker programs to provide businesses with more access to skilled labor. Ironically, Arizona would need the
approval of Congress to enter into a guest worker agreement with Mexico.

"We are looking at trying to solve real business problems," said Republican Rep. Bill Konopnicki of Safford, owner of six
restaurants and an author of the proposals.

America's guest worker programs are run by the federal government. Linton Joaguin, executive director of the National
Immigration Law Center, an advocacy group for low-income immigrants, said he wasn't aware of any state having such a
program.

The Arizona proposals would allow employers who experienced skilled labor shortages and can't {ind local employees to
recruit workers through Mexican consulates.

ﬁapproved skilled foreign worker would get an ID card valid for two years and could trave! to and from Mexico through
s of entry in Arizona. They would be prohibited from traveling to other American states.

Criminal background checks would be required of the foreign workers, who would be disqualified if they were convicted
of U.S. crimes or Mexican violations that would be felonies in this country.

Arizona is at the forefront of a movement to get state and local governments to crack down on illegal immigration. Last
year, the Republican-majority Legislature and Democratic Gov. Janet Napolitano approved a law that prohibits employers
from knowingly hiring illegal immigrants.

Republican Rep. John Kavanagh of Fountain Hills, an advocate for tougher immigration enforcement, said he was open-
minded about the state starting a guest-worker program, but believes it must require that the workers be thoroughly
screened and be kept from becoming permanent residents.

A neutral party also should determine the maximum number of workers to be admitted into the program, Kavanagh said.
The proposals set no such limit.

"I don’t want to depress American wages or displace American workers,"” Kavanagh said.

Lawmakers pushing the proposals said illegal immigrants already living in Arizona wouldn't be eligible for the program
and that employers would have to go to Mexico to recruit workers.

“$Enate Minority Leader Marsha Arzberger, a Democrat from Willcox who authored some of the proposals, said a state-
run guest worker program would result in fewer illegal border crossings in Arizona, the busiest illegal entry point into the
United States.

David Jones, president of the Arizona Contractors Association, said the construction business in fast-growing Arizona
needs labor - and it will be hard to meet those needs with only American-born workers.

"We do not have the interest of young Americans who want to work in 105-degree temperature roofing buildings and
tying off rebar," Jones said. "It's not that they are lazy; it's just that after World War IT we brought them up to go to college
and get an education."
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National Guard cutting presence at border

Western senators urge extended deployment

Sean Holstege
The Arizona Republic
Sept. 25, 2007 12:00 AM

Haif of the 6,000 National Guard froops sent to help secure the Mexico border are gone.

The rest will be gone by next summer, as planned, even though the federal government may not be ready to fill the void left by the
troops' departure.

Senators from Arizona, Califomia and New Mexico ali have urged President Bush not to reduce the Guard's border presence and
instead to extend Operation Jump Start, the troop deployment that began in June 2006. All Guard troops are scheduled to leave
by el 15.

"Everyone agrees the border must be secured,” said Maj. Paul Babeu, who commands Jump Start's Task Force Yuma, an area
that has seen the mission’s most dramatic results. "We at the Guard are a cntical component in securing that border. The right
thing to do is to continue that job untii the Border Patrof believes it can sustain the mission without our support.”

Border Patrol agents have said for months that they appreciate the help. Officiais did not return calls about whether the mission
should continue.

By every measure available, Guard troops have helped slow the flow of smugglers and improve the capability of the Border Patroi.
They also have bought time for the govemment, which is working to introduce more lasting security improvements o the border.

But the govemment is behind on one key project and scrambiing to meet another:
+ The June unveiling of the 28-mile network of satellite-linked cameras and sensors known as a virtual fence was delayed. The

Department of Hometand Security now concedes that a fourth attempt at fina! testing on the system in Sasabe can't begin unti
October because a series of technical glitches prevent the devices from relaying information accurately.

* The government, through the 2005 Secure Border initiative, required the Border Patrol to add 2,500 agents by next month and a
total of 6,000 by December 2008, to bring the total force to 18,000. The Border Patrol reports that it has added 2,400 agents since
the Guard anived, when there were 11,594 agents. But the patrol would not release its attrition rate, so it is unclear how many
agents still are needed.

Extra help at the border

The National Guard gives the Border Patroi extra capabifities.

http.//www.azcentral.com/community/pinal/articles/0925quard0925 htmi 9/26/2007
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Guard task forces add staff that allow more agents to patrof rather than do clerical work. National Guard troops aiso are posiﬁonéd
in strategic observation nests that stear smugglers toward more remote areas, buying agents time to intercept border crossers. ~

Another Arizona task force has further slowed crossers by eracting fences and vehicie barriers. And Border Patrof agents can
reach smugglers faster because another task force has consiructed roads and improved damaged ones along the intemationat
line. The task force is finishing its fence-building quota this week.

Borderwide, miiitary engineers have repaired 456 miles of roadway, far in excess of the 211-mile goai set for Operation Jump
Start, according to the National Guard Bureau.

The same is true for aerial support missions. In July, the Guard flew 1,246 hours, exceeding the 1,000-hour goal, despite many of
its heficopters being deployed to irag and Afghanistan.

“I've never been on a mission with more value added to our state or our country as this mission,” said Arizona native Col. Mark
MHughes, a 35-year Guard member who commands Task Force Tucson.

Others agree, which is why the plan to remove ail troops by next summer is drawing fire.

“Americans could rightly question why the administration has dedicated 160,000 National Guardsmen to maintain order and
securnity in raq, while eliminating the less than 6,000 Guardsmen performing an important task on our own southern border, which
most agree is in a state of crisis,” Sen. Jon Ky}, R-Ariz., wrote in July to President Bush. Sens. Dianne Feinstein, D-Calif., and
Pete Domenici, R-N.M., also signed the letter.

A congressional audit this year concluded it was unciear whether the Guard could "successfully perform its domestic missions,
including responding to farge-scaie muitistate events.”

Col. David Lively, who the nationai Operation Jump Start mission, said an engineering battalion bound for Arizona was
diverted at the iast minute for the war.

Technical difficulties
The virtuat fence has proved particularly troublesome.

The plan is to secure the area around Sasabe with a network of nine pole-mounted cameras, radar and ground senisors.

The technology is a ¢ 1e of the go it's border strategy for life after the National Guard. Ultimately, there may be as
many as 1,800 towers strung along the border.

The devices are supposed to focus cameras on targets moving across the border and relay, via sateliite uplink, the information to
a command center instantaneously. Then an image of the crossers is supposed to go straight to a patro! truck.

But the cameras track targets 30 seconds late, and rain can disrupt the uitra-sensitive radars, say federal and congressionat
sources with intimate knowledge of the project. Those say o ] i the challenge of integrating off-the-
sheif technology on the border. Congressionai auditors are in Arizona to investigate.

Resuits from cooperation

Nowhere on the entire 1,950-mile Mexican frontier does hiring new agents matter more than in the Tucson Sector, which has
more border crossing and drug smuggling than any of the nine sectors.

http://www.azcentral.com/community/pinal/articles/0925quard0925 htmi 9/26/2007
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Yet it got the smatiest bump in new hires, a 15 percent increase from 2006 to 2007. The average was 23 percent.

Along the entire border, arrests of undocumented immigrants have dropped 30 percent. In the Yuma area, arrests fell 70 percent.
In Tucson, they were down 15 percent,

Evegs Guard troops have pulled back over the past two months, the number of arrests continued to fall, by as much as 94
percent in some places, Babeu said.

The accomplishments are despite the fact that, in many areas, the Guard does not have the resources it needs.

At his base in Marana, Maj. George Harris has never had a fuil complement of helicopters for his mission. But that hasn't
prevented tangible resuits.

Less than two hours into a six-hour fiight Jast week, Harris spotted a white shoe poking out from a free, then watched a "coyote”
run.

There were a dozen undocumented immigrants huddied 27 miles from Mexico.
Harris circled above as he called in ccordinates to @ Border Patrol truck, which arrived in about 20 minutes.
Wiw{ eyes in the sky, the Border Patrof probably would not have detected the group.

Harris aiso can locate new smuggling routes. Twenty minutes after take-off, he landed at a huge new campground, fittered with
backpacks, water bottles and gas cans.

Harmis' task force has logged 7,000 hours of missions, leading to nearly 8,800 arrests and the seizure of mare than 50,000 pounds
of marijuana.

it took Harris five years to seize that amount when he was flying counterdrug missions.

http://www.azcentral.com/community/pinal/articles/09250uard0925 htmi Q2672007
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Official rules out debate on Border Patrol facility
BRADY MCCOMBS, ARIZONA DAILY STAR

A permanent checkpomt will be bulﬂ he says.‘lllledar Patrol Tucson Sector Chief Robert W. Gilbert defivered an emphatic message Monday to
critics of a prop 18: it's not a question of if - but when, where and how it will be buitt.

Gilbert a host of "mi " about the checkpoint during a press conference Monday afternocn at the Tucson Sector
headquarters. His declarations came a day befure a community work group from the greater Tubac area - co-chaired by Gilbert and U.S. Rep.
Gabrielle Giffords, D-Ariz, - is scheduled to deliver its finaf reports and about the prop: int during a
meeting in Sahuarita.

"Working with the ities was fo get i on the best way to go forward with building this - never to ask whether we should or
shoutdn't build it,” said Gilbert, wha in March took the reins of the Southwest border's busiesi sector for human and drug trafficking. *We are
Amaerica’s law enforcement. We are America's border security experts. That's what we do; that's what we've done since 1924. We are not going lo
ask permission to do our job."

The agency is working toward the construction of a state-of-the-art checkpoint an [-19 that facilitates the flow of traffic, is safe for motorists and
agents, and looks like somathing that belongs in the area, "not a broken-down traiter park on an overpass, which is what we have today,” he gaid.
"We need a proper facility in order to properly da the job."

Many Tubac and Green Valley residents oppose the idea on the grounds that it would be ineffective and detri to il and would push
smuggling activity into their neighborhoods. Longtime Santa Cruz County Sheriff Tony Estrada also has i the need for a
checkpoint, arguing that it would be ing ground to the

Gilbert's comments susprised members of the working group. Carof Cullen, axecmwe director of the Tubac Chamber of Commerce, questioned why
the Border Patrol instructed the group to form a it o anaiyze to the int if it was a done deal.

Nan Walden, a member of the working group and owner of a local pecan orchard, called Gilbert's comments shocking.

"Why would he have a press conference the day befare the working group comes aut with the recommendations?® Waiden asked, "He's already on

the ive, That's not legiti public ion. That's the Border Patrof thumbing its nose at the community.”

Gilbert said the "not in my Y is p among the “Paople want a ckpoint, but not where it impacts them,"
Giibevt said.

t's an apinion shared by Anthony Coulson, Drug Ei Admini: i i special agent in charge in Tucson, who said property vaiues
are the driving force behind the oppostion.

A citizens group from Southem and Central Arizona backs a new facility. On Monday at about 10 a.m., members organized a vehicle convoy and
frove o the checkpaint with signs of support and U.S. flags on their vehicles, said Patti O'Berry, a Green Valley resident who is legislative
shairwoman for District 30 and president of the Republican Women of Green Vailey.

We wanted our Border Patrol to know that we support them and that we support a permanent checkpmnt on {-18," said O'Bey, whose son is a
3order Patrol agent on the northern border. “They can put it in my backyard any day of the week."

“he Border Patrof's Tucson Sector had been prohibited from opening permanent checkpoints since 1939 by a
iy since-retired Rep. Jim Kolbe, R-Ariz., who argued that checkpaints serve littte purpose because smugglers knwl where they are and can go
wound them,

he debate about the effectivenass of tha permanent facilities was one of the issues Gilbert addressed Monday. Agency statistics show illegal-
nirant apprehensions have increased 52 percent and marijuana seizures 70 percent at the checkpoint since they stoppad moving it in Navember,
e said.

n the technological world we Jive in, cell phones, push to talk, there is no more element of surprise,” Gilbert said.

ttp://nl.newsbank.com/nl-search/we/Archives?n action=nrint&n darcid=11RIRAFAFN ALD1R ammane
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Cénceming the flanking of criiminal activity that Tubac and Green Valley resi fear, he said a facility wilt make the community safer,
ndt more dangerous.

"We'll be able to put in the proper technology to have cameras where we can monilor the flanks,” Gilbert said. "We can put in the ground
surveillance radars, we can put in the ground sensors, alf of this to be monitored out of a proper facility. We can't do that today with the facility we
have."

And abart the common refrain from the opposition that the Border Patrot should focus its efforts on the border, not 31 miles north, he said more
than &mnt of the Tucson Sector's resources are applied to the border daily, and that the agency has built an additional three miles of fence, 17
miles ¥Poorder roads and 40 miles of bollard-style vehicle bariers in the past year.

“'ve heard and read many times that the Border Patrol is abandoning the border - we're giving up 30 mifes to the smugglers,” Gilbert said. “That is
{ust flat not true.”

Despite Gilbert's strong words, he said he's eager to hear the recommendations of the wark group. Even though a permanent checkpoint is &
Toregone conclusion, he wants input about where it should be, how it should work and what it should fook like, he said.

The agency had identified Kilometer Past 50, north of Arivaca Junction, as a location for an interim checkpoint and possibly for the permanent one.
But have issues at that site during the and that could force the agency to
mave it a few miles north or south, said John Fitzpatrick, assistant chief in the Tucson Sedor

The interim facility is expected to take one or two years to complete. it could take three to five years until the agency gets the funding and permits
needed for a permanent checkpoint, he said. The agency's current checkpaint is at Kilometer Post 42, narth of Tubac.

it
Did you know . . .

C > had withheld funding for permanent inspection stations in the Border Patrol's Tucson Sector since 1989. Since 2002, it required the
stati o be moved every seven or 14 days because of a rule included in appropriations for the agency by now-retired Rep. Jim Kolbe, R-Ariz, He
beliaved the surprise factor of temporary checkpoints made them more effective.

The requirement was omitted from the fiacal 2007 D of b Security ions bill. Since then, the agency has been opsrating
a non-roving checkpoint at Kilometer Post 42, north of Tubac.

The Tucson Sectar is the anly one of nine Border Patrol sectors along the southemn border that doesn't have permanent checkpoints.

An interim checkpoint, expected fo cost $1.5 milfion to $2 miltion, will be used for three to five years until the agency gets the funding and permits
needed for a p int tikely would cost at teast $14 million.

L

ffyaugo...

What: Community work group meeting in Sahuarita
When: 4 to 6:30 p.m. today

Where: Sahuarita High Schoot auditorium, 350 W. Sahuarita Road

Tm group will present reports and ions about the {19 int to U.S. Rep. ielie Giffords, D-Ariz., and Border Patrol
T ector Chiel Robert W. Gibert.

* Contact repartar Brady McCombs at 5734213 or bmccombs@azstamat.com.

Ccpynght 2007 The Arizona Dauy Star
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CONSULTATION AND OUTREACH

Mr. Price. All right. We will have a chance to revisit some of
this in the question period, so thank you. Thanks to all of you. We
are going to get as far as we can. We do have some votes on the
House Floor. We will break and come back as quickly as we can,
but hopefully we can get through a number of questions.

I want to take on directly the matter of consultation that I think
all of you one way or another have referred to.

Section 564 of the fiscal 2008 omnibus appropriations bill re-
quires the Secretary of Homeland Security to consult with key
stakeholders before constructing fencing along the southwest bor-
der.

Specifically the law states that the Secretary “shall consult with
the Secretary of the Interior, the Secretary of Agriculture, states,
local governments, Indian tribes and property owners in the United
States to minimize the impact on the environment, culture, com-
merce and quality of life for the communities and residents located
near sites at which such fencing is to be constructed.”

The Secretary plans to construct 370 miles of pedestrian fence
and 300 miles of vehicle barriers this year. The Department asserts
that it has undertaken “extensive outreach” to date. I want to ask
the witnesses two questions, especially the mayor and the sheriff
and the others if you want to chime in.

First, has DHS outreach been “extensive” Secondly, and here,
Mayor Foster, I am referring specifically to your testimony. You
state that in the single instance where CBP consulted with local
government that a resolution has been agreed to in fact. That is
the example of Hidalgo County. Are any of you aware of any other
DHS changes in the plan based on this outreach that they de-
scribe?

Mayor, I think I will start with you. In December your coalition
sought a moratorium on current fence construction, and this is a
coalition, as I understand it, of the towns and cities along the bor-
ders. How many of them? How many?

Mr. FosTER. Well, it is all the elected officials and economic de-
velopment entities from El Paso to Brownsville along the Texas
border.

Mr. PrICE. All the way, the entire Texas border?

Mr. FOSTER. Yes, sir.

Mr. PrICE. So that is quite a coalition. You sought a moratorium
on current fence construction until a comprehensive cooperative re-
view had been made. However, DHS has declined to suspend its
current schedule.

We are interested in your views on what consultation should look
like and to what extent it has measured up thus far.

Mr. FOSTER. Thank you for the opportunity. In anticipation of
the amendment passing, the Texas Border Coalition wrote the Sec-
retary a letter. I believe the first letter was dated the 18th of De-
cember of last year.

Understanding that he is under timelines, we were targeting
January 21 as an opportunity for the Texas Border Coalition to
meet with the Secretary. We received no response.
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Again we wrote the Secretary another letter I believe dated the
9th of January of this year, and the only response we have received
thus far is the City of Eagle Pass got sued for a lack of right of
entry. We will address that.

The City of Eagle Pass passed a resolution in 2005 against fences
or walls in the city limits. Working with Border Patrol, Border Pa-
trol made a presentation to the council, and then they advised me
in December of 2006 that Washington allowed them to delete a
fence facet to a project that would in essence cede our municipal
golf course and a city park that abut the Rio Grande between and
north of our international bridges to Mexico.

We have been working since we adopted Border Patrol’s plan on
January 9, 2007. Our attorneys have been in constant contact with
the Corps’ attorneys and working in good faith, and then here we
come around the horn and they sue the City of Eagle Pass.

Prior to that we got a letter from the Corps of Engineers asking
for the right of entry. I addressed that with our city attorney, and
he said we are in constant communication so we felt it was a little
bit underhanded for them to sue a municipality who was commu-
nicating on a regular basis with attorneys representing DHS.

Again, we were outreaching. We were writing letters on behalf
of the Texas Border Coalition understanding that the Secretary is
under some time constraints, trying again to facilitate a meeting to
look at these different projects.

As hard as it is to believe, the country boys can come up with
a decent idea every now and then. The example of that is this levee
project that the Secretary looked at last Friday and apparently it
works again for Homeland Security and secures the residents of
Hidalgo County against flood damage.

We have a Brownsville Weir project. Laredo has another project,
but we have yet been able to get DHS to sit down with us and look
at these country ideas and see if they do not because security is
again the priority of the Texas Border Coalition.

Mr. PRICE. Not knowing a whole lot in depth about these indi-
vidual situations, but my understanding is in the Hidalgo County
situation there was financing involved with the county or the local
officials

Mr. FOSTER. Yes, sir.

Mr. PRICE [continuing]. Putting up a good deal of money to facili-
tate this resolution, you might say.

Mr. FOSTER. In excess of $100 million.

Mr. PrICE. Excuse me?

Mr. FOSTER. In excess of $100 million. A bond had been passed
by the residents of Hidalgo County.

Mr. PrICE. Well, is that the missing ingredient in these other
cases?

Mr. FOSTER. No, sir. The missing ingredient has been Homeland
Security to sit down and look at these projects. The missing ingre-
dient has historically been Homeland Security.

Mr. CULBERSON. Consultation.

Mr. FOSTER. Yes, sir. Exactly. We felt again in anticipation of the
amendment we began understanding the Secretary has timelines
that he has to meet. We started trying to facilitate a meeting with
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him beginning the 18th of December of last year trying to get that
consultation to look at the projects.

Again, as the Commissioner mentioned, the Texas Border Coali-
tion. Security is a priority, but we feel that the first step is eradi-
cating the Carrizo cane and the salt cedar that is a hiding ground
for any illicit activity that comes into our border. By the same
token, if you eradicate those two plants we are losing enough water
through transpiration to those two plants to supply the City of
Brownsville with water for four years.

Technology is another issue. We feel that we can achieve a se-
cure border through the implementation of modern technology. The
sensors that we see now on the banks of the Rio Grande are three
generations old. The Border Patrol is doing a wonderful job in the
Del Rio sector with Eagle Pass. I believe that sector goes from
Eagle Pass to Sanderson. Apprehensions are down 70 percent.

At the same time period, in the San Diego sector where you have
physical barriers apprehensions are up seven percent, so we are
doing a good job, but Texas is unique in that we know where our
border is. We have the scenic and historic Rio Grande River.

The Treaty of Guadalupe Hidalgo in 1948 established the border
of Texas as midstream of that natural resource, and any time we
move off that midpoint we are in effect ceding land back to Mexico.

Mr. PrICE. Sheriff, the Department maintains that it has been
consulting with law enforcement, including sheriffs, and chiefs of
police. I wonder if you and your colleagues would agree with that?

Mr. WEST. On behalf of the Texas Border Sheriffs Coalition, we
took the position that we had no position on the fence, but as far
as a consultation, and I think collectively we all agreed to take this
position for the simple fact that we had little to somewhat con-
sultation.

I have had one meeting with them personally and then I have
received packages in the mail, nice drawn out pictures and things
of that nature, but we have not had that big of a role in regards
to the fence.

Mr. PRICE. Are you saying that you have not sought that much
of a role? I mean, surely the nature of the border infrastructure
that we end up constructing has something to do with law enforce-
ment.

Mr. WEST. Absolutely it does. From our perspective, we spend
most of our time chasing the bad guys once they have already come
in. I mean, they have already come around.

We have encountered in Hudspeth County in Fort Hancock sev-
eral times where we have gotten close up to the river there and
then been held back under fire fight because they are shooting at
us from across the other side with the brush on the other side, so
it is a problem on both sides.

As far as the approach, the last approach they had with me per-
sonally was it was going to be a hit and miss area of the fence.
Keep in mind the county is kind of divided by two different ter-
rains. We have lower valley farm areas on the west side and then
we have natural barriers on the eastern part of the side. The bor-
der area is approximately 97 miles, so the last 50 miles of it is
going to be natural terrain that is going to be a barrier there.
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But for the consultations, in answer to your question, yes, we
have talked about it, but once it was we are going to come talk to
you about it but it is going to be hit and miss, then there is really
no sense in talking about it if that is how you are going to do it.

Mr. PrICE. Mr. Miller? Mr. and Mrs. Walden? From the land-
owners’ perspective, what would you say of the consultation process
so far? Has it been clear what you need to do to express your
views? Has the process been fair? How extensive has it been?

Mr. MiLLER. I do not feel it has been fair. I think because I was
a commissioner I was invited to be on a conference call about a
year ago with some of the high ranking Border Patrol, Homeland
Security.

They were talking about what a great thing this Boeing contract
with these high tech towers they were going to put up. They used
the term tag and track. It is going to enable the Border Patrol to
tag and track much more effectively.

I, being the smart aleck, said I am not really in favor of tag and
track. Why do you not just keep them out in the first place. Not
long after that I was approached by some Border Patrolmen and
asked if they could get all the legal papers signed to ingress and
egress through our farmland to do some surveying for the fence.

I said well, just what if I do not want a fence? They said that
is not for you to decide because you are getting one anyway.

Mr. PrICE. Ms. Walden or Mr. Walden?

Ms. NAN WALDEN. I would just have to echo that the Malpai
group that submitted the letter for the record, which is a big group
of ranchers around the Douglas area that have cooperated on a
number of issues, they have had worries about their cattle.

They have said these vehicle barriers that are going in there, if
they could just save the wire fences so that the cattle could be re-
strained because they will go through the vehicle barriers. They
are just tearing out the fencing.

How much does that cost, Dick, to put in for a private

Mr. RICHARD WALDEN. $10,000 a mile, we think.

Ms. NAN WALDEN. $8,000 to $10,000 a mile for a good wire fence
for your cattle.

Mr. RICHARD WALDEN. Yes, sir.

Ms. NAN WALDEN. Right. And so, you know, if they could just ei-
ther leave the cattle fencing in and then put the other fence where
it has to go or add some kind of a layer to the vehicle barriers, but
they are not considering those practical solutions.

Mr. RiCHARD WALDEN. They are not having a two-way conversa-
tion.

Ms. NAN WALDEN. It is strictly top down. We are the experts,
and you can put up or shut up.

Mr. PrICE. Thanks to all of you.

Mr. FOSTER. Oh, we will keep talking if you want us to.

Mr. PrICE. I know you will.

Mr. FOSTER. We are full of conversation.

Mr. PricE. We will give you another chance. We are going to go
vote, and we will be back. I think it is a series of votes. We will
be back as quickly as we can.

Mr. FOSTER. All right.

Mr. PrICE. I apologize.
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[Recess.]

Mr. PrICE. There is action on the House Floor that is not under
our control.

Mr. Rogers.

Mr. ROGERS. Thank you, Mr. Chairman.

First let me express our appreciation to these witnesses who
traveled a great distance and expense to be with us to share their
points of view. We appreciate it. It is very informative. Like one of
you said to me privately a moment ago, the border is unique. The
Texas border is unique, I guess, as well as the others. We appre-
ciate your information.

This is essentially about whether or not the Department is con-
versing properly with officials and citizenry on the border on what
we do about controlling access to the country, and I do not guess
there could be enough consultation, but there should be at least a
minimum consultation. That is a debatable point.

Someone showed me this picture of what apparently was as-
signed for the Del Rio and Eagle Pass part of the border. Is that
familiar?

Mr. FOSTER. Yes, sir.

Mr. ROGERS. Was this done with consultation with you or what?

Mr. FOSTER. Yes, sir. If I may, that is a decorative pin.

Border Patrol approached the City of Eagle Pass—as a date I am
going to say June of 2006—with the project cleaning out 1.25 miles
of cane along the banks of the river, and again reinforcing we have
our municipal golf course goes up to the riverbank and contiguous
to the golf course to the north is a city park. They were going to
clean out the cane and then build a road where they were going
to overlay on top of a cart path that paralleled the river.

There is a creek going into the river just south of our northern-
most bridge. They were going to bridge that creek and continue
that patrol road along the banks of the river into our city park,
which is a wonderful idea.

Then about a quarter mile off the river they were going to put
in 15 light towers that would illuminate our municipal golf course
at night and our city park at night, and that is very aesthetically
appealing. It is a park improvement project. Then they were going
to put this decorative fence was one facet of that project.

In the June 2006 meeting we had a resolution against any fences
or walls. Well, they came back and approached me in December of
2006 and made me aware that Washington had allowed them to
delete the fence facet of that project.

Well, I could not get them on a council meeting fast enough. We
had them on our agenda on January 9, 2007, and they made their
presentation with the deletion of the fence facet. I perceived it as
a park improvement project, but in fact it passed our council on a
3-2 vote.

After that council meeting I asked the two dissenting council
members what their issues were with this project because I looked
at it as a park improvement project. The two dissenting council
members just said flat out we do not trust them. We do not trust
them.
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From that point forward our city attorneys continued to work
with the attorneys for the Corps of Engineers. They wanted fee
title to the property. We agreed to grant them a——

Mr. ROGERs. Well, I guess——

Mr. FOSTER. Yes, sir?

Mr. ROGERS. I guess what I am trying to find out is it sounds
like you have had a lot of consultations.

Mr. FOSTER. Yes, sir, and then we get sued January 14. It is my
understanding that decorative fence that was deleted on January
9, 2007, is back on in this suit from the drawings we have been
able to see, but we have yet to be able to sit down with anybody
and get a definitive.

This lawsuit is for access into 233 acres, inclusive of Fort Duncan
Park. Our golf course and our city park are only 90 acres. We are
not sure what we are doing now. We had had consultation and
reached agreement and were in communication, but now due to
this lawsuit that was filed January 14 the wheels are off the cart
again.

Mr. ROGERS. That is the condemnation suit

Mr. FOSTER. Yes, sir.

Mr. ROGERS [continuing]. By the Corps?

Mr. FOSTER. Yes, sir. It appears to us in talking without city at-
torneys, it appears that the left hand did not know what the right
hand was doing because we had been in constant communication
with the Corps’ attorneys.

Mr. ROGERS. Well, let me ask you a general question. Answer
whomever. How much of the riverbank is grown up in shrubs and
trees and bushes?

Male Voick. All of it.

PHYSICAL FENCE OBSTACLES

Mr. FosTER. This Carrizo cane will get up to 30 feet, the salt
cedar. I mean——

Mr. ROGERS. No. What percent of the bank is covered?

Mr. MILLER. Percent of the bank or percent of the river?

Mr. ROGERS. The river.

Mr. MILLER. The river? I can only speak for El Paso to Presidio.
I mean, below what we call Little Box Canyon about 60, 70 miles
down from El Paso past that there is no channel. It is just nothing
but salt cedar.

The water that gets there does not even arrive in Presidio be-
cause it just gets sucked up by all the salt cedar. It either per-
colates or evaporates. I cannot speak all the way down.

Mr. ROGERS. Well, if the banks were cleared, as one of your pho-
tographs indicated

Mr. MILLER. Yes, sir.

Mr. ROGERS [continuing]. What would that do insofar as pro-
tecting us from interlopers?

Mr. MILLER. From what?

Mr. ROGERS. From people trying to get across.

Mr. MILLER. The Border Patrol can see what is coming. It has
been my experience, and I am not picking on the Border Patrol,
okay, but where the river is cleaned you find Border Patrol on the
border.
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Mr. ROGERS. Yes. Well, are they proposing to clear that stuff out?

Mr. MILLER. Not that I know of.

Mr. WEST. Can I add something to that? If you look at the pic-
ture with the brush there on both sides of the banks of the
river

Mr. ROGERS. Yes?

Mr. WEST [continuing]. Several times, like I said earlier, we have
had encounters there where we are shot upon. As a matter of fact,
on Mr. Miller’s farms we were taking in fire when we chased a ve-
hicle down in there with 1,800 pounds.

That creates a problem for law enforcement not only in El Paso
and Hudspeth Counties, but all the way down to Brownsville be-
cause you are going in from daylight into the dark. These guys can
hide in these bushes. They can hide in this brush and pretty much
do what they want to. We have no idea of how many we are up
against when we go down in there.

Mr. FosTeR. If I may, sir, I think that might be the first step
that we would want to take is let us peel all this cover off to see
what we have to work with because once you get rid of this cane
and salt cedar, that facilitates line of sight for a Border Patrol
agent to the banks of the river.

We were taking one group in, one news group in to look at it,
and they made the comment there could be a 500 pound elephant
on fire in here and you would never see him because you get into
that cane. It gets up to 30 feet high. It will be in excess of a quar-
ter of a mile from the edge of the river.

Once any illegal entry gets into that cane or salt cedar, he is very
challenging to detect. Again, as the sheriff mentioned, you do not
know how many, nor does the Border Patrol.

Again, I would say that would be the first step is let us eradicate
that stuff and get a real idea what the banks of the river look like.

Mr. WEST. That would be very instrumental in officer safety to
get that cleaned up.

ACCESS TO PRIVATE LAND

Mr. ROGERS. A lot of landowners I am told are refusing to allow
access to their land just to see what needs to be done.

Mr. FOSTER. If I may, sir?

Mr. ROGERS. Yes.

Mr. FOSTER. Again, apparently what we looked at with the Bor-
der Patrol was a park improvement project, and apparently a DHS
fence project is a separate project.

When Border Patrol said Washington allowed them to delete the
fence facet, and since they put that fence back on we have not had
any consultation, but we feel again if you put these 15 light towers
that are going to illuminate areas between our two ports of entry
and north in the city park and eradicate this cane so that you can
see what is coming, it would be very challenging to——

Mr. ROGERS. My question is, and perhaps the Waldens may an-
swer this or Mr. Miller.

Some property owners apparently have refused to let the Depart-
ment or officials of the Corps on their property to see what needs
to be done, and that is the reason apparently for a lot of these right
of entry condemnations along the border. Are you familiar with
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Ms. NAN WALDEN. I am a little bit familiar with this because I
think there has been a breakdown in trust.

From the people I have talked to in Douglas, the Malpai ranch-
ing group, and I think you were alluding to it too, Mr. Mayor, is
the Border Patrol or DHS says one thing and does another, and
that is where then the local landowners get their backs up and do
not want access because they work and work and work like we did
in this working group, and then we read in the headlines that our
considerations, our opinions do not matter.

We are constantly told we are the experts. We are the experts.
Well, we are also the experts when we are having violence on our
homelands and when our businesses are threatened and when we
are afraid to send the school kids home from school by themselves,
so I do not think that that is a constructive attitude.

In one case in the Buenos Aires National Wildlife Refuge near
us, I know that the superintendent asked that some accommoda-
tion be made on a 60-foot area of fence that had endangered spe-
cies there. You know, if they could just put up a camera there in-
stead of fence for the pineapple cactus. I understand that is going
to a lawsuit now.

You know, that could have been a win/win if they could have
come up with another idea, be it a camera or some other arrange-
ment there or a different type of a fence, but there seems to be no
willingness to compromise or to listen to alternatives at all.

Then that is when people get suspicious of why should I cooper-
ate because I am going to get sued anyway, or my rights will be
trampled.

Mr. MILLER. And may I confess I was asked by the Border Patrol
if they could have permission to come in to do surveying projects.
I said tell me what kind of vehicles or what is this going to entail?
Are you coming in in a four-wheeler, or are you coming in in an
Abrams tank? You know, I do not know.

I said no. I said no, I am not just going to give you carte blanche
permission to come in here with anything you want. They came in
in a van with a Corps of Engineers and said can we go look? I said
I will go with you.

There are some communication things here too. I would have to
confess that I denied them permission when they asked for written
permission, but I did not keep them out, you know. When they
came in with a van instead of a tank, sure, we can go do that.

Mr. FosTER. If I may, the City of Eagle Pass was sued for not
signing off on a right of entry. We have never denied any federal
entity the right to enter. We turned that over to our city attorneys,
and they said we are communicating with them.

I mean, in the December 7 letter we get from the Corps we are
already in communication so we are thinking we are working the
same project when in actuality DHS has another project that we
are not aware of.

We have never denied any federal entity access to any property
in the City of Eagle Pass, yet we are being sued for right of entry.

Ms. NAN WALDEN. A lot of us big landowners work with federal
agencies all the time, be it the Corps, you know, the Bureau, flood
plain issues, so we are used to doing that and we are cooperative.
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It benefits all of us. This is a sign that the communications have
broken down.

Male VOICE. Yes, sir.

Mr. ROGERS. Mr. Chairman.

Mr. PrICE. Thank you very much. Once again, we do have votes
on the Floor. I know some of you have planes to catch.

Let me just raise a couple of additional topics and ask you if you
have remarks you would like to furnish for the record, we would
be happy to hear from you on this. If we had more time we could
explore this more fully.

I was talking earlier about the requirements that were placed in
our appropriations bill in terms of community consultation. An-
other requirement that is in that bill is that the Secretary of DHS
provide our committee as part of his expenditure plan an analysis
for each segment of the border, a segment not to exceed 15 miles
in length, and in that analysis to compare alternative means of
achieving operational control of the border.

We have in mind costs and effectiveness and any other factors
that would impinge on this and also, of course, we want to know
about any unintended effects on communities.

Our idea in requiring this segment-by-segment analysis is to do
justice to the diversity——

Mr. FOSTER. Yes, sir.

Mr. PrICE. To the diversity of the border that we are talking
about and probably the diversity of the kind of infrastructure that
is going to be required. You are all aware of the one-size-fits-all
mentality.

Mr. FOSTER. Yes, sir.

Mr. PRICE. As I am understanding every one of you today, you
are at odds with that. You want to see solutions chosen that are
appropriate to the terrain, to the communities, to whatever kind of
diversity we are talking about across the border.

So that is the point of the segment-by-segment analysis, and if
you have further thoughts on that about the kind of diversity we
are talking about here and how that applies to your community or
your situation, we would like to know that.

PORTS OF ENTRY

And then especially the Texas Border Coalition and the Sheriffs
Coalition. We need to be aware of the interaction of what we are
talking about here in terms of infrastructure with the strain on our
ports of entry.

I know in your statements you had some things to say about
that. There is going to be increased pressure on the ports of entry.
There are already plenty of pressures on those ports of entry. They
are overwhelmed, some of them, with passenger and vehicle traffic,
and that is going to potentially increase rather than decrease as we
achieve this operational control.

We included $225 million in last year’s appropriation or this
year’s appropriation for GSA for port of entry modernization and
expansion, but CBP says they need $4 billion—$4 billion—to im-
prove the 163 land border crossings, and so we have some short-
comings and some strains there.
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How much time do we have? Not very many minutes. Maybe let
us take 30 seconds from each of you—the mayor, the sheriff—if you
have a quick comment on this, but I will ask you to elaborate for
the record.

Mayor.

Mr. FOSTER. Your comments on the amendment are just right on
target. On that CBP number, I believe that is the Government Ac-
countability Office that came up with the need to spend $4.8 billion
and hire an additional 4,000 agents on the force.

Mr. PRICE. And the congestion at these ports of entry, obviously
that affects conditions in your community and other border commu-
nities.

Mr. FoSTER. It affects conditions. The border is a conduit for
goods coming, but for the flow between Mexico and the U.S. The
goods that go to the ports are not produced on the border. We are
just the conduit. It impacts the interior states more so than it does
the border, but we see the first read on that.

It is the Government Accountability Office that came up with
that $4.8 billion and additional 4,000 agents to facilitate the legiti-
mate flow of trade and tourism.

Mr. PrICE. Sheriff, if I could get your attention just a moment?
What would you say about the way that conditions at ports of entry
affect the crime level or other security problems that you face?

Mr. WEsST. Well, you know, it is going back to a broad scheme.
You cannot go in there. You have to take, I guess like you say, the
cookie cutter approach and approach each area differently and with
the local input go and decide what needs to be done in that local
area.

One of the major effects it causes by going in there at a mass
amount is the backflow of traffic. When you get that big backflow
of traffic, then CBP agents tend to just wave them on through.
When that happens, then you have the illicit activities that come
through with that, so each area needs to be defined on what best
fits each area.

Mr. PRrICE. You have helped us today by giving us testimony.
Even though we had a foreshortened hearing, we have benefitted
from it. We will stay in touch with each of you. We invite you to
submit further material.

You get the idea here of the kind of questions we are asking and
the kind of information we need to have as we work with the De-
partment to have a rational approach to border infrastructure, but
one that is also sensitive to the variety of community situations
and needs that we have talked about here today.

We thank all of you. As for the second hearing, which we had
scheduled right after this, I think in all likelihood that hearing will
be postponed.

If there is a sudden reversal of the situation on the Floor in
terms of the string of votes we are facing, then we will serve notice
in the next 30 minutes, but otherwise we will postpone hearing
from Commissioner Basham and the other witnesses in the second
hearing.

We will adjourn this hearing with our thanks to all of you.
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THURSDAY, APRIL 3, 2008.

U.S. SECRET SERVICE
WITNESS
MARK SULLIVAN, DIRECTOR

Mr. PRrICE. The subcommittee will come to order.

Good morning, everyone.

And good morning, Director Sullivan. We thank you for appear-
ing before the subcommittee today to discuss the 2009 budget for
the Secret Service and the demanding work that you already have
under way to protect the presidential candidates during the 2008
campaign.

We will be asking this morning how this protective mission,
which makes major demands on Secret Service resources across
multiple years, will affect your other functions, your investigations
into financial and electronic crimes in particular. And we do this
in the awareness that the administration has proposed new funds
for other agencies to enhance cyber security, and we want to know
W}llere that leaves the Secret Service electronic crimes investigatory
role.

The Secret Service’s protective mission makes up nearly two-
thirds of the agency’s budget, or nearly $850 million in the 2009
request. Concurrent with protecting our Nation’s leadership, the
Secret Service must also be a vigilant guardian of our citizens’ con-
stitutionally-guaranteed freedoms of speech, assembly and petition
of the Government.

The Secret Service also protects visiting foreign heads of state
and coordinates a variety of Federal agencies and assets to protect
large international events, such as the annual General Assembly of
the United Nations and the upcoming visit of Pope Benedict XVI
to our country. The partnerships upon which the Secret Service re-
lies to man these large-scale events will be all the more important
for this summer’s candidate-nominating conventions, both of which
have been designated as National Special Security events by the
Secretary.

The Secret Service is more than just its protective operations,
however. Its agents are conducting daily investigations into finan-
cial crimes, identity theft and money laundering through 116 do-
mestic and 21 international field offices. The Secret Service has re-
quested $318 million for its field operations, the work of which is
critically important to the security of the Nation’s currency and its
financial infrastructure.

The 2009 budget submission introduces a different metric for re-
porting the amount of counterfeit currency in circulation, which, in
turn, serves as a measure for the performance of Secret Service in-
vestigations. Unfortunately, the submission does not apply this

(197)
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new metric to prior years, so there is no way to compare the 2007
investigatory results with what had been a negative historical
trend of more and more counterfeit currency and circulation under
the old reporting method. We want to know the reason for adopting
this new metric, and would also ask that you complete a historical
re-estimate of your investigatory data, so that we won’t have to
wait several years to find out if counterfeit problems are continuing
to grow.

The Secret Service also has unique investigatory missions related
to financial crimes committed online or through other electronic
means. The agency has a network of 24 electronic crimes task
forces, or ECTFs, situated across the country. These are dedicated
to the prevention, investigation and prosecution of financial crimes
committed electronically or by exploiting technology.

In an era of rapidly growing cyber threats, I am surprised that
the ECTF budget, like the overall investigatory budget at the Se-
cret Service, includes no funding increase for 2009 except for infla-
tion and pay annualizations. This raises a larger issue: the role the
Secret Service will play alongside other agencies in the administra-
tion’s interagency cyber security initiative.

With the 2008 campaign well under way, the Secret Service has
already accelerated its protective activity, given that Senator
Obama was assigned a protective detail earlier than any other can-
didate in history, and given that the protective detail for Senator
Clinton, based on her status as a former first lady, has been en-
hanced because of her candidacy.

With the extraordinary political activity accompanying the race
to date, we will be interested to find out how you will manage the
additional workload of protecting the party conventions, securing
the transition to a new administration, and ensuring the security
of the Capitol during the inauguration in 2009.

We are also interested in other White House-related projects un-
dertaken by the Secret Service in recent years, such as the screen-
ing of mail sent to the White House for pathogens and other
threats. The explanatory statement that accompanied the 2008 ap-
propriations act required the Secret Service to provide the sub-
committee with information about mail screening. But, to date, we
have not received the information we requested. We asked for a
justification of why the Secret Service, rather than the White
House Office of Administration, should be responsible for proc-
essing the President’s mail. I know you have been working on get-
ting us this information, but we need to have it soon so that we
can use it to inform our 2009 appropriations work.

So, Mr. Director, we look forward to hearing your perspectives on
these and other issues. We will, of course, put your written testi-
mony in the record. We will ask you to summarize your remarks
in 5 minutes so that we have plenty of time for exchange.

Before we begin, let me turn to Mr. Rogers for his opening re-
marks.

Mr. ROGERS. Thank you, Mr. Chairman.

And welcome, Director Sullivan and your staff.

You come before us today at an interesting time in the Secret
Service’s history, a time when your agency is being tested in both
of its missions: protection and investigations.
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Every 4 years, the Secret Service endures the challenges of a
presidential campaign, and today the men and women of our Na-
tion’s oldest Federal law enforcement agency are right in the thick
of a protracted presidential contest, one that is proving to be as dy-
namic as it is challenging. In fact, just this past week, the Secret
Service surpassed 400 protective days at over 1,000 events in sup-
port of the campaign—quite a pace, by anyone’s estimation.

This campaign comes at a time of continuously evolving threats
to not only your agency’s current protectees, but also to our Na-
tion’s financial infrastructure. Our monetary systems are now
intertwined with cyberspace, and this is an arena rampant with
derelict and criminal behavior—activity that your agency must in-
vestigate and do all it can to eradicate.

I am interested to hear how your agency, with its impressive
cyber crime forensics and intrusion-detection capabilities, is assist-
ing other Government agencies and the private sector to determine
and undermine cyber threats. And, in particular, I would like to
know how Secret Service does or does not fit inside DHS’s latest
cybersecurity efforts that we have recently learned about.

So, once again, the Secret Service finds itself needing to adapt
its resources to meet the demands of its dual mission. Once again,
the Secret Service is striving to find that elusive balance between
protection and investigation. But what is different today is the per-
sistent work this subcommittee has done over the last few years to
install the needed resources, staff and planning requirements to
help the Secret Service weather this storm.

Considering the difficulties you all encounter in budgeting for
events that are as demanding and unpredictable as a presidential
campaign, I trust you are gathering firsthand data of actual ex-
penses and impacts upon investigations from what is only the sec-
ond presidential race since 9/11. It is this empirical data that I
hope we can learn more about today, as we discuss your request
for fiscal year 2009 and what will move your agency forward.

Director Sullivan, we are well aware of the challenges facing the
Secret Service, and I believe you are well aware of our subcommit-
tee’s expectations. You have our trust and our support. And we
look forward to your testimony today. Welcome.

Mr. PricE. Thank you.

Please proceed, Director.

Mr. SULLIVAN. Good morning, Chairman Price, Congressman
Rogers, distinguished members of the committee. Thank you very
much for your support, and thank you very much for your com-
ments.

It is my pleasure to appear before you to discuss our fiscal year
2009 budget request for the U.S. Secret Service. Mr. Chairman, I
will offer brief remarks and ask that my full statement be made
part of the record.

The President’s fiscal year 2009 budget request recognizes the
Secret Service’s important contributions to homeland security. This
budget provides the U.S. Secret Service with the resources needed
to perform our dual mission of conducting criminal investigations
to safeguard our Nation’s leaders, as well as safeguarding our Na-
tion’s financial infrastructure.
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In addition to investigating the production of counterfeit cur-
rency, identity theft, financial fraud and electronic and cyber
crimes, our personnel serving in domestic and international field
offices develop and implement complex security plans for the high
volume and multidistrict visits of people we are charged to protect.

For the 2008 presidential campaign, we have initiated candidate
protection at the earliest point in campaign history—nearly 18
months before the general election. As of March 31, 2008, we have
implemented security plans at nearly 1,000 events and venues vis-
ited by our presidential candidates under our protection.

The protection workload remains very busy in other areas as
well. In April alone, our personnel have prepared for scheduled pro-
tective travel to 20 countries on five different continents. Especially
noteworthy this month is the visit of Pope Benedict XVI to Wash-
ington, D.C., and New York City. We will be the lead Federal law
enforcement agency responsible for the security at Nationals Park
as well as Yankee Stadium, as well as other venues during the
Pope’s visit.

Overall, the month of April, Secret Service protection operations
will generate 5,300 additional personnel assignments above and be-
yond the number of assignments needed to sustain daily protective
requirements.

As these protection efforts advance, we continue to conduct ag-
gressive financial and electronic crimes investigations. In fact, we
are presently conducting several undercover cyber crime investiga-
tions, targeting suspects operating in foreign countries. These sus-
pects are engaged in a range of illegal activities, from the large-
scale production and sale of fraudulent credit cards to the traf-
ficking of personnel identification and account information obtained
through data breaches resulting from computer hacking and net-
work intrusion.

I am often asked how we are able to do so well in meeting our
dual mission of protection and investigation. The answer is the
strength of the people and our diverse and talented workforce. The
men and women of the U.S. Secret Service are dedicated and mis-
sion-focused, adaptable to change, collaborative with their law en-
forcement partners, and resourceful in executing comprehensive se-
curity plans and conducting criminal investigations.

While technology has forever changed the way we carry out our
dual mission, our core values remain the same as they have for the
last 143 years. These same values will guide our organization as
we prepare for tomorrow’s challenges.

Mr. Chairman, this concludes my opening remarks. Thank you
again for the opportunity to appear here today before you. And I
am happy to answer any questions you may have.

[The information follows:]
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INTRODUCTION

Good morning Chairman Price, Congressman Rogers, and distinguished Members of the
Committee. On behalf of the men and women of the Secret Service, it is an honor to
testify before you today on the President’s F'Y 2009 budget request.

The Secret Service has an important dual protective-investigative mission: safeguarding
the nation’s critical financial infrastructure, including the integrity of the nation’s
currency; and protecting the nation’s leaders, visiting heads of state and government, and
designated National Special Security Events (NSSEs). These core responsibilities
support the Department of Homeland Security’s (DHS) goals of protecting our nation
from dangerous people and protecting our critical infrastructure.

This is my second appearance before the Committee and it comes at an important time in
the history of the Secret Service. I would like to thank you and your staff for your
continued support and effort to provide the Secret Service with the resources needed to
fulfill our dual mission responsibilities. Ilook forward to our continued partnership as
the agency performs its important homeland security functions.

During my appearance before the Committee last year we discussed the unpredictable
nature of the Secret Service’s protective mission, particularly during a presidential
campaign. [ would not have been able to tell you at this time last year that the Secret
Service would have initiated candidate protection at the earliest point in campaign
history, or that, as of February 29, 2008, the candidates would have attended
approximately 900 events and venues secured by the Secret Service.

With regard to protection of the President and Vice President, I would not have been able
tell you at this time last year that the President would be traveling to six Middle Eastern
countries in January 2008, four African countries one month later, or that the Vice
President would visit eight countries in the Middle East in March.

As I testify before you today, I wish to provide a partial snapshot of the agency’s level of
protection activity just in April, above and beyond the workload related to the
presidential campaign. Secret Service personnel are preparing to implement plans for
protectee travel on five continents to twenty different countries. In the United States, the
Service is currently executing its plan for eight visiting foreign heads of state attending
the World Leaders Forum in Miami, and planning for the upcoming North Americas
Leaders Surnmit in New Orleans and the International Monetary Fund World Bank
meetings in Washington, D.C. Especially noteworthy this month is the first visit of Pope
Benedict X VI (as pontiff) to the United States. Included in his six day itinerary to
Washington, D.C. and New York City are masses at Nationals Park and Yankee Stadium.
The Secret Service will be the lead federal law enforcement agency responsible for
security at these and other venues. This, of course, is in addition to the protective
workload associated with our “permanent” statutory protectees.
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In August and September of this year, the presidential candidates, their party leaders and
representatives, delegates, and media will attend the national party conventions in
Denver, Colorado and St. Paul, Minnesota. As designated NSSEs, the Secret Service is
the lead federal law enforcement agency responsible for the planning, coordination, and
implementation of security operations at these events.

The work and planning associated with establishing safe environments for the events and
protective visits just mentioned is staggering. While these protective efforts advance, the
Secret Service is currently conducting several undercover cyber investigations based in
Eastern Europe, targeting suspects engaged in various illegal activities including the
manufacture, purchase, sale, and exploitation of various financial instruments and
personnel identification information. One such investigation involves hacking that has
resulted in large scale data breaches and the associated trafficking and sale of hundreds of
thousands of stolen credit card account numbers.

I am often asked how it is that we are able to succeed at what we are charged to do. The
answer lies in our people. The strength of the Secret Service has been, and always will
be, its diverse and talented workforce. Our men and women are dedicated and mission-
focused, adaptable to change, collaborative with their law enforcement partners and other
stakeholders, efficient with their time, resourceful in executing comprehensive security
plans, and diligent in conducting criminal investigations. Equipped with the best
resources and training, our workforce consistently strives to identify threats and prevent
attacks that could be directed against protectees, large and small event venues, and the
nation’s critical financial infrastructure.

With all of these challenges as a backdrop, [ would like to outline the President’s
FY 2009 budget request for the Secret Service and its impact on the agency’s core
mission areas.

OVERVIEW - FY 2009 BUDGET REQUEST

The Secret Service has always adapted to emerging threats, which include the use of
weapons of mass destruction, cyber attacks, conventional weapons and improvised
explosive devices, chemical and biological agents, and suicide style attacks; all of which
must be taken into account for planning purposes. While the FY 2009 budget is in many
respects a continuation of efforts from the past two fiscal years, this budget recognizes
that in order to be successful in its protective mission, the Secret Service must continue to
adapt to the threats posed by the potential use of these tactics that could be directed at our
protectees while at the White House Complex and other facilities in and outside of the
National Capital Region.

This budget provides funding for the following initiatives: the 2008 Presidential
Campaign; specialized equipment for the new White House mail screening facility that
was requested but not approved last year due to scheduling delays; utilities and
maintenance contracts for the new Joint Operations Center (JOC); additional staffing for
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the President George W. Bush Post-Presidency Detail; and funds for protective
countermeasures.

The FY 2009 budget also allows the Secret Service to continue to vigorously pursue
criminals who engage in counterfeiting and financial and electronic crimes. The Agency
will maximize the use of the agency’s resources, particularly during the presidential
campaign and post-election activities, and continue to investigate cases that have a
significant impact on our commounities and on those that pose the greatest risk to our
nation’s critical financial infrastructure.

The globalization of our economy, combined with foreign threats directed toward our
nation’s financial institutions, highlight the importance of our international field offices.
That is why the Secret Service will continue to expand its partnerships with its
international law enforcement counterparts to detect, investigate, and prevent
counterfeiting and financial and electronic crimes. The investigative work performed by
the Secret Service’s international field office personnel also enhance the agency’s
protective mission by establishing solid partnerships with host countries prior to
protective visits,

For F'Y 2009, after non-recurring $27.9 million for the 2008 Presidential Campaign,
roughly $26 million remains in the Secret Service’s base budget to cover the final month
of candidate protection, protection of the President-elect and Vice President-elect, and
security for all Inaugural-related events. As the campaign and post-election activity
subside, the Secret Service will shift 130 FTE from their temporary protection
assignments back to investigations. Additional adjustments to the Secret Service’s base
budget include non-recurring costs for the relocation of the JOC, third-year funding for
special agents hired in FY 2007 for the President George W. Bush Post-Presidency
Detail, and various pay and non-pay adjustments to ensure that the agency is not faced
with the base budget shortfalls of years past.

Salaries and Expenses

The Secret Service’s FY 2009 budget for Salaries and Expenses totals $1.4 billion and
6,732 FTE, an increase of $28.9 million and 32 FTE over the FY 2008 enacted level.
Overall programmatic increases in the F'Y 2009 budget include: $17 million for
protective countermeasures; $14.5 million for specialized equipment for the new White
House mail screening facility; $6 million for rental payments to the General Services
Administration (GSA) for the new White House mail screening facility; $2 million for
utilities and support services for the new JOC; $4.5 million for additional staffing of the
President George W. Bush Post-Presidency Detail; and $4.7 million for needed staffing
for the Airspace Security Branch and the Hazardous Agent Mitigation — Medical
Emergency Response (HAMMER) teams.
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Protective Countermeasures

The enhancement and deployment of technologies and portable countermeasures is
critical to the Secret Service’s protective responsibilities. These countermeasures ensure
that Secret Service personnel have the equipment they need to combat threats directed
toward protectees at the White House Complex or when traveling throughout the United
States and overseas.

The FY 2009 budget provides an additional $17 million to establish a replacement cycle
for the Secret Service’s inventory of primary armored limousines, maintain various
electronic countermeasure equipment, begin to replace the locks and access control
systems for the White House Complex, maintain portable air security surveillance
systems, and enhance perimeter surveillance and detection systems around the White
House. These classified programs are critical to the Secret Service’s protective mission.
In the case of the primary armored limousines, these special-purpose vehicles have a
limited life-cycle due to the effects of frequent usage and wear-and-tear from shipment
around the world on military aircraft to support mission requirements.

White House Mail Facility Equipment and Rent

Specialized equipment for the new White House mail screening facility is required to
ensure a seamless transition from the current site. The new White House mail screening
facility will include environmental screening and examination equipment including
specialized chemical, biological, and radiological alarms and sensors, laboratory testing
and substance analysis screening systems, X-ray and explosive detection systems, and
security alarms and camera systems required to ensure perimeter security.

The FY 2009 budget provides an additional $20.5 million for White House mail
screening operations. While $10.4 million of this amount was requested last year,
Congress did not approve the funds due to scheduling delays beyond the Secret Service’s
control. The FY 2009 request is needed to purchase equipment to operate the new White
House mail facility and to pay rent to GSA. Although GSA is constructing the building,
the Secret Service is responsible for the build-out of the structure, including security
enhancements and the installation of specialized equipment.

Joint Operations Center (JOC)

The structural hardening and infrastructure modernization of the Eisenhower Executive
Office Building (EEOB) requires the relocation of the Secret Service’s JOC and all
supporting systems. The Consolidated Appropriations Act of 2008 provided $32.796
million, the full amount requested, for the relocation of the JOC. Of that amount, $4
million remains in the base budget while $28.796 million is non-recurred.

The FY 2009 budget provides an additional $2 million for the new JOC to cover utilities,
out-year support services of proprietary systems, and the establishment of an IT
equipment replacement cycle. These funds will support the critical protective
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communications that enable the JOC staff to convey routine and emergency information
to Uniformed Division officers, special agents, and technical staff working at the White
House Complex as they conduct day-to-day security operations to ensure a safe
environment for the thousands who work on the complex.

President George W. Bush Post-Presidency Detail

The FY 2007 Homeland Security Appropriations bill provided the Secret Service with
funding for to staff the President George W. Bush Post-Presidency Detail. These
personnel have been hired and trained, or are in the process of being trained, and will be
used to backfill the more experienced special agents who will staff and support the new
protective detail.

The FY 2009 budget provides $4.5 million to meet the full staffing requirements for the
President George W. Bush Post-Presidency Detail. These additional resources will
ensure that the Secret Service can effectively provide the appropriate level of protection
for President Bush when he leaves office.

Adirspace Security Branch and Hazardous Agent Mitigation — Medical Emergency
Response (HAMMER)

The Secret Service’s Airspace Security Branch and HAMMER teams have become
important vulnerability mitigation components for the agency. The FY 2009 budget
provides $4.7 million for 27 new positions to enhance protection for Secret Service
protectees. These new positions are broken down as follows: 12 detection systems
specialists (DSSs) will be hired to staff the National Capital Region Coordination Center
(NCRCC) and 15 special agents will be hired to perform HAMMER duties.

DSSs are skilled individuals who possess extensive knowledge and experience in the
interpretation of radar and other air surveillance data, aviation communication
procedures, airborne intercept procedures, and general aviation/airspace knowledge.
These specialists monitor and evaluate complex acronautical information from multiple
sources and relay time-sensitive information regarding potential airborne threats to the
appropriate users so that critical decisions can be made regarding the safety of Secret
Service protectees. In addition to their duties at the NCRCC, the DSSs will also travel as
needed to conduct air security planning in connection with protective missions outside
the Washington area.

The primary function of HAMMER is to provide immediate emergency life saving
interventions, including decontamination procedures, for Secret Service protectees during
incidents involving chemical, biological, radiological, and industrial hazardous materials.
HAMMER personnel are also trained in emergency medical techniques and are certified
emergency medical technicians. HAMMER teams are responsible for ensuring that the
most technically-equipped and trained personnel are available whenever and wherever
needed.
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Acquisition, Construection, Improvements, and Related Expenses

The FY 2009 budget for the Acquisition, Construction, Improvements, and Related
Expenses account totals $3.725 million, the same as the FY 2008 enacted level, to
maintain the James J. Rowley Training Center (JJRTC) located in Beltsville, Maryland.
The JJRTC provides scenario-based protection and criminal investigation training,
integrating all Secret Service operational programs to meet the specific requirements of
the agency’s dual mission.

The President’s FY 2009 budget does not include programmatic changes or new
initiatives for this account. Funding for instructors and training is included in the Salaries
and Expenses account.

PROTECTING THE NATION’S CRITICAL FINANCIAL INFRASTRUCTURE

During the Civil War, it was estimated that as much as one-third of the nation’s currency
was counterfeit. In response to this problem, the Secret Service was established as an
investigative agency in 1865 to protect the integrity of the nation’s currency. Since then,
the agency’s investigative mission has expanded and evolved. Today, the Secret Service
has the statutory mandate to protect the nation’s critical financial infrastructure from
crimes and attacks that are driven by advances in technology and are transnational in
scope.

Currently, the Secret Service maintains statutory authority to investigate criminal
violations relating to the counterfeiting of obligations and securities of the United States
(18 U.S.C. §§ 470 - 474); financial crimes such as access device fraud (18 U.S.C.

§ 1029), financial institution fraud (18 U.S.C. § 1344), and identity theft (18 U.S.C.

§ 1028); cyber crime such as network intrusions, malware, and online organized crime
(18 U.S.C. § 1030); and computer-based attacks on the nation’s financial, banking, and
telecommunications infrastructure (18 U.S.C. § 1030).

The Secret Service continues to invest heavily in the training and development of its
workforce to give our people the knowledge and skills they need to carry out the
agency’s increasingly complex and technology-driven financial and electronic crime
investigations. To further accomplish this mission, the Secret Service operates 116
domestic offices and 21 foreign offices in 16 countries, and works closely with federal,
state, and local law enforcement entities, as well as international law enforcement
counterparts to maximize the agency’s investigative and protective efforts.

Counterfeiting

Last year, the Secret Service arrested more than 2,200 suspects for counterfeiting
offenses and helped to remove over $147 million in counterfeit U.S. currency from
circulation. The agency continues to adapt to the trends in counterfeiting, which have
been influenced in recent years by computer-based technologies. The widespread use of
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personal computers and advancements in digital printing technology has provided more
individuals the opportunity to manufacture a passable counterfeit note with relative ease.
Approximately 58 percent of the counterfeit currency passed domestically in FY 2007
was produced using digital printing means, compared with less than 1 percent in

FY 1995.

The Secret Service’s approach to protecting U.S. currency includes working jointly with
domestic and international law enforcement partners, and conducting aggressive
investigations that identify the source of the illicit production of counterfeit in order to
minimize its collective economic impact. During FY 2007, Secret Service special agents
assigned to the agency’s Bogota, Colombia Resident Office (RO), in coordination with
Colombian Vetted Anti-Counterfeiting Forces (VACF), successfully conducted fourteen
counterfeit plant suppressions and seized over $23.4 million in counterfeit U.S. currency.
Since their formation in 2001, the Colombian VACF operations, in concert with the
Bogota RO, have seized approximately $207 million in counterfeit U.S. currency,
arrested over 530 suspects, and suppressed over 70 counterfeit printing plants. These
actions have resulted in a 75 percent reduction in the amount of Colombian-produced
counterfeit U.S. currency shipped to and passed within the United States.

The Secret Service also continues its ongoing “Supernote” investigation, which has
national security implications for the United States. This superior quality counterfeit
Federal Reserve Note was first detected in 1989. The “Supernote” is of such high quality
that it often goes undetected until it reaches the Federal Reserve Bank. Though
collectively referred to as the “Supemote,” it is actually a family of different versions of
$100 and $50 denomination counterfeit notes. These sophisticated counterfeits range
from older series $100 notes that bear the smaller portrait, to counterfeits of more
recently redesigned “big head” notes, which include the latest version of the 2003 series
note. Since 1989, the “Supernote” investigation has spanned more than 130 countries
and resulted in over 170 arrests.

Financial Fraud and Electronic Crimes

Electronic technology has become more accessible and irreversibly linked to financial
transactions. As a result, e-commerce and online banking continue to expand rapidly in
the United States and abroad. Electronic payment systems, such as credit and debit cards,
are replacing traditional paper instruments such as cash and checks. Paying at the gas
pump and swiping a credit or debit card at the grocery store are now part of mainstream,
contemporary culture.

As a result of technology’s progressive influence on electronic financial transactions, the
Secret Service’s mission of protecting the nation’s critical financial infrastructure has
evolved to include investigating fraudulent transactions perpetrated electronically through
the use of sophisticated computer technology. Cyber criminals have become more adept
at stealing victims’ personal information through the use of phishing emails, account
takeovers, malicious software, hacking attacks, and network intrusions resulting in data
breaches.
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While the Secret Service has already developed a particular expertise in the investigation
of identity theft, false identification fraud, credit and debit card fraud, and check and
bank fraud, the agency has adapted and taken a lead role in the investigation of online
bank account and investment portfolio takeovers, cyber crime, malware, and computer
network intrusions. In FY 2007, the Secret Service arrested more than 4,300 suspects for
financial and electronic crimes violations. These suspects were responsible for
approximately $690 million in actual fraud loss to individuals and financial institutions,
with potential fraud losses estimated by the Service to be $4.35 billion.

In addition to the increasing complexity of financial and electronic crimes, the Secret
Service must contend with the fact that these types of crimes transcend national borders
more fluidly than ever before. By working closely with other federal, state, and local law
enforcement representatives, as well as international law enforcement agencies, the
Secret Service is able to establish comprehensive networks of information and resource
sharing, and technical expertise that bridges jurisdictional boundaries. This partnership
approach to law enforcement is vital to the Secret Service’s criminal investigative
mission.

To help foster these partnerships with state and local law enforcement counterparts, and
to advance information-sharing capabilities in a rapidly evolving security environment,
the Secret Service instituted the Electronic Crime State and Local Program (ECSLP) in
2003, which is designed to train state and local police officers as computer forensic
specialists and network intrusion responders. More than 150 state and local law
enforcement officers have completed the ECSLP training program, many of whom are
members of Secret Service Electronic Crimes Task Forces (ECTFs).

In order to maximize the success of the ECSLP initiative, the Department of Homeland
Security, in collaboration with the Secret Service, developed a National Computer
Forensics Institute (NCFI). The NCFI, funded within the National Protection and
Programs Directorate, is a cyber crimes training facility designed to provide state and
local law enforcement officers, prosecutors, and judges with training, equipment, and
expertise in computer forensics and digital evidence analysis. In FY 2008, the NCFI
plans to train approximately 265 state and local law enforcement personnel, prosecutors,
and judges.

Financial Crimes / Electronic Crimes Task Forces (ECTFs)

Over the years, the Secret Service has established a national network of 24 ECTFs and 29
Financial Crimes Task Forces in major metropolitan areas across the United States.
These task forces leverage the combined resources of our federal, state, and local law
enforcement partners, as well as technical experts from academia and private industry, in
an organized effort to combat threats and effectively investigate crimes directed at our
critical infrastructure. Collaboration between law enforcement and the private sector is
critical to the Secret Service’s preventative approach to financial and electronic crimes.
The Secret Service also builds partnerships with academia to ensure that the agency’s
workforce is on the cutting edge of technology by leveraging the research and
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development capabilities of teaching institutions.

To provide our special agents with the advanced skills needed to identify and address
cyber vulnerabilities, the Secret Service established the Electronic Crimes Special Agent
Program (ECSAP) in 1987. Agents trained through ECSAP are computer specialists,
qualified to conduct network intrusion investigations and forensic examinations of
various types of electronic evidence, including computers, personal data assistants
(PDAs), telecommunications devices, electronic organizers, and other electronic media.
As of the end of FY 2007, the Secret Service had approximately 770 ECSAP-trained
agents assigned to more than 85 offices worldwide.

Recognizing the value of this program, the Secret Service expects to have over 1,000
ECSAP-trained agents by the end of FY 2008. Further, the Secret Service will have a
key role in the implementation of the Administration’s cybersecurity initiatives, as
outlined in the recent Presidential directive addressing the Administration’s cybersecurity
policy.

PROTECTING THE NATION’S LEADERS

Our nation’s leaders, including the President, Vice President and presidential candidates,
and the facilities we protect, such as the White House Complex, represent America’s
democratic ideals and institutions. As a result, the Secret Service believes that its
protectees and protected facilities are targets of high interest for terrorists and other
adversaries. There is also a low degree of predictability of the future geographic
locations or exact venues for protective visits, especially Presidential candidate travel;
therefore, to a great extent, projecting personnel and equipment needs is difficult.

The personnel, advance work, and resources required to create safe, secure environments
is substantial. The “engine” that enables the protective details to conduct their operations
efficiently with little lead time is our domestic and internationally-based investigative
field office staffing. These personnel provide invaluable assistance to the protective
details through their consistent professional relationships with local, state, and other
federal law enforcement partners in their respective districts. This liaison function is
essential for proper coordination of protective operations because these types of visits
often involve multiple districts. In addition, the field agents provide the bulk of the
logistical support that turns an operational “plan on paper” into a functional “plan on the
ground.”

To further illustrate the enormous amount of planning associated with the implementation
of our protective mission, I would like to discuss some of the ongoing and forward-
looking Secret Service protective operations associated with the 2008 Presidential
Campaign.

10
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2008 Presidential Campaign

The 2008 Presidential Campaign is the first in more than 50 years where no incumbent
President or Vice President is running for office. The 2008 campaign also marks the earliest
the Secret Service has assumed protection for any presidential candidate. On May 3, 2007, at
the direction of Secretary Chertoff, after his consultations with the Presidential Advisory
Committee described in statute, the Secret Service initiated protection of Senator Barack
Obama.

As of February 29, 2008, the Secret Service has developed and implemented security plans for
presidential candidates at nearly 900 separate events. For Senator Obama, the agency providec
coverage for 303 protection days and 444 protective visits. For Senator Clinton, the agency
provided coverage for 267 protections days and 418 protective visits. Please keep in mind that
the Secret Service was already providing protection to Senator Clinton as a former First Lady;
however, the start of campaign coverage required operational and staffing adjustments to her
protective detail.

[ am proud of the dedication, commitment, adaptability, and work ethic of our special agents,
Uniformed Division officers, and administrative, professional, and technical personnel. These
men and women enable the Secret Service to efficiently plan, coordinate, and execute security
plans around the country to meet the operational and logistical demands of a presidential
campaign.

National Party Conventions

The Secret Service is mandated to lead the planning, coordination, and implementation of
operational security plans at designated NSSEs. The Republican National Convention,
which will be held in St. Paul, Minnesota, was designated an NSSE by Secretary Chertoff
on March 3, 2007. The Democratic National Convention, which will be held in Denver,
Colorado, was designated an NSSE by Secretary Chertoff on April 23, 2007.

The successful completion of operational security activities at these sites relies on the
Secret Service’s ability to communicate, cooperate, and coordinate with statc and local
law enforcement to secure the venues and prevent event-targeted violence. The Secret
Service will also assign specially-trained personnel to identify and mitigate cyber security
risks at the Democratic and Republican National Conventions. Leveraging Secret
Service assets with the agency’s established partnerships in the intelligence community
will help to ensure early and accurate warnings of site-specific threats.

In Denver and St. Paul, executive steering committees have been established by the Secret
Service. In Denver, the committee consists of the Secret Service, the Federal Bureau of
Investigations (FBI), the Federal Emergency Management Agency (FEMA), the United States
Attorney’s Office, the Colorado Department of Public Safety, the Denver Office of Emergency
Preparedness, the Colorado State Patrol, the Denver Health Medical Center, and Pepsi Center
management. In St. Paul, the committee consists of the Secret Service, the FBI, FEMA, the

11
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United States Attorney’s Office, the St. Paul Police Department, the St. Pau] Fire Department,
the Hennepin County Sheriff’s Office, the Minneapolis Police Department, the Minnesota
Department of Public Safety, the Minnesota State Patrol, the Ramsey County Sherift’s Office,
and Xcel Center management.

The Secret Service has designated senior special agents to serve as event security
coordinators for both the Democratic and Republican National Conventions. These
special agents continue to work with their FBI and FEMA counterparts, as well as with
state and local law enforcement officials to develop comprehensive security plans for
these events. Senior members of my staft and ] have also briefed the Chiefs of Police
from Denver and St. Paul regarding the Secret Service’s role as the lead federal agency
for NSSEs.

Presidential Debates

While the presidential debates are still months away, the Secret Service has been working
closely with the Commission on Presidential Debates (CPD) since April 2007 to conduct
preliminary walkthroughs of potential debate sites. Shortly after the CPD selected the
debate sites in November 2007, the Secret Service began in-depth coordination with the
FBI and state and local law enforcement agencies. The CPD recently held a day long
planning session at Secret Service headquarters in which the CPD staff, host site
committees, FBI, and Secret Service debate site coordinators (and district supervisors)
furthered the security planning process.

Secret Service personnel from the field offices and at headquarters have conducted
protective surveys addressing technical and physical security requirements for each of the
debate sites. As we speak, Secret Service personnel are working with our federal, state,
and local counterparts to develop comprehensive security plans for protectees attending
the debates.

CONCLUSION

In closing, I would like to express my appreciation for the support that Congress has
shown the Secret Service over the years. What began 143 years ago as a small group of
agents responsible for combating the crime of counterfeiting currency has grown into a
diverse, internationally respected, federal law enforcement agency charged with a unique,
dual mission of protecting the nation’s critical financial infrastructure and protecting the
nation’s highest leaders, visiting heads of state and government, and designated NSSEs.

The Secret Service, in concert with its established partners — public and private, domestic
and international, law enforcement and civilian — will continue to play a critical role in
preventing, detecting, investigating and mitigating the effects of increasingly complex
financial and electronic crimes. The Secret Service will continue to rely on its most
valuable asset, its specially-trained, dedicated personnel in the field, to investigate these
crimes, develop strong cases for prosecution, and bring offenders to justice.

12
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These same specially-trained personnel will continue to ensure the safety of our nation’s
leadership, visiting heads of state and government, and designated NSSEs, all of which
have become more challenging with the evolution of non-conventional weapons and
tactics. The Secret Service has met this challenge, and will continue to meet it by being
innovative and adaptable.

Thank you for the opportunity to be here today. I look forward to working with the
Committee as you consider the President’s FY 2009 budget request.

13



214

2008 PRESIDENTIAL CAMPAIGN

Mr. Prick. Thank you, Director.

I will lead off with a question, not surprisingly about the cam-
paign, the presidential campaign, and your work there.

We know from the $85.3 million appropriated in 2008 for can-
didate protection that this is going to be the costliest campaign in
the Secret Service’s history. Your budget for 2009 shows the budget
going down to $41 million, but you still have substantial obliga-
tions the last month of the campaign: protection of the President-
Elect and Vice President-Elect and the inauguration, and then the
cost of the post-presidential security detail for President Bush,
which will start after the inauguration.

I wonder what you can tell us about the campaign challenges to
date. How does it compare to the 2004 race, for example? Are there
special challenges associated with St. Paul and Denver? We cer-
tainly know there were with Boston and New York City in 2004.
How do the challenges compare as regards to the convention cities?

And, of course, your parent department is now 4 years older. It
was a new department in 2004. What difference has the maturing
of DHS made in terms of the support you can expect from your sis-
ter agencies?

Mr. SuLLIVAN. Thank you, Chairman.

When I was here last year, one of the things we talked about was
the unpredictability of the campaign. And I remember we were try-
ing to determine how many campaign days we thought that there
would be, and we were talking about when we thought there would
be the high point of the campaign and the multiple candidates that
we assumed we would be protecting.

Little did I know then that we would be initiating protection in
May of 2007 on Senator Barack Obama. You know, just to give a
comparison, in the campaign going back to 2004, we initiated pro-
tection of Senator Kerry, I believe it was, in February of 2004. So
initiating protection last May a full 18 months before the election
did present a challenge. Not only that, coupled with the fact that
an existing protectee that we are already protecting, Senator Clin-
ton, was a candidate as well, in effect we had two candidates going,
again, a full year and a half prior to the election.

I would have to say that I believe we picked up that protection
without missing a beat. You know, we began planning for this cam-
paign back on January 21, 2005, and we were up and running, and
I feel that we really did a nice job with that.

However, it did come with challenges. As you mentioned earlier,
we have provided protection at over a thousand venues, as of this
date. We have gone through over 400 campaign days. And the
tempo that we are seeing in this campaign is unlike anything we
have ever seen before. The crowds of people we are seeing are larg-
er—a lot of the crowds we are seeing now, quite frankly, are the
type of crowds you see in October of the election year, a month be-
fore the election, when those crowds are really getting big. We have
been seeing those throughout. As a matter of fact, going back to
January, we have put 550,000 people through magnetometers or
metal detectors that we have screened. So there are some big
crowds out there. But our workforce has been up to it.
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As far as St. Paul and Denver, as you know, the convention in
St. Paul is August 25th through 28th of this year, and that is fol-
lowed up a week later, September 1st through September 4th, in
Denver.

Both campaigns, I believe, are going very, very well. Convention
planning is going very, very well. These have both been designated
as national special security events. We have assigned senior lead-
ers of our organization to coordinate each campaign.

Each campaign coordination is performed using an executive
steering committee. Each campaign has an executive steering com-
mittee. On that executive steering committee are the three main
members from the Federal Government to coordinate these events;
we have FEMA, the FBI and the Secret Service with senior leader-
ship representation on there. In addition to that leadership, we
also have the leadership of State and local law enforcement for
each jurisdiction we are involved with. So there is a senior leader-
ship presence on both of those executive steering committees.

In addition to the executive steering committees, each convention
has 17 working groups or subcommittees that have their own par-
ticular area of expertise that they are working on, as far as the
planning goes. Examples would be air security, credentialing, crisis
management, consequence management, intelligence-type issues,
counterterrorism, chemical and biological issues. All of those areas
are being addressed by these particular working groups.

So I feel very, very comfortable that we are well on our way to
putting together a good security plan for both of these conventions.
I have met with both the chief of police for Denver as well as for
St. Paul, and we have a very, very good working relationship with
them. But as with everything we do, it all comes down to partner-
ship, and I feel very confident about the partnership that every-
body has with each other for these two events.

We have also been planning for the—there are going to be four
debates coming up in September and October. There will be three
presidential debates, as well as one vice presidential debate. These
are very unique, in that this is the one time during the campaign
that we have both of the candidates at one venue together.

So this also does take an extraordinarily large amount of coordi-
nation and planning and cooperation and partnership. And, again,
I feel that is going very, very well. We have met, going back over
a year ago, with the head of the Commission on Presidential De-
bates. We went with them to look at the venues. We have had
many meetings with them. We hosted a meeting back at our head-
quarters building last week that was attended by all of our law en-
forcement partners as well as members of the Commission on the
Presidential Debates. And, again, I feel very comfortable. Although
these are not designated as national special security events, they
still are big events, but I feel that the appropriate attention has
been given to each of those events.

And in parallel to all of this, we continue to plan for the presi-
dential inauguration, which will be a national special security
event. And we are doing that with all of our partners, as well
State, local, our Federal partners up here at the Capitol. And,
again, I feel very comfortable with the progress we are making
with that.
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So you are correct that it has been a very, very busy year with
the campaign, but I feel very comfortable with where we are.

On top of all of that, we continue to see a very high volume of
foreign travel by our permanent protectees. Again, as I had men-
tioned last year, 3 years ago when you added up all of the foreign
stops we had by all of our protectees, it came to about maybe 140,
150 foreign stops in a year. This year, as well as last year, we hit
about 350 foreign venues, and we are on track to do that same
thing this year. The President has, I believe, foreign stops in 30
countries for this year. The Vice President just came back from an
8-day trip to the Middle East, to include Iraq and Afghanistan. The
President, today, is on a foreign trip. So that volume of travel con-
tinues to stay the same or go up, as well.

DHS SUPPORT AND COOPERATION

As far as DHS and 4 years later, what I am seeing is a high level
of support and cooperation. Again, when we looked at this cam-
paign, we realized it was going to be very labor-intensive on our
organization. I spoke to both Immigration and Customs Enforce-
ment as well as with TSA regarding support from their organiza-
tions to help us through the campaign. So far we have not had to
rely on the support of ICE. However, we have used screeners from
TSA to help with all of the screening that we have done during the
campaign. They work side by side with our uniform division offi-
cers.

So far in this campaign, we have used, at all of our venues, about
a thousand TSA screeners. This has not only been a very good part-
nership from an operational point of view, but also from a business
perspective it has really been very advantageous, in that we have
not had to travel people, lodge people, pay per diem for people, but
we are using those TSA screeners at those local locations where
they are able to come in and work for that 4 or 5 hours for that
particular visit and perform their duty and then they are finished
up. And, quite frankly, it has really, I think, created an era of col-
laboration between our uniform division officers and TSA as well,
and it has been, I think, a very good learning experience for both.

Mr. PrICE. Thank you, sir.

Mr. Rogers.

COSTS OF PROTECTIVE DAYS

Mr. ROGERS. Briefly on the presidential campaign, you have
what you call a protective day, right?

Mr. SULLIVAN. Yes, sir.

Mr. ROGERS. And that means that is what it takes to protect one
protectee for 1 day?

Mr. SULLIVAN. Yes, sir.

Mr. ROGERS. Do you have an estimate of that cost per day?

Mr. SULLIVAN. Yes, sir. Last year, when I appeared before you,
we estimated that it would be about $44,000 per day. So far for
this year, when we look at the numbers, we believe we are some-
where between $37,000 and $38,000 per day. However, again, as
that tempo—and I do believe that the tempo will pick up, I assume
that we are going to be pretty much on target. Right now we are
at about $37,000, $38,000 a day, sir.
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Mr. ROGERS. That is per protectee?
Mr. SULLIVAN. Yes, sir.

DETERMINING WHEN CANDIDATES RECEIVE PROTECTION

Mr. ROGERS. How many protectees do you have now?

Mr. SuLLIVAN. Candidate protectees?

Mr. ROGERS. Yes.

Mr. SULLIVAN. Two, Senator Obama and Senator Clinton.

Mr. ROGERS. But not Senator McCain?

Mr. SULLIVAN. No, sir.

Mr. ROGERS. Why is that?

Mr. SULLIVAN. Sir, he has not requested protection.

Mr. ROGERS. How do you go about mechanically deciding who
gets protected and who doesn’t?

Mr. SULLIVAN. The decision to provide protection is made by Sec-
retary Chertoff. He is aided in that decision by a five-member advi-
sory committee. The advisory committee is made up of the Speaker
of the House, the Minority Leader of the House, the Leader of the
Senate, as well as the Minority Leader of the Senate. In addition
to those four people, there is a fifth at-large person who is on the
committee. This year, that fifth at-large person is the Sergeant at
Arms for the House. Last time around, it was the Sergeant at
Arms for the Senate.

There are guidelines that each candidate has to comply with in
order to be eligible for that protection. They have to have, you
know, raised so much money. They have to be at a certain point
in the polls. They have to belong to a major political—recognized
political party.

Having said all that, if they do fit all of those guidelines and if
they do request protection, that request will go to the Secretary.
The Secretary, based on the advice he receives from the committee,
will make a determination whether or not protection is warranted
or not.

2008 CAMPAIGN PROTECTIVE DAYS

Mr. ROGERS. Now, last year, you, I think accurately, predicted
that there would be an increase in the number of protective days
because of what looked like a big campaign, a lot of candidates and
so on. And you estimated a need, at that time, of 739 protective
days—protection days, I guess you call them—as opposed to the
454 days for the 2004 presidential campaign. A substantial in-
crease, almost double.

Mr. SULLIVAN. Yes, sir.

Mr. ROGERS. Has that panned out to be true?

Mr. SULLIVAN. It has, sir. Going back to—not including the days
going from May until October, but going from October to now, we
are right at about 440 days, I believe, of protection. So, although
we thought these days would come in a different fashion, the way
it has played out, we are pretty much on track for what we pre-
dicted. When you look at how many days we have left going
through October of 2008, I believe our prediction will be pretty
much on target.

Mr. ROGERS. Well, I think you said you have provided protection
at over a thousand events so far in the campaign, correct?
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Mr. SULLIVAN. Yes, sir.
SECRET SERVICE INVESTIGATIONS

Mr. ROGERS. Let me switch briefly and quickly to the other half
of what you do, and that is investigate criminal activity in the fi-
nancial world.

I am concerned, as we discussed last year, that with this heavy
work that you are doing in protecting people, especially in the pres-
idential campaign, that we will not get the equal treatment that
should be given to investigating crimes, financial crimes.

Can you help me alleviate that worry?

Mr. SULLIVAN. Yes, sir. That was a—as with you—and, again, 1
do appreciate your support on that Congressman Rogers—that was
a concern we had, as well. And we believe we had a very aggressive
and a very strong momentum going on into the campaign, and we
didn’t want to lose that. And I would say I don’t believe we have
lost that momentum.

You know, as you know, I believe you were referring to our re-
turn on investigation, where we take a look at qualitatively and
quantitatively, you know, how are we performing. And last year,
for the first time, we did take a look at that. We came up with the
result of 50 percent protection and 50 percent investigation. And
we never want to go below that minimum.

But I can tell you, during this campaign, we continue to work
some very, very high-quality investigations. I was just briefed on
a cyber investigation that we are doing right now. It is an under-
cover cyber investigation, where we have identified and arrested an
individual who was responsible for hacking into computer systems
and getting over $1.5 million—1.5 million accounts from various in-
dividuals.

I continue to see this type of investigation where our agents are
not only identifying individuals who are responsible for millions of
dollars of fraud, but they are also conducting investigations in a
timely manner where they are preventing additional millions of
dollars’ worth of fraud.

So I do believe that we are able to maintain that investigative
initiative that is so important to our mission.

Mr. ROGERS. Well, I certainly hope and trust that you will keep
your eye on that ball continuously. Because the Secret Service is
the Nation’s premiere investigators of financial crimes. And in this
day now of cyber security and the worry about being hit and at-
tacked in cyberspace, especially with our financial system now reli-
ant upon that type of communications, as well as everything else,
is terribly important.

So can you assure us that nothing is being sacrificed in the in-
vestigations arena in order to finance this heavy load of protection
that you are having during the presidential campaign?

Mr. SULLIVAN. Congressman, there is no denying that we are
taking assets away from investigations to, you know, do our protec-
tion. However, I do believe we have a pretty good strategy that we
can continue to maintain that momentum.

You know, one of the things, I believe, that has become a great
asset for us are our electronic crime task forces that we have
throughout the country. We have 24 of these task forces out there.
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And I think that combined strength of other State, local and Fed-
eral law enforcement to run these task forces, as well as the aca-
demia partners we have, as well as our financial and banking part-
ners that are involved with these task forces, just will not allow
that drop to take place.

I really do feel that the strength of our investigative, in par-
ticular our cyber investigations right now, the strength of that, are
these electronic crime task forces out there. And it is my desire, my
hope that we can open more of these electronic crime task forces
out there, because I think that it is a great force multiplier. I think
it is a great example of partnership. And I think that the proven
success that we have been able to show just makes them an advan-
tage that we need to continue to maintain.

Mr. ROGERS. Well, at the direction of this subcommittee last
year, we were encouraging you, and you have instituted, improved
planning and performance metrics for mitigating and tracking the
impacts upon investigations. And you made it a priority to ensure
long-term investigative efforts are not derailed during the cam-
paign. That was at our discussion last year.

Mr. SULLIVAN. Yes, sir.

Mr. ROGERS. And the committee helped you and you followed
through on setting up those metrics to let everyone know physically
whether or not investigations were being impacted by protection.

Are those metrics available? And are they demonstrative of the
fact that we are not hurting investigations?

Mr. SULLIVAN. Sir, there are responsible, as far as I know, for
2007. T looked at those for 2007. We have not completed those yet
for 2008. But when I do look at them for 2007, we are in the “out-
standing” category for every one of those four metrics that we use,
as far as the impact on the community, as far as the number of
prosecutions that we have, as far as the assessment by the U.S. At-
torney’s Office, as far as the assessment by the financial institu-
tions. All of those metrics have been well met. And we are con-
tinuing to keep an eye on those.

And if you haven’t seen those metrics, I would be more than
happy to provide those to you, sir.

Mr. ROGERS. Well, perhaps you can, maybe not necessarily for
the record, but for the committee’s review.

Mr. SULLIVAN. Yes, sir. I really do appreciate your support on
that initiative. It is important to us.

Mr. PricE. Thank you.

SENATOR MCCAIN’S PROTECTION STATUS

Mr. Rodriguez.

Mr. RODRIGUEZ. Thank you very much.

I am actually surprised to hear that Senator McCain is—not that
he hasn’t asked, but that we are not protecting. Is there certain
levels or faces of protection—any of that, in effect?

Mr. SULLIVAN. There are not, sir.

Mr. RODRIGUEZ. We don’t have an automatic preliminary level
because of the fact that he is the candidate of the Republican
Party, as a presidential candidate, that we protect him at a certain
level even though it is not being asked for?



220

Mr. SULLIVAN. Sir, statutorily he is not required to take protec-
tion.

Now, we have been in contact with his staff, and there have been
conversations with his staff to make sure that they are aware of
what the guidelines are.

So there have been those conversations. But as far as an actual
request, there has not been one yet.

Mr. RODRIGUEZ. So we don’t go in advance and secure some of
the sites where he might be at or anything like that? You don’t
have to respond. I mean, if you can’t respond, let me know. But I
would presume that we would have some kind of initial phases that
might not have anything to do but securing the place where they
might participating in, or those kind of things that might not inter-
fere with him but yet making sure that, you know, there is some
protection going on.

Mr. SULLIVAN. Congressman, we have no involvement, at this
point.

CONVENTION VENUES

Mr. RODRIGUEZ. Okay. Let me ask you, based on the resources
that you have now, do we do any preliminary phases, for example,
for the presidential conventions on both parties to securing and
checking those facilities way in advance and making sure that we
are on top of the program way before and we are not jeopardizing
any of that?

Mr. SULLIVAN. That is a good question, Congressman. Positively,
we do. We have looked at every venue. Our people are looking at
every venue, every site that is going to be involved in this par-
ticular convention. As I mentioned before, there are these 17 sub-
committees, and each one of them look at these venues from their
perspective. But this will be a very detailed and very in-depth plan.

Mr. RODRIGUEZ. And we shouldn’t be worried about any of that
being as a result of not having the resources that you need in order
to make that happen—occurring?

Mr. SULLIVAN. I do appreciate your concern at this point. I have
not been told that there is any issue as far as us needing any re-
sources. But believe me, sir, if there are any needs like that, I will
make sure that I make the committee aware of that.

USSS DIVERSITY

Mr. RODRIGUEZ. Let me ask you, in terms of just the diversity
of the Secret Service, can you make any comments as it deals with
your diversity, as it deals with minorities and women? Do you
know what those numbers are or the figures are?

Mr. SuLLIVAN. Sir, I do not have the numbers off the top of my
head. But I——

Mr. RODRIGUEZ. Could you give me that, you know, later on? And
also in terms of the multilingual or linguistic capabilities of the de-
partment?

Mr. SuLLIVAN. Sir, I would be more than happy to come up and
give you a full briefing on that. But I will say that the outreach,
the recruitment and the retention of a diverse workforce is ex-
tremely important to me and is a priority, and it is a priority with
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our organization.